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Pedepar/anoTamis:

1. Augpomyk M. B. MeTonu nepesipku Ta 6e3ne4yHoi akryasnizauii 30BHilHbOI nam'sTi RAG 3a ymoB mopu@ikariii
3HaHb Ta CIIOTBOPEHHS 3BOPOTHOTO 3B's3Ky. — KBamidikaliliHa HayKkoBa npalsd Ha IpaBax pyKonucy. Jlucepraliis Ha
3100y TTsI HAYKOBOTO CTyIeHs JoKTopa ¢inocodii 3a cneuianbhicTio 122 «Komm'totepHi Hayku» (12 — Indopmauiiizi
TexHoJiorii). — Hauionanpauil yHiBepcurteT «KueBo-MorussiHebKa akagemis», Kuis, 2026. Cucremu RAG patoTsb
3MOTY BEJIMKUM MOBHUM MOZEJISIM BUKOPUCTOBYBATU 30BHIllIHI JpKepeJia 3HaHb 6€3 epeHaBUaHHs iXHiX
rnapameTpiB. Y JUHaMIYHUX CepEeLOBUIAX — KOPIIOPATUBHUX, MEJUYHUX i IOPUIUYHUX — 30BHIIlIHI JpKepesia 3HaHb
IIOCTiIHO 3MiHIOIOTHCS, 1110 IIOPOIPKY€E NPObIeMy 6€3I1e4HOI0 OHOBJIEHHS: K NIPUIIMATH JIETITUMHI 3MiHU 1
BOJHOYAC BiIXWISITU CIIOTBOPEHI a0 MOMUJIKOBI AaHi. binbmicTe HasiBHUX RAG-cucTem He 3ab6e3nevyye GOpMasbHO
OOI'PYHTOBAHUX MEX PU3MKY IPOHUKHEHHS OTPYEHUX JAHUX, HE Ma€ MEXaHi3MiB pO3Pi3HEHHSI IPUPOJHOrO Ipendy

3HaHb i KOOPJIMHOBAHOI'O CIIOTBOPEHHS, & TAKOXK [IOTPebye 3HAUHUX OO0YMCIIIOBAJIbHUX BUTPAT 1151 Bepuikariii



CYIIEPEYHOCTEMN, 4Ki 3a TOBHOT'O MIONIAPHOTO MMOPIBHAHHS 3pOCTAIOTh KBaAPaTUYHO. HasgBHI Migxony 1o 3aXUCTy
RAG-cucrem, 30kpema PoisonedRAG, RobustRAG i TrustRAG, po3risgaoTs OKpeMi acliekTH 3aXucTy — (pinbrpariiio
OTPMMAaHMX JOKYMEHTIB, arperyBaHHs BiJ[TOBifiel i3 KiJIbKOX IiIMHOXXMH Ta OLiHIOBAHHS OBIpY [0 JPKEPEJ, OGHAK
He (POPMYIOTh €JJMHOI apXiTEKTypY, sIKa NIoegHye Bepu@ikaliilo cyniepedHoCcTel, 6e3rneyHe nepeBeeHHs HOBUX
3HaHb i3 KAPAHTUHHOTO CTaHY 10 OCHOBHOI IaM'ATi Ta PO3Pi3HEHHSI JIETITUMHOTO Apeiidy 3HaHb i KOOPAUHOBAHOTO
oTpyeHHs. OKpeMoIo MPo6JIEMOI0 € OOYMCIIIOBaIbHA BapTiCTh Bepudikallil: TOBHE IoNapHe IIOPiBHSHHS OTPUMaHUX
IOKyMeHTiB 3acobamu NLI Mae KBafipaTU4YHY CKJIa[HICTb BiTHOCHO KiJIbKOCTi [JOKYMEHTIB y KOHTEKCT], 1110 0OMEXYe
3aCTOCYBaHHS Takoi Bepu@ikallii B OHJIallH-cLieHapisx. BogHovyac napameTpryHi NiiXonu 0o pelaryBaHHs 3HaHb
mogereii, 30kpema ROME i MEMIT, nepen6ayaioTs LOCTYII 4O Bar abo BHYTPILIHIX [IpeficTaBieHb 6a30Boi Mozesi —
1€ YCKJIQJHIOE iX 3aCTOCYBAHHS [IJIS 3aKPUTUX MOJEJIEH, OCTYIHUX Juile yepe3 API i momupeHnx y IpOMUCIIOBUAX
RAG-posropraHHsx. O6'€KTOM JOCIiIKEHHS € Ipolecy o6pobsieHHs, Bepudikallii Ta OHOBJIEHHS JaHUX Y
30BHIilIHIN nam’ati RAG-cucTteM 3a yMOB AMHAMIYHOI 3MiHM 3HaHb i CIOTBOpPEHHS Ikepen indopmarii. I[IpegmeTom
IOCJTiI)KEeHHS € MeTOIY I anropuTMmu Bepudikallii y3roJykeHOCTi, BUSIBJIEHHSI CyIlepeyHOCTel Ta 6e31e4HOi
aKTyasisalii 30BHiHbBOI Iam’aTi RAG-cucrtem 6e3 moaudikallii napameTpiB reHepaTUBHOI Mogeli. MeToo
IOCJIiIKeHHs € po3pobJieHHs MeTo1iB BepudikoBaHOi Ta 3aXuIneHoi Bifi, OTPy€EHHS aKTyasi3alii 30BHIMHbOI Tam’STi
RAG-cucrem 32 yMOB 06Me>KeHOi 06UKCIIIOBA/IbHOI BapTOCTi Bepudikalii. 17151 JOCSITHEeHHS! MeTH BUPiLIeHO TaKi
3aBJIaHHS: pO3p00JIEHO SIKIpHY CXeMY BUSIBJIEHHSI CyllepeyHOCTeN 3i 3HMKeHOo BapTicTio NLI-Bepudikauii;
3aIPOINIOHOBAHO 1BO(a3Hy CXEMY KAPAHTHHY Ta 3aTBEPKEHHS HOBUX 3HaHb i3 MOJ€JIbHOIO BEPXHBOIO MEXKEIO
PU3UKY IPOHUKHEHHS OTPYEHUX JIaHUX; IOOYI0BAHO Map IPUNHATTS pillleHb AJ1s1 PO3Pi3HEHHS JIeTiTHMHOTO
Ipendy 3HaHb i KOOPAMHOBAHOTO OTPYEHHS; YIOCKOHAJIEHO MEXaHi3MU 3alIUTHO-OPi€EHTOBAHOTO Biioopy niarpada,
3JIUTTS PaHXXYBaHb i KEPyBaHHS [TOBTOPHOIO TeHepalli€lo. MeTo010riuHy OCHOBY CTaHOBJISITb METOIU
MaTeMaTUYHOTrO MOJEJIOBaHHS, Teopii IMOBIpHOCTE, CTATUCTUYHOTO aHaji3y, 06po6IeHHs NPUPOIHOI MOBU
(3oxpema NLI), 6atieciBCbKi METOM BUSIBJIEHHS 3MiHU PEXXUMY Ta MTOPiBHSIbHA eKCIIepUMEHTAaJIbHA IIepeBipKa.
HaykoBa HOBU3Ha 10JIsITae Y po3po0JIeHH] apXiTeKTypy HenapameTpuyHoi aganTanii nam’siti RAG, sika noegHye
Bepudikallilo, KAPAHTHH i BUSIBJIEHHS PEXUMY 3MiH y €IMHOMY 3aMKHEHOMY LIMKJIi. 3aBISKU CIIi/IbHIN OLiHLIi JOBipU
IO IKepeJi, CUCTeMa HAaKOIIMYYeE JlaHi Ta afjanTyeThbCs 6e3 pyYHOro HaJlallTyBaHHS. BripoBaikeHa sikipHa cxema
3Hu3wiIa BapTictb NLI-Bepudikauii 3 O(K?) no O(K-a). ExcriepumenTanpHa nepesipka Ha 10 Habopax (N=1250
3aIMTiB) Ta B yMOBaX 3MarajbHUX aTak MNiTBEpAUIA 3HWKEHHS BUTPaT Ha Bepudikallito Ha 57 %, 6JI0KyBaHHS BCiX
OTPY€EHMX JOKYMEHTIB Ta 30epeskeHHs 93 % JeriTHMHUX OHOBJIEHb. 3a 11iTbOBOi aTaku BiAHOBJIEHHS SIKOCTI
Bimmosizmeit ckiano 99,4 %. KouBeep 36epirae craTuctTudyHul napurer i3 BM25-perpuBepom. O6MeReHHS
IOCJIiIKeHHSI BKJIIOYAIOTh 3aJI€XHICTb Bif TouHOCTi NLI-BepudikaTopa, BpasiuBicTh 10 MacoBUX Sybil-aTak Ta
HEeOOXiJIHICTb BaslijaLlii CUMYJIbOBAaHOT'O 3BOPOTHOTO 3B'$13KY Ha peaJIbHUX KOPUCTYBayax. [IpakTUYHE 3HAYEHHS
IIOJISITA€ Y MOKJIMBOCTI NOOYAOBU HaNiIHHUX CUCTEM (MEeIUYHMX, OPUIUYHUX TOIIO) i3 3aKPUTOIO I€HEPAaTUBHOIO
Mojesio 6e3 ii nepeHaBYaHHs. KitouoBi ciioBa: MallMHHE HaBYaHHS, HEHPOHHI Mepexi, BeJnKi MOBHI Moiei,
iHopmaLiiiHui omyK, TUTaAbHO-BiJIOBiNaIbHI CUCTEMHU, IIOLIYKOBA reHepatlis, RAG, rpadu 3HaHb, OOYBaHHS
3HaHb, Bepudikallis 3HaHb, TAIONMHAL], 30BHIIIHS TaM’ATb, aKTyaJli3alis am’sTi, 3BBOPOTHUM 3B'I30K, Ge3reKa

IaHUX.

2. Androshchuk M. V. Methods for verification and reliable updating of external memory in RAG systems under
knowledge modification and feedback distortion. - Qualification scientific work submitted as a manuscript. PhD
thesis to obtain the degree of Doctor of Philosophy in the Programme Subject Area 122 «Computer Science» (12 —
Information technology). — National University of Kyiv-Mohyla Academy, Kyiv, 2026. Retrieval-Augmented
Generation (RAG) systems in question-answering tasks allow large language models to use external knowledge
sources without retraining their parameters. In dynamic environments—corporate, medical, and legal—external
knowledge sources are constantly changing, which raises the problem of safe updating: how to accept legitimate
changes while rejecting distorted or erroneous data. Most existing RAG systems do not provide formally justified
bounds on the risk of poisoned data infiltration, lack mechanisms for distinguishing between natural knowledge
drift and coordinated distortion, and require significant computational costs for contradiction verification, which
grow quadratically under full pairwise comparison. Existing approaches to defending RAG systems, in particular



PoisonedRAG, RobustRAG, and TrustRAG, address individual aspects of defense—filtering retrieved documents,
aggregating answers from multiple subsets, and evaluating source trust—but do not form a unified architecture
that combines contradiction verification, the safe transfer of new knowledge from a quarantine state to main
memory, and the distinction between legitimate knowledge drift and coordinated poisoning. A separate problem is
the computational cost of verification: full pairwise comparison of retrieved documents using NLI (Natural
Language Inference) has quadratic complexity relative to the number of documents in the context, which limits
the application of such verification in online scenarios. At the same time, parametric approaches to model
knowledge editing, such as ROME and MEMIT, require access to the weights or internal representations of the
base model; this complicates their application to closed models accessible only via API, which are common in
industrial RAG deployments. The object of the research is the processes of processing, verifying, and updating data
in the external memory of RAG systems under dynamic knowledge changes and information source distortion. The
subject of the research is the methods and algorithms for consistency verification, contradiction detection, and
safe updating of the external memory of RAG systems without modifying the generative model's parameters. The
purpose of the research is to develop methods for the verified and poison-protected updating of RAG external
memory under conditions of limited computational verification costs. To achieve this purpose, the following tasks
were accomplished: an anchor scheme for contradiction detection with reduced NLI verification costs was
developed; a two-phase scheme for quarantining new knowledge with a modeled upper bound for poisoning risk
was proposed; a decision-making layer for distinguishing legitimate knowledge drift from coordinated poisoning
was built; and query-oriented subgraph selection and rank fusion mechanisms were improved. The methodological
basis comprises mathematical modeling, probability theory, statistical analysis, natural language processing
(specifically NLI), Bayesian methods for regime change detection, and comparative experimental validation. The
scientific novelty lies in developing a non-parametric adaptation architecture for RAG external memory that
combines verification, quarantine, and change regime detection in a closed loop. The shared evaluation of source
trust allows the system to adapt without manual tuning. The introduced anchor scheme reduced the NLI
verification cost from O(K?) to O(K-a). Experimental validation across 10 datasets (N=1250) and under adversarial
attacks confirmed a 57% reduction in verification costs, the blocking of all poisoned documents, and the retention
of 93% of legitimate updates. Under targeted attacks, response quality recovery reached 99.4%. The pipeline
maintains statistical parity with a BM25 retriever. Limitations of the study include dependence on external NLI
verifier accuracy, vulnerability to massive Sybil attacks, and the need to validate simulated feedback with real
users. The practical significance lies in the ability to build reliable information systems compatible with closed
APIs, without retraining language models. Keywords: machine learning, neural networks, large language models,
information retrieval, question-answering systems, retrieval-augmented generation, RAG, knowledge graphs,
knowledge extraction, knowledge verification, hallucinations, external memory, memory updating, feedback, data
security.
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