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Pedepar:

1. Incepraliist npucBsYeHa BUPIlIEHHIO aKTyaJlbHOTO HAyKOBOTO 3aBHAHHS, CYyTHICTb SIKOTO I0JISIrae B pO3poO1i
MoJesell Ta MeTO/IiB 3a6e3l1e4eHHs TapaHTO3aTHOCTI Ta Kibepbesneky iHpopMalilfilHO-KOMYHIKaLilHAX CUCTEM
€HepPreTUYHOr0 CEKTOPY [JIs MiIBUIIEeHHs clipoMokHocTell O6'enHannx Enepretnuynux Cuctem Ykpainu (OEC-Y)
IIPOTUCTOSITU KPU3OBUM CUTYallisIM. EHepreTrka € BUCOKOTEXHOJIOTIYHOIO raly3310 HApOLHOTO rOCIOAPCTBa, BOHA
norpebye 1151 BUPilIEHHS 3aBAaHb YIIPaBJIiHHS Bi[IOBiIHUMHU €JIEKTPOEHEPTETUYHUMU KOMIIJIEKCAMU
3aCTOCYBaHHS HOBITHIX iHQOpMaLiliHMX TEXHOJIOTIH, 1[0 CIIPOMOJXKH] y peasibHOMY 4aci 3a06e3nedyBaTy 30MpaHHs,
nepezgavdy, 06po6OKy Ta Bio6pasKeHHs TEXHOJIOTUHOI indopmauii a1 ii aHanizy nepcoHanom it IpUNHATTS Ha ii

OCHOBI HEOOXiIHUX YIIPaB/IiHCbKUX pillleHb. 3a3HaY€He, 30KpeMa, CTOCYEThCSI CCTEM YIIPAaBJIiHHS TEXHOJIOTTYHUMU



MpoLecaMU, AUCIIETYEPCHKOTO YIIPABJIiHHS €J1€KTPOTEXHIYHMMU MiTIIPUEMCTBAMU, KOHTPOJIIO SIKOCTi €J1eKTPUYHOI
eHeprii, 06J1iKy esleKTpu4YHOi eHeprii Tomwo. CkaagHUM iHPOPMALiTHUM Ta YIIPABJSIIOUNM CUCTEMaM €HepreTUYHOro
CEKTOpY IIPUTaMaHHi iCHYBaHHS CKJIQIHUX, iHOJIi CyllepeyusIMBYX 3B'3KiB Ta B3A€EMHUX BIIUBIB, HAsIBHICTh 3HAYHO]
KiJIbKOCTi Pi3HOPiHMX KOMIIOHEHTIB, SIKi 1J1s1 IOCSATHEHHS [1IeBHOI MeTU 00'e€JHaHI B €JMHY CUCTEMY, HASIBHICTb
6araTbOX BJIACHUKIB Ta PO3MOPSAHUKIB y Pi3HUX MiCUCTEMaX, 10 IPU3BOIUTH [10 HEY3TOIKEHOCTI 3aX0iB 3
3aXUCTy Ta KOHTPOJIIO 6e3neky. 3a3HaueHi pakTopy, 6e3nepeyHo, YCKIaLHIOITh BIPOBaIKEHHS €JUHUX ITiX0/iB
IO peaslizallii KOMIIJIEKCY OpraHisaliiiHo-TexXHIYHUX 3aX0liB Ta 3aCO0iB 3aXUCTy, BUHMKA€ HU3Ka HAYKOBO-
TEXHIYHUX [TPOOJIEM, SIKi CTOCYIOTHCS: — Y3TOIPKEHHS NOPSAKY Ta YMOB KOPIIOPATUBHOTO 3aXUCTY iHPOpMaLiliHO-
TEXHOJIOTIYHOI CUCTEMH, SIKa CKJIaJIa€ThCs 3 MifJICUCTEM Pi3HUX BIIACHUKIB (PO3MOPSAHUKIB); — BCTAHOBJIEHHS
IIPUHLUIIIB IOOYZ0BU Ta BUMOT 3 6€3I1eKU [10 LIII03Yy B3aeMoii MixK iHpopMaLiliHO-TeXHOJIOTTYHUMU
nicucreMamu, Moo IKMX BU3HAYEHI Pi3Hi BUMOrH 3 6e3neku Towmo. OTXe, aKTyaJIbHUM [10CTa€ HAyKOBE 3aBIaHHH,
mozo 3a6e3nedeHHs HeoOXiIHOTO PiBHS rapaHTO3[ATHOCTI Ta Kibepbe3neKky CKIaAHOI KpUTUYHOI iHpOpMaLiiiHO]
iHppaCTPyKTypH eHEepreTUYHOIro CEKTOPY LIISIXOM I100YZL0BU KOPIIOPATUBHOTO CETMEHTY Kibep3axucTy Ta
KiGepCTIMKOCTI, @ TAaKOX peasiszalii migcucreMmyu KpunrorpadivHoro 3axucry, 1o 3abe3neyyBaTuMe MiBUIIEeHUI
piBeHb KOHPiAEHLINHOCTI, 1Ii/ICHOCTI Ta iMITOCTIMKOCTI Iif] 4ac B3aeMOZii MixK pisHUMU HigcucTeMamu. MeToro
IMCEePTALifHOTO TOCJIKEeHHS € TiABUIEHHS rapaHTO3/IaTHOCTI Ta KibepOe3neku iHhopMaIiiHUX CUCTEM
€HEePreTUYHOro CEKTOPY 3aBASKY II0€AHAHHIO KOPIIOPATMBHOIO 3aXUCTY CKJIaAHOI KPUTHUYHOI iHpopMaLifiHO]
iH(paCTPyKTypH Ha OCHOBI pO3POOKU BiJNIOBIAHMX MOJEJIEN i METOLIB 3a0e3M1eYeHHs Kibep3axUCTy Ta
KiGepCTilIKOCTi 3 BAKOPUCTAHHSIM BIOCKOHAJIEHOI apXiTeKTypH Ta AEeLeHTPasi30BaHOTO MigX0Ay 4O PO3MEXKYBAHHS
IOCTYIly B Mepexi LeHTpy Kibepbe3reKky, a TaKoXX KpunrorpadiyHux pimeHs Aj1s1 6e3nedyHoro inpopmaritHoro
00MiHYy MK MifIcCMCTeMaMi €HEPreTUYHOrO CEKTOPY. Y BiiNOBIZHOCTI 70 cOPMOBaHOI MeTH 1J1s1 BUPillIEHHS
3a3Ha4Y€HOI HAayKOBO-TIPUKJIAAHOI IPO6IeMH 3a6e3T1eYeHHSI FapaHTO34aTHOCTI Ta Kibep6esneku iHpopmaLiiHO-
KOMVHIKaI[iIHHMX CUCTEM €HEPreTUYHOTO CEeKTOPY ISl minBuieHHs Kibepcriiikocti OEC-Y B po60Ti 6y oTprMaHi
TaKi HayKoBi pe3ysibTaTy: 1. Biepie Ha oCcHOBI GOpMyBaHHS KJ1aciB €KBiBaJIEHTHOCTI 3alIPOIIOHOBAHO METOLMKY
IEKOMIIO3ULii CKIaIHAX CUCTEM, IO MiANAraloTb Kibep3axUCTy, sIKa BpaxOBy€e MOXJIMBICTb iH(pOpMaLIIHOTO OOMIHY
MIX MiicucTeMaMy 3 pisHUMU BUMOTaMHU [0 3axXUCTy iHpopmallii 3 06MeKeHUM JOCTYNOM. 2. BiockoHaneHo
MoZeJsib T0O6Y0BY KOPIIOPATUBHOTO LEHTPY Kibep6e3neky eHepreTUYHOro CEKTOPY Ha OCHOBI cepBic-OpieHTOBaHO]
apXiTeKTypU 3 BU3HAYEHOIO 0i3HEC-JIOTIKOIO Ta BiANOBiTHUM HabopoM QYHKIIiH, 10 3a6e3MevyBaTUME TMHAMIUHe
06p0o6eHHS KibepiHIUAEHTIB y peajlbHOMY 4Yaci. BnockoHasieHa MoJiesib BifIlIOBia€ Cy4acHMM BUKJIMKAM Ge3rneri
Ta ypaxoBye crieundiky 3aBnans i pyHkuiit OEC-Y. 3. BjockoHaneHo Moesb 1o0y0BY IeleHTPaTi30BaHoi
CHACTEMU PO3MEKYBaHHS JIOCTYIy B MEpeXi LIeHTPy Kibepbe3neKy Ha OCHOBI OPUTiHAJIbHOI METOIUKY PO3IOLiNy
cekpeTy. 3anpoIroHOBaHa MOJIEJIb NIPUITYyCKae ii MaciiTabyBaHHS Ta MiHiMi3ye pU3UK HECAHKI[IOHOBAHOTO JOCTYILY
1o indpopmauitHux pecypcis. 4. [Toganbporo po3BUTKy HabyJsia MOJesb [I0OYL0BU MiICUCTEMU KPUNITOrpadiyHOrOo
3axucTy iHdopMaliii, 1o 3a6e3neyyBaTMe MOKIIMBICTb IBOKOHTYPHOTO MUMPYBaHHS [AJ1s1 PO3MEXXYBaHHS JOCTYILY
B IELI€HTPajli30BaHill cucTeMi pO3MeKyBaHHsI IOCTYIy 1O iH(popMaliiiHUX pecypciB, po3pobJieHi Ta 0OIPyHTOBaHi
PeKOMeHpaii moao NiABUILEHHS 6€3I1€KNA KPUIITOrpadiyHOro 3aXMCTy iHpopMallii KOPOTKUX CIIYyKOOBUX
noBimomsiens. 5. [loganbmoro po3BUTKy Habysla METOAMKA OLiHKY Ta PallioOHAJIbHOTO BU3HAYEHHS XapaKTePUCTUK

3aXUCTy KpunrorpadiyHoi nigcucremu.

2. The dissertation is devoted to the solution of an actual scientific task, the essence of which is the development
of models and methods for ensuring the guarantee capability and cyber security of information and
communication systems of the energy sector in order to increase the capabilities of the United Energy Systems of
Ukraine (UES-U) to withstand crisis situations. Energy is a high-tech branch of the national economy, it requires
the use of the latest information technologies capable of providing real-time collection, transmission, processing
and display of technological information for its analysis by personnel and making the necessary management
decisions based on it in order to solve the tasks of managing the relevant electric power complexes. This applies, in
particular, to systems for managing technological processes, dispatching control of electrical engineering
enterprises, quality control of electrical energy, accounting for electrical energy, etc. Complex information and
management systems of the energy sector are characterized by the existence of complex, sometimes



contradictory relationships and mutual influences, the presence of a significant number of heterogeneous
components that are combined into a single system to achieve a certain goal, the presence of many owners and
managers in different subsystems, which leads to inconsistencies in security protection and control measures.
These factors undoubtedly complicate the implementation of unified approaches to the implementation of a
complex of organizational and technical means and protection measures, a number of scientific and technical
problems arise, which concern: - coordination of the order and conditions of corporate protection of the
information technology system, which consists of subsystems of different owners (administrators); -
establishment of construction principles and security requirements for the gateway of interaction between
information technology subsystems, for which various security requirements are defined, etc. Therefore, the
scientific task of ensuring the necessary level of cyber security and guarantee capability of the complex critical
information infrastructure of the energy sector by building a corporate segment of cyber protection and cyber
resilience, as well as implementing a cryptographic protection subsystem, which will ensure an increased level of
confidentiality and impersonation resistance during interaction between different subsystems, becomes urgent.
The aim of the dissertation research is to increase the cyber security and guarantee capacity of information
systems of the energy sector thanks to the combination of corporate protection of complex critical information
infrastructure based on the development of appropriate models and methods for ensuring cyber protection and
cyber resilience using an improved architecture and a decentralized approach to delimiting access in the network
of the cyber security center and new cryptographic solutions for secure information exchange between
subsystems of energy sector systems. In accordance with the formed goal to solve the specified scientific and
applied problem of ensuring the guaranteeability and cyber security of information and communication systems of
the energy sector to increase the cyber resilience of UES-U, the following scientific results were obtained in the
work: 1. For the first time, based on the formation of equivalence classes, a method of decomposition of complex
systems subject to cyber protection is proposed, which takes into account the possibility of information exchange
between subsystems with different requirements for protecting information with limited access. 2. The model of
building a corporate cyber security center of the energy sector based on a service-oriented architecture with a
defined business logic and a corresponding set of functions that will ensure dynamic processing of cyber incidents
in real time has been improved. The improved model meets modern security challenges and takes into account the
specific tasks and functions of the UES-U. 3. The model of building a decentralized system of delimiting access in
the network of the cyber security center based on the original method of secret distribution has been improved.
The proposed model assumes its scaling and minimizes the risk of unauthorized access to information resources.
4. The model of building a subsystem of cryptographic protection of information gained further development,
which will provide the possibility of double-circuit encryption for delimiting access in a decentralized system of
delimiting access to information resources, developed and substantiated recommendations to increase the
security of cryptographic protection of information of short service messages. 5. The method of evaluation and
rational determination of the characteristics of the protection of the cryptographic subsystem acquired further
development.
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