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Pedepar:

1. TTomyk Ta 3HENIKO/I’)KEHHSI KOMITIOTEPHUX BipyCiB 3 KOKHUM POKOM CTa€ BCE OibI aKTyaJIbHOIO Ta CKJIAIHOIO
1po6J1eMOI0, aI)KE BOHU HECYTb 3arpo3y 0e3MepelKoJHOMY (PYHKIIOHYBaHHIO KOMITIOTEPHUX CUCTEM, SIKi
BHMKOPHCTOBYIOTBCS y BCE OiIbII KPUTUYHUX cPepax [isyIbHOCTI I0ACcTBA. ToMy, po3pO6JIEHHSI HOBUX METOMIB Ta
3aC06iB 3HEMIKOPKEHHS 3JI0BMUCHOTO ITPOrpaMHOro 3abesneueHHs (3I13) € omHUM i3 NepCneKTUBHUX Ta
IIpiopUTeTHUX 3aBIaHb NOCiIKeHb y cepi KoMITIoTepHUX HayK. He3Baxkarouu Ha NOCTiliHe BLOCKOHAJIEHHS
AHTHBIPYCHOT'O IIPOTrPaMHOTO 3a0e3IeYeHHs], TeHepallisi Ta nomupeHHs 3I13 36inbl1yeTbcs 3 pOKy B pik. OfHa 3
Halicepio3HIMUX NpobieM, 3 IKOI0 CTUKAETHCS PO3POOHUKHU aHTUBIPYCHOTO TPOTpaMHoOro 3abesnevyenHs ([13) - ue
aBTOMAaTWYHa MYTallisi KOAY 3JI0BMUCHOI IPOrpaMu. MeTtony MyTaliii Ta epeCcTaHOBKYU KOAY 3JI0BMUCHOI TPOTpaMu
Ha3MBalOThCs NosiMopdizmom. [TosiMmopdHi Bipycn HEMOXJIINBO iieHTU(DIKyBaTH CUTHAaTypHUM aHailizoM. Tomy,
L7151 bOTO HEOOXiIHO BUKOPUCTOBYBATH HOBI, yAOCKOHAJIEHI METOHY aHasi3y cy4acHoro 3113, a TaKo>X KOMILJIEKCHE
[O€NHAHHS iCHYI0YMX MeTO/IB Ta migxoxis. ToMy, CHCTEMHUI MiAXin 7o aHasnizy, BUsBIEHHS, Kiacudikarii,

BCTAHOBJIEHHSI TEMIIIB [IOIIMPEHHS N0JIiIMOPQHUX BipyCiB, 110 JIeXXaTh B OCHOBI IOpUHUX MyJIbTUAr€HTHUX CUCTEM



BUSIBJIEHHSI TIOJIIMOP(HUX BipyCiB, € OCUTb aKTyaJbHOIO HAyKOBO-TIPAKTUYHOIO 331a4eto. O6’eKT JOCTiIKEHHS —
IIpolLiec BUSIBJIEHHS MIOJIIMOPQHUX BipyCiB Y KOMITIOTEPHUX cucTeMax. [IpefMeT nocinKeHHs — MOAesi, MeTonu i
IIporpamHi 3aco6u ribpuiHUX MyJIbTUAr€HTHUX CUCTEM [1JIs1 BUSIBJIEHHS II0JIMOP(PHUX BipyCiB y KOMITIOTEPHUX
crucremax. MeTorw AucepTauiliHoOro qOCiIKeHHs € NiABUIIEeHHS €(DEKTUBHOCTI BUSBJICHHS N1OJIIMOP(HUX BipyCiB y
KOMITIOTEPHHUX CUCTEMAX 32 JI0IIOMOrOI0 IriOprUIHMX MYJIbTUAr€HTHUX cucTeM. HayKoBa HOBU3HA OJ€p>KaHUX
pe3yJIbTaTiB NOJIATA€ B HACTYIIHOMY: 1) Briepiue po3po6JIeHO apXiTeKTypy riOpuAHUX MyJIbTUAaT€HTHUX CUCTEM
BUSBJIEHHS II0JIMOP(HUX BipyCiB, sIKa KACKaJHO JeJIeryiour IOBHOBAKEHHS, 3/1iMICHIOE aHali3 CEPENOBUILA,
BCTAHOBJIIOE TEMITU NIOIIMPEHHS, BUSIBJISE, KJIacUPiKye MoaiMOpP(QHi BipycH Ta BUKOPUCTOBYE Pi3Hi cTparerii
IPUIHATTS pillleHHs!, BPaXOBYIOYM TUIIM 3arpo3, 10 Aajl0 3MOTY BU3HAYaTH Ta BUKOPUCTOBYBAaTU ONTUMAaJIbHUN
KOMILJIEKC METO/iB 1J1s1 BUSIBJIEHHS NTOJIIMOPQHUX BipyCiB, a TaKOX 3[iCHIOBATU KyacuQikallito oaiMopPHUX
BipyCiB 3a piBHSIMU CKJIQHOCTI, 1O MifBUILy€ PiB€Hb €(EKTUBHOCTI OOPaHUX CTPATETiNl IPUIHSTTS PillleHHS; 2)
PO3pO6JIEHO HOBUIA METO]], BUSIBJIEHHS I10JIIMOP(HUX BipyCiB, SIKMI1 HA BiIMiHY BiJ] iCHyI0YMX, JO3BOJISIE HE JIMIIE
301bIUTY €(PEeKTUBHICTb BUSIBJIEHHS N10JIIMOPQHUX BipyCiB, ajie I BUBHaYaTy HMOBIPHICTb HaJIeSKHOCT] BUSIBJIEHUX
BipyciB [10 KJ1acy NoJyliMOp(HUX Ta Nepedayae TPhOXETAIHE KOMOIHOBAHE 3aCTOCYBaHHS, 3 SIKOTO, HA IIEPIIOMY
eTarli BUKOPUCTOBYIOTbCSI aJITOPUTMU MOLYKY PSiAKa, HA APYTOMY — iHTEJIEKTyaJIbHUM aHaJli3 JAaHUX, aHaJli3 B
IiCOYHMLi, MATMHHE HaBYaHHS, METOJ, PO3POOKY CTPYKTYPHUX (PYHKLIN, HA TPETPOMY ~ HMOBIpHICHI JIOTiuHi
MepeXxi, 110 Aajo 3Mory KaacugikyBaTy BUSIBJIEHI 3arpPO3U 32 piBHEM MMOBIPHOCTI iX HaJIeXKHOCTI 10 MOJiMOpPHUX
BipyCiB; 3) yJOCKOHAJIEHO METO/, BCTAHOBJIEHHS TEMITY IIOLIMPEHHS MOJIMOP(HUX BipyCiB HA OCHOBi BUKOPUCTAHHS
mogedi Jlorku-Bosbreppa, SIKuii, Ha BiIMiHY BiJl iCHYIOYUX, O3BOJISIE LOCIIIUTY BIJIUB KiJIbKOCTI BUKOPHUCTAaHUX
METOJiB BUSIBJIEHHS [10J1iMOPQHUX BipyCiB Ha TeMII iX OIMPEHHS y KOJIMBAJIbHOMY IIPOLIECi Ta ae 3MOTyY
BU3HAUUTY, SIKY KiJIbKICTb METO/IiB BUSIBJIEHHS I10JIIMOP(QHUX BipyCiB HEOOXiTHO BUKOPUCTATH; 4) Y OCKOHATIEHO
MeToq Kinacuikauii nosmiMop@HuUX BipyciB, SIKMH, Ha BiIMiHY Bif iCHyIOUHMX, TO3BOJISIE HE JuIIe KlacudikyBaTu
nosimopHi Bipycu 3a piBHSIMU CKJIaIHOCTI ix 6y0BY, ajie i BU3Ha4YaTy HMOBIPHICTb iX HAJIEXXHOCTI 4O HEYITKUX
TEPMiB Ha PiBHi HU3bKUI, HYXKYE CEPENHBOr0, CEPENHIN, BULE CEPEAHbOrO, BUCOKUI KOSKHOTO PiBHSI CKJIQOHOCTI,
11O [1aJI0 3MOTY IiABUIMTY PiBEHb OOTPYHTOBAHOCTI Ta €(PEeKTUBHICTb OOpaHUX cTpaTeriil. [IpakThyHe 3HaYEHHS
OTPMMAaHUX Pe3yJIbTATiB. 3a pe3y/bTaTaMi BUKOHAHUX JOCTiIXEHb PO3PO0JIEHO apXiTEeKTYpy riopuIHUX
MYJIBTHAr€HTHUX CUCTEM BUSIBJIEHHS [101iMOpQHUX BipycCiB, 3M1iliCHEHO peai3allilo po3po6aeHNK METOiB Ta
riopuHy MyJIbTUAr€HTHY CUCTEMY, SIKA Ja€ 3MOT'Y BU3HAYaTU Ta BUKOPUCTOBYBAaTU ONTUMAIbHUI KOMILJIEKC
METO/IiB [1711 BUSBJIEHHS [IOJIMOP(PHUX BipyCiB, @ TAKOXK 3iMICHIOBATH KIacuikaliio oaimMopQpHUX BipycCiB 3a
PIBHSIMM CKJIQIHOCTI, 110 MifBUIIye piBeHb e(PEeKTUBHOCTI 00paHUX CTpAaTeriil MPUUHSATTS pilleHHs. B pe3ynbTaTi
IIPOBEJIEHNX €KCIIEPUMEHTAJIbHUX JOCTIKEHb 3 NiOPUAHOI0 MYJIbTUAr€HTHOIO CUCTEMOIO, B OCHOBY
(PYHKLIOHYBaHHS KOi IOKJIaAEHO PO3pO06IeHUH NMifXif, OTPUMaHO HACTYIIHI pe3ybTaTu: IPU POOOTi 3
10J1iMOP(HUMU BipyCaMU NEPLIOTO PiBHS CKIAAHOCTI €PEKTUBHICTb riOpUAHOI MyJIbTUATEHTHOI CUCTEMU
cTaHoBUTh 98,87 %; npu pobOTi 3 MOJIMOPPHUMHU Bipycamu MepuIOro i Ipyroro piBHiB ckyuanHOCTi — 98,15 %;
IepHIKX TPbOX PiBHIB CKIAOHOCTI — 97,45 %, nepmux 40TupboXx — 96,34 %, nepmux m'stu - 95,94 % ta
HiATBEPAXYIOTh €(PEKTHUBHICTb 3alIPDOIIOHOBAHOTO PillIEHHS.

2. The search and neutralization of computer viruses is becoming an increasingly urgent and complex problem
every year, as they pose a threat to the smooth functioning of computer systems used in increasingly critical areas
of human activity. Therefore, the development of new methods and means of neutralizing malicious software
(MW?S) is one of the promising and priority research tasks in the field of computer science. Despite the constant
improvement of antivirus software, the generation and spread of MWS is increasing from year to year. One of the
most serious problems faced by developers of antivirus software (SW) is the automatic mutation of the malicious
program code. The methods of mutation and permutation of the malicious program code are called polymorphism.
Polymorphic viruses cannot be identified by signature analysis. Therefore, for this it is necessary to use new,
improved methods of analyzing modern MWS, as well as a complex combination of existing methods and
approaches. Therefore, a systematic approach to the analysis, detection, classification, and establishment of the
rates of spread of polymorphic viruses, which underlie hybrid multiagent systems for detecting polymorphic
viruses, is a rather urgent scientific and practical task. The object of the study is the process of detecting



polymorphic viruses in computer systems. The subject of the study is models, methods, and software tools of
hybrid multiagent systems for detecting polymorphic viruses in computer systems. The purpose of the dissertation
research is to increase the efficiency of detecting polymorphic viruses in computer systems using hybrid
multiagent systems. The scientific novelty of the results obtained is as follows: 1) for the first time, an architecture
of hybrid multi-agent systems for detecting polymorphic viruses was developed, which, by cascading delegation of
authority, analyzes the environment, determines the rate of spread, detects, classifies polymorphic viruses, and
uses various decision-making strategies, taking into account the types of threats, which made it possible to
determine and use the optimal set of methods for detecting polymorphic viruses, as well as to classify polymorphic
viruses by levels of complexity, which increases the level of effectiveness of the selected decision-making
strategies; 2) a new method for detecting polymorphic viruses has been developed, which, unlike existing ones,
allows not only to increase the efficiency of detecting polymorphic viruses, but also to determine the probability of
belonging of detected viruses to the class of polymorphic ones and provides for a three-stage combined
application, of which, at the first stage, string search algorithms are used, at the second - intelligent data analysis,
sandbox analysis, machine learning, a method for developing structural functions, at the third - probabilistic
logical networks, which made it possible to classify detected threats according to the level of probability of their
belonging to polymorphic viruses; 3) a method for determining the rate of spread of polymorphic viruses has been
improved based on the use of the Lotka-Volterra model, which, unlike existing ones, allows investigating the
influence of the number of used methods for detecting polymorphic viruses on the rate of their spread in an
oscillatory process and allows determining the number of methods for detecting polymorphic viruses that need to
be used; 4) the method for classifying polymorphic viruses has been improved, which, unlike existing ones, allows
not only to classify polymorphic viruses by the levels of complexity of their structure, but also to determine the
probability of their belonging to fuzzy terms at the levels of low, below average, average, above average, high for
each level of complexity, which made it possible to increase the level of validity and effectiveness of the selected
strategies. Practical significance of the results obtained. Based on the results of the research, the architecture of
hybrid multiagent systems for detecting polymorphic viruses was developed, the developed methods were
implemented, and a hybrid multiagent system was developed, which allows determining and using the optimal set
of methods for detecting polymorphic viruses, as well as classifying polymorphic viruses by complexity levels,
which increases the level of effectiveness of the selected decision-making strategies. As a result of experimental
studies with a hybrid multiagent system, the functioning of which is based on the developed approach, the
following results were obtained: when working with polymorphic viruses of the first level of complexity, the
efficiency of the hybrid multiagent system is 98.87%; when working with polymorphic viruses of the first and
second levels of complexity - 98.15%; the first three levels of complexity - 97.45%, the first four - 96.34%, the first
five - 95.94%, and confirm the effectiveness of the proposed solution.
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