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Pedepar:

1. Jlnst oCArHEHHS METU NOCTIiIKEeHHS], a caMe MiiBUIeHHS e(PeKTUBHOCTI [IpOoLieCy BUSIBIEHHS MaxpaiicbKoi
LisI7IbHOCTI 32 paxyHOK KOMOiHallii IOTOKy JeTasli30BaHMX 3alMCiB 3 KOMYTAaTOPiB Pa30M 3 CTaHIAPTU30BAaHUMU
(opmaTtamu, HanpuKiHLi po3ainy 6yau chopMoBaHi HACTYIIHI HayKOBi 3aBAaHH: 1. JloCaiguT METOAM TIOPIBHSHHS
IAHWX 3 MEPEXKHOT'O 30HIY /J1s BUSIBJIEHHSI HETATUBHOTO BIUIVBY Ha POOOTY MEPEKHUX €JIEMEHTIB. 2.
[IpoanamnizyBaTi METOIM MOHITOPUHTY JAHUX BipTyasli30BaHOTO CEPEOBUILA 3 P€3€PBYBaHHAM. 3. JIOCIIigUTH MOTIK
CDR panux 3 IMS KoMyTaTopiB Ta pO3pOOUTH aITOPUTM B3aEMOJii CUCTEMU PO3PAXYHKY 3 CUCTEMOIO MOHITOPHHIY.
4. BU3HAUNTH CKJIA[IOBi apXiTeKTypy CUCTEMU aHAIITUKY BEJIMKUX JAHUX Y 3aJI€KHOCTI Bif mkepesa indopmatii ta

PO3pOOUTH CXEMY eTalliB BUSIBJIEHHS LIaxpalcTBa. 5. Po3paxyBaTi IOKa3HMUKU OLiHKY CepeHbO3BAXKEHOTO



3HAYEHHSI Yacy 3aTPUMKHU 17151 BUBHAUEHHS €e(PEKTUBHOCTI PO3pO6JIEHOT0 iHTepdelicy Ha TECTOBOMY CEepelOBUIL],
110 iMiTye poboTy iHpopmMaliiiHOi Mepeski. Y Ipyromy po3[iisi MpOBOAUTLCS aHAaJi3 BIUIMBY LMIaxpalcTBa Ha
iH(pokOoMyHiKalLillHy Mepe>Xy, OCHOBHI B}, TEXHOJIOTI], 1110 BUKOPUCTOBYIOTHCS [JIs1 peastisallii Toro 4y iH1oro
BYJy IIaXPaliCTBa Ta OCHOBHI O3HAKU MIAXPAMChKOI aTaku abo AisbHOCTI. Bysio npoananizosaHi cknagosi NRTRDE
ta TAP3, nepenyMoBy X BUHMKHEHHS, TUIIM CEPBiCiB AJ1s repenadi Ta ix Hegoiku. [letaspHa yBara Oysia npupineHa
6esrocepeHbOMY 300py JAaHUX 3 MEPEXi 32 JOIIOMOT0I0 MEPESKHOT0 30HY. PO3IJISIHYTO TakKi TEXHOJIOTI] SIK
ONTUYHI BiArajy>XyBaui Ta BifasepKaseHHs Tpadiky 3 IOPTiB, HaBeIEHO OCHOBHI 3acajiy Iif Jyac iHTerpatii 3
eJleMeHTaMU MepexXi. ByJio TociikeHo acneKTy iHTerpatii BipTyani3oBaHOrO cepeloBUIA B iHPOKOMYHIKaLiHY
MEPEXy Ta MOro eKCITyaTallio, 0 37iiCHIOIOTh BILJIMB HA MPOLIEC aHAJIITUKY Ta BUSBJIEHHS MaxpancTsa. ¥
TPeTbOMY PO3iJi fucepTalii pO3IJssHyTO TEOPETUYHI aCMIEKTU Ta IIPaKTUYHE 3aCTOCYBAaHHS pO3p006JI€HOro
JITOPUTMY 32 JOIIOMOTOI0 KOMITJIEKCHOTO BUKOPUCTAHHS I€Tali30BaHMX 3aNuCiB. Byau HaBeeHi e1eMeHTH
TectoBoi mepexi VEPC Ta cxema B3aeMO[Iil IpkepeJ IaHNX 3 CUCTEMOIO BUSIBJIEHHS IaxpaicTsa Ha 6a3i RDBMS
Oracle. Bysia HaBesieHa 3arajibHa cxema o0po6ku Tpadiky Ta CTBOpeHOo KoedillieHTH BU3HAUYeHHS e(peKTUBHOCTI Ha
OCHOBI 4aCOBUX IIPOMIXKKIB 3 BAKOPHUCTaHHSAM CEPEIHbO3BAKEHOIO 3Ha4€HH4. JleTasni3oBaHi 3anucu IMS
nsaT$hOpMHU LO3BOJIUIN CTBOPUTH AornoBHeHUI CDR, mo Moske 6yTu 3aBaHTa)KeHu# y B AJ1s1 mogasboro aHanizy
CHCTEMOIO BUSIBJIEHHS IIaxpancTBa. OCHOBHA yBara NpUAiisaeThCs IPOTPaMHil peasisarllii [boro aaropuTrmy, SKui
6asyeTbcs Ha iHTerpauii bash kogysaHHs pasom 3 iHcTpymeHnTapiem ODI ny1s Tpancdopmauii popmarty MnoJis Ta
PO3paxyHKy HaJlaHUX CEPBICiB 3 HACTYNHMUM 3aBaHTaXeHHs y Bl Oracle. Po3nin Hafae neTanbHAN ONUC KOXKHOTO
IIPOLIECy Ta IEMOHCTPYE NMPOAYKTHUBHICTb PO3PO6IEHOTO iHTepdeiicy Ha OCHOBI METOly BU3HAUYeHHS e(DeKTUBHOCTI,
SIKUI 6a3yeThCsl HA BUKOPUCTAaHHI YaCOBUX ITPOMDKKIB cepeiHbO3BaXEHOT0 3HaUeHHs. Byiu oTpuMaHi HacTynHi
HayKoBi pe3ysbTaty: 1. OTprMaB NOJAJbIIOT0 PO3BUTKY METOJ, MOHITOPUHTIY BipTyasli30BaHOTO C€peloBUIIA 3
pe3epBYBaHHSM, SIKMI Ha BiMiHY BiJ] iCHYIOUMX JO3BOJIMB BUSBUTHU OYy0JIiKallil0 JAaHUX, BCTAHOBJIEHHS JI0JATKOBOTO
MEPEXKHOT0 30HIY Iif 4ac po3MUpPeHHs MepeKi 11 yIOCKOHAJIEHHS MOJieli MiITPUMKY ii iHppacTpyKTypHu. 2.
Po3pobseHo anroputm B3aeMozii IMS komyTaTopa 3 CUCTEMOIO BUSIBJIEHHS IIAXpaiiCTBa Ta PO3PaxXyHKY MOCIYT,
HAyKOBa HOBM3HA SIKOTO I0JISITa€ y BUKOPUCTAaHHI JOCTyNnHOro bash kogysaHHs 1151 popMaTyBaHHS [E€Tali30BaHUX
3aMMUCiB, MO 6a3yThCS HA 3aCTOCYBAHHI iHCTPYMEHTIB iHTerpauii JaHux, sSIKUii J03BOJIsIE CTBOPUTH iHTEp(eIiC 3
HACTYITHUM 3aBaHTaXeHHSM iHpopmaliii 6e3nocepeHbO y 6a3y JaHUX CUCTEMU MOHITOpPUHTY. 3. Briepiue
PO3p06JIEHO METOZ, OL[iHKY €(PEKTUBHOCTI CUCTEMU PO3Ii3HAHHS MIAXPaiCTBa, 0 PYHTYETHCSI HA CTATUYHOMY
METO/i 3 BUKOPHUCTaHHSM BaroMoro Koe@ilieHTy, Ha OCHOBi KOMIIJIEKCHOTO BUKOPUCTaHHS [eTajli30BaHUX 3aIUCIB,
KUY TO3BOJIUB 3MEHIIUTH CEPEAHbOBArOMe 3HAYEHHS Yacy 3aTpUMKU faHux y 3.7 pasiB gy NRTRDE Ta y 14 pasis
1751 TAP3. [lncepTaliist BUKOHyBajach B Jlep>kaBHOMY YHiBepcUuTeTi iHpopMalliftHO-KOMYHIKallilHUX TeXHOJIOTIH.
O6paHuii HanpsIM JOCiIXEHb BiNOBifjae TEMATHIi HAYKOBO-IOCIIIHUX POOIT Jlep>kaBHOTrO YHIBEpCUTETY
iHpopmaliiiHO-KOMYyHIKaLlilHMUX TeXHOJIOTiN. KiouoBi c10Ba: MOHITOPUHT, 6€311pOBOI0BA MepesKa, iHpopmaliiiHa
3aTPUMKA, aHajli3 JaHWX, CTAaTUCTUYHI MOJieJli, TeKCTOBa iHpopmallisi, MOZesib, CUCTEMA PEeaJIbHOTO Yacy, MallnHHe
HaBYaHHS, 6a3a JaHuX, CUCTEMA BUSBJIEHHSI BTOPTHEHb, KOHTPOJIb TpagiKy, iHpopMmaliifiHa 6e3neka, XMapHi

00YMCJIEHHS, CTATUCTUYHMIA aHaJIi3.

2. To achieve the goal of the research, namely to increase the effectiveness of the process of detecting fraudulent
activity due to the combination of the flow of detailed records from switches together with standardized formats,
the following scientific tasks were formed at the end of the chapter: 1. Investigate methods of comparing data from
a network probe to identify a negative impact on the operation of network elements. 2. Analyze data monitoring
methods of a virtualized environment with redundancy. 3. Investigate the flow of CDR data from IMS switches and
develop an algorithm for the interaction of the calculation system with the monitoring system. 4. Determine the
components of the architecture of the big data analytics system depending on the source of information and
develop a scheme of fraud detection stages. 5. Calculate the evaluation indicators of the weighted average value of
the delay time to determine the effectiveness of the developed interface on a test environment that simulates the
operation of an information network. The second section analyzes the impact of fraud on the information and
communication network, the main types, technologies used to implement one or another type of fraud, and the
main signs of a fraudulent attack or activity. The components of NRTRDE and TAP3, the prerequisites for their



occurrence, the types of services for transmission and their shortcomings were analyzed. Detailed attention was
paid to the direct collection of data from the network using a network probe. Such technologies as optical splitters
and mirroring of traffic from ports are considered, the basic principles during integration with network elements
are given. Aspects of the integration of the virtualized environment into the information communication network
and its operation, which influence the process of analytics and fraud detection, were investigated. In the third
chapter of the dissertation, the theoretical aspects and practical application of the developed algorithm are
considered with the help of complex use of detailed records. The elements of the vEPC test network and the
scheme of interaction of data sources with the fraud detection system based on RDBMS Oracle were given. A
general scheme of traffic processing was given and performance coefficients were created based on time intervals
using a weighted average value. The detailed records of the IMS platform made it possible to create a
supplemented CDR, which can be loaded into the database for further analysis by the fraud detection system. The
main attention is paid to the software implementation of this algorithm, which is based on the integration of bash
coding together with the ODI toolkit for the transformation of the field format and the calculation of the provided
services, followed by uploading to the Oracle database. The section provides a detailed description of each process
and demonstrates the performance of the developed interface based on the time-weighted average performance
method. The following scientific results were obtained: 1. The method of monitoring a virtualized environment
with redundancy received further development, which, unlike the existing ones, made it possible to detect data
duplication, install an additional network probe during network expansion to improve the model of supporting its
infrastructure. 2. An algorithm for the interaction of the IMS switch with the fraud detection and service
calculation system has been developed, the scientific novelty of which is the use of available bash coding for
formatting detailed records based on the application of data integration tools, which allows creating an interface
with subsequent uploading of information directly into the monitoring system database. 3. For the first time, a
method for evaluating the effectiveness of a fraud detection system based on a static weighting method was
developed, based on the comprehensive use of detailed records, which allowed to reduce the weighted average
data delay time by 3.7 times for NRTRDE and 14 times for TAP3. The dissertation was completed at the State
University of Information and Communication Technologies. The chosen direction of research corresponds to the
topic of research works of the State University of Information and Communication Technologies. Key words:
Monitoring, wireless network, information latency, data analysis, statistical models, text information, model, real-
time system, machine learning, database, intrusion detection system, traffic control, information security, cloud
computing, statistical analysis.
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