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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10

BUKOHaHO JHUCEPTALil0

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL OCOOM: BiHHUIILKMII HAIIOHA/ILHUI TEXHIYHUI YHIBEPCUTET
Kopg 3a €IIPIIOY: 02070693

MicuesnaxomerHﬂ: 21021 m. Binaun, ByJs. XMeJbHULbKE 1I0Ce, 95
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InenTudikarop ROR: He zacrocosyerscs

V. BimomocTi npo guceprauiio
Mosga guceprarii:
Koau TemaTHYHHUX pyOpHK: 50.41.23

Tema gucepranii:
1. MeToay mndpyBaHHS Ha OCHOBI BUCOKOHEJIHIMHUX 6Y/IbOBUX (DYHKIM Ta KOAIB 3 MAKCMMAJIbHOIO BilICTaHHIO

2. Cipher methods based on high nonlinear boolean functions and the maximal distance codes

Pedepar:

1. O6'eKT moCiIpKEHHS - IIpoLec 06POOKY Ta IEPETBOPEHHS JaHUX IJIs1 3aXUCTy iHPopMallii B KOMIT'IOTEPHUX
CHACTEeMax Ta Mepexkax. MeTa NOoCiI)KeHHs - MiABUILEeHHS €(DEKTUBHOCTI 3aXUCTy iH(pOopMallii B KOMIT'IOTEPHUX
CHCTEMAx Ta MeperkaxX Ha OCHOBI pO3pOOKM HOBUX METO[IIB Ta 3aC006iB mu@pyBaHHS. METOOU NOCiIPKEeHb: TEOPis
asrebpaiyHOro KoyBaHHS, Teopisl IMOBIPHOCTI, abcTpaKkTHa anrebdpa, JiHiliHa anredbpa. HaykoBa HOBU3HA
OJlIEpP>KaHUX Pe3yJIbTaTiB [OJISITae y 3alpOIIOHYBaHi HOBOTO MiAXoay 40 POPMYyBaHHS MaKCMMaJIbHO HeJiHiHO]
OyJ1bOBOI (PYHKILi BiJl BOCbMU apTYMEHTIB, SIKa, HA BiIMiHY BiJ] iCHYIOUHX, XapaKTepU3YyeThCs 30a71aHCOBAHICTIO, 10
I03BOJIsSI€ MOKPALIUTY CTaTUCTUYHI BJIACTUBOCTI MNQPY; 3aIIPONIOHYBaHi HOBOrO MeTOy (POpPMYyBaHHS 6JI0YHUX
mr@piB B KOMIT'IOTEPHUX CUCTEMAX Ta Mepexkax, K1, Ha BiAMiHY BiJ] iCHyI0UMX, BUKOPUCTOBYE KpUnTorpadivHo
CTiliKi S-60KcH, 32 paXyHOK AU EPEHLIHNX 1 HEeNiHINHUX BIACTUBOCTEN SIKUX MiIBULIEHO €(PEKTUBHICTb NPOTUI
10 KpUMNTaHaJIi3y i MIBUIKICTb N(PYBAHHS; BIIeplie PO3PO0JIEHOMY METOi POPMYBaHHS MOTOYHOrO MNQPY Ha

OCHOBI PETiCTPY 3CYBY 3 JIiHINHUM 3BOPOTHUM 3B'SI3KOM, KUY HA BiIMiHY Bifl iCHyI04MX, Ma€ HU3bKY



004YMCIIIOBAIbHY CKJIaAHICTD, IPOCTY aniapaTHy peasisallilo i BUCOKi KpurTorpadiyHi BIaCTUBOCTI, 32 paxyHOK
3aCTOCYBaHHS B IKOCTi QinbTp-PYyHKLIi MaKCUMaIbHO HeJliHilHOI 306a71aHCOBaHOI 6y/1eBoi PyHKLII; ofanbIIoMy
PO3BUTKY METOly OOYMCIIEHHS 3MiCTy S-O0KCy, SIKAI1 Ha BiAMiHY BiJ, iCHyI0OUMX Ma€ BUCOKY LIBUAKICTb peasizallii 3a
PaxyHOK BUKOPUCTaHHS TabJIMYHOI MiJICTAHOBKY; YAOCKOHAJIEHI METOLy (POPMYBaHHS JIiHIHOTO I€PETBOPEHHS],
SKUI Ha BiIMiHY Bif iCHyl04MX 3a6e3redye Bully e(QeKTUBHICTb N(PYBaHHA B 1,5 pa3u 3a paxyHOK €(peKTUBHOTO
3aCTOCYBaHHS KOHKATE€Hallii KOAY 3 MaKCUMAaJIbHOIO BiZICTAHHIO HAa BEPXHbOMY Ta HUKHBOMY PiBHI JIiHITHOTO
nepeTBopeHHs. [IpakTryHe 3HauY€HHs OJlepXKaHMX Pe3yJIbTaTiB I0JIArae B pO3po0Li METOAMKHU 3aXUCTY iHpopmaliii
Ha OCHOBI peasizatii 6;104HOro mudpy B KOMI'IOTEPHUX CUCTEMAaX Ta MEPEXKAx; CTBOPEHHI aJIFTOPUTMY Ta
IIpOrpaMHix 3aco6iB 1J1s1 e(peKTUBHOTO 3aXUCTy iHopmarii; po3poodLi anroputmy peasnisauii nmpouenypu
dopmMyBaHHS S-00KCY; po3po0lii aropuTMyTabIMYHOI peaidalii npouenypu GopmyBaHHS S-60KCy; po3pooLi
aNropuTMy TabJM4HOI peanisauii popMyBaHHS MiCTaHOBOYHO-TIEPECTAHOBOYHOI Mepexi. CTyNiHb BIPOBAIKEHHS

- B Mexax ranysi. Cdepa (ranysb) 3aCTOCYBaHHS - CUCTEMHU YIIPABJIiHHS Ta CUCTEMU TlepefaBaHHs iHopmariii.

2. Object of the research - the process of handling and transforming the data for the defence information for the
computing systems and networks. Aim of research - increasing the effectiveness defence information for
computing system and networks, which based on design the new methods and the tools of ciphering. Methods of
research: theory algebraic coding, theory probability, abstract algebra, linear algebra. Scientific novelty of the
reception result - proposal the new approach to the forming eight arguments maximal nonlinear boolean function,
which difference for a present, have balancing, to permit improvement the statical property cipher; proposal the
new method to forming the block cipher for computing systems and networks, which difference for a present, to
have cryptographic security S-boxes, due to differential and nonlinear property increasing effectiveness resistance
to the cryptoanalys and the rate of the ciphering; for the first time designing the method to form the stream
cipher, basedon the linear feedback shift register, which difference for a present, to have a filter-function as the
maximal nonlinear balance boolean function, and to possessed of low the computational complexity, simplicity
hardware and the high cryptographic property; further development of the method computation of S-box, which
difference for a present, to have the high rate of work, due to use the table substitution; improving the method to
forming of linear transformation, which difference for a present to have high effectiveness the ciphering to 1,5
value, due to effective use concatenation the code maximal distance on high and low level of the linear
transformation. Practical sense of the received results consist of design the strategy defence guarding based on
realization the block cipher for the computing systems and networks; creation the algorithm and the program
tools for a effective guarding; designing the algorithm of the procedure forming S-box, the algorithm of the table
substitution the procedure creation S-box; designing the algorithm of the table realization the forming the
substitution-permutation network. Degree of embedding is allocation by bounding branch. Branch of application -
systems of control and systems of transfer information.
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