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1. Metopu Ta 3acobu nportupii panbcudikallii e71eKTPOHHUX JOKYMEHTIB

2. Methods and tools of counteracting falsifications of electronic documents

Pedepar:

1. Incepranjiiina po60oTa IpucBsIYeHa po3pooblii MeTOIiB BUsIBJIeHHs danbcudikaliil y eJ1eKTPOHHUX JOKYMEHTaX
IJ151 T IBUIIEHHS JOCTOBIpHOCTI iHpopMalii. 17151 BOCSITHEHHS IOCTAaBJIEHOI MeTH 6yJI0 pO3PO0JIEHO METOIU
06unCIIeHHS Xell-(YyHKIii eJIeKTPOHHOTO JOKYMEHTA IIJISIXOM BUKOPUCTAHHS OIlepalliil MaTpUYHOTO
KpurnrorpadiyHoro nepeTBopeHHs. Ha 0CHOBI 3alIpOIIOHOBAaHMX METOJiB 004YMCIIeHHS xell-PyHKIii 6yy10
11o6yJ0BaHO METO[, IEPEXPECHOTO XEIIYBAaHHS, SIKUH J1ae 3MOTY BUSIBUTU (PpabcupiKoBaHUN PpparMeHT iHpopmaliii.
HacTynHuit METOM HaIJIMIIKOBOTO XEIIYBaHHS Ha OCHOBI BUKOPUCTAHHS METO/IiB O0YNCIIEHHS Xeul-(QyHKIii
€JIEKTPOHHOTI'O IOKyMEHTY, IJISXOM BBEe,eHHS KOHTPOJIbHUX 6JI0KiB iHdopMaliii, skuii 3a6e3neyye rapaHTOBaHE
BUSIBJIEHHS 33[1aHOI KiIbKOCTi (pasnbcudikoBaHUX (PParMeHTiB eJIEKTPOHHOTO JOKYMEHTY. JI7151 JOaTKOBOTO PiBHS
3aXUCTY €JIEKTPOHHHUX JJOKYMEHTIB 3alIPOIIOHOBAHO METO/, KOMIIJIEKCHOTO BUKOPUCTAaHHSI €JIEKTPOHHOTO
uudposoro nianucy ta 1udpoBoro BOASHOTO 3HaKy. Po3pobienuiit MmeTon GopMyBaHHS YMOBHOTO M(POBOTO

BOJISTHOTO 3HAKy Ha OCHOBI omepaliii MaTpU4HOro KpunrtorpagidyHoro nepeTBOPEeHHs 3Ha4eHb 3 3aJaHOTO



IIPOMIXXKY, SIKi BU3BHAYaAIOTh IPABUJIA HAKJIAJAHHS HA(PPOBOTO BOASHOTO 3HAKY.

2. The dissertation is devoted to actual issues of developing new and improving existing methods and tools of
counteracting falsifications of electronic documents. The cryptographic and steganographic tools of electronic
documents protection such as electronic digital signature and digital watermark were consider in dissertation
research. The research showed that electronic digital signature is one of the main mechanisms for ensuring the
integrity and reliability of electronic documents. Thus, methods for calculating hash functions of electronic
documents were construct. The research reveals solving the problem of ensuring the authenticity of electronic
documents by developing methods for detecting falsifications. Methods of calculating hash functions were use to
develop methods for finding false fragments in electronic documents. The method of complex use of electronic
digital signature and digital watermark for an additional level of protection of electronic documents was proposed.
The methods of calculating the hash functions of an electronic document based on using operations of matrix
cryptographic transformation has been developed. The functional schemes of the methods of keyless calculation of
the hash function of the electronic document were construct. Hash algorithms for each of the proposed schemes
were develop. The algorithms with successive and parallel execution of operations of calculating the hash function
were show. Modifications of algorithms for calculating hash functions were propose, which are improved by
addition of operations of matrix cryptographic transformation. The methods of key hashing were develop, the
result of which is the matrix, which is changed on the basis of analysis of the information of the electronic
document. The method for detecting a false fragment of an electronic document by a method of cross-hashing has
been developed. The method of cross-hashing is calculating hash functions in the vertical and horizontal blocks of
the electronic document. This will allow to detect a false fragment of information on the intersection of blocks.
The method of redundant hashing, which is based on Hamming's coding principle, has been further developed.
This method ensures the guaranteed detection of several false fragments in electronic document based on the
excessive hashing of the control block of information. The method for forming a conditional digital watermark
based on operations of a matrix cryptographic transformation of values from a given interval, which determine the
rules for the imposition of a digital watermark, was develop. The method of complex use of electronic digital
signature and digital watermark in order to provide an additional level of protection of electronic documents was
propose. The developed algorithms and functional schemes of the proposed methods will allow implementation of
methods for their practical application.
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