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Pedepar:

1. lucepraliist po3risijae NUTaHHS CTBOPEHHS cucTeM Bepudikaliii kopucTyBayiB Ha OCHOBI 6ioMeTpUYHUX Ta
[IOBEJiHKOBUX JaHUX 32 JOIIOMOIOI0 HEMPOHHUX MEPEX IIIMO0KOoro HaByaHHs:. [loTpeba y HafiliHuX Ta
BHCOKOe(EeKTUBHUX CUCTEMaX BepudiKallii € Hag3BUYaNHO aKTyaJIbHOIO B chepax 6e3MneKu, KibepoesneKy, 3aXUCTy
[IepCOHAJIPHUX JaHUX, MEULMHY Ta yIIPaBIiHHS pyu3uKaMy. HerlepepBHi 6ioMeTpUyHi Ta MOBeiHKOBI CUTHAIIN
IIO3BOJISIIOTh Peaji30ByBaTH HeMlepEepPBHI Ta HesIBHI cucTeMu aBTeHTU(ikallii. OCKilbKy 6i0MeTpUYHi CUrHaM 32
CBO€IO IIPUPOJIOIO Iy>Ke CKJIAIHI, pO3p0OKa BUCOKOTOYHOI cucTeMU Bepudikallii BUMarae CTBOPEHHS HOBUX
MoOJeJieil 3 BUCOKOIO TPOTHOCTUYHOIO 3[IaTHICTIO, SIKi MOXKYTh 3HAXOAUTH IMINOOKI 3aKOHOMIPHOCTI B IJaHUX 3i

CKJIaJIHOIO Ta IJIMOOKOI0 CTPYKTYPOIO0. MeTOI0 OCTiIKEeHHS € po3po0Ka Ta aHajli3 MeTO/IiB MAIIMHHOI'O HaBYaHHS,



30KpeMa HEIPOHHUX MepeXK IJIMO0KOTo HaBYaHHS, Ajis1 Bepudikaliii KopucTyBayiB Ha OCHOBI 6iOMETPUYHUX Ta
[IOBEJiHKOBUX XapaKTepUCTUK. Y nucepTalii Brepiue 6y OTpUMaHi Taki HOBi HayKkoBi pesynbratu: 1. Po3pobieni
HOBI riOpUIHI apXiTEeKTypy Ha OCHOBI KOMIIPECIMHUX Ta BapiallillHMX aBTOEHKOAEPiB 3 BUKOPUCTaHHSIM
TpaHC(OPMEPIB 17151 BUPilIEHHS 3aBAaHb BepuQikKallii KOpUCTyBadiB Ha OCHOBI IIOBEIiHKOBUX Ta 6i0METPUYHUX
XapaKTEPUCTHUK, 10 JO3BOJIMIIO 3HAYHO MIOKPAIIATY KPUTEPii €PEKTUBHOCTI Yy IIOPiBHSHHI 3 iCHYIOUMMU METOLAMMU.
2. Ha ocHOBI po3po06sieH1X HOBUX TiOPUIHUX apXiTEKTyp CTBOpPEHA CUCTeMa MiATPUMKY IPUNAHATTS pillleHb 1[0/10
Bepudikanjii kopucrysauis. 3. Po3po6sieHO HOBUY MifXif A0 MiABULIEHHS TOYHOCTI 6il0METPUYHUX CUCTEM
Bepudikalii Ha OCHOBi BUKOPUCTAHHS (PPAKTANBbHOI pO3MipHOCTI. 4. Bu3HayeHo Ta nojasbiie po3pobieHo
IIpUKJIAJHI cueHapii Ta KOMIIOHeHTH cucTeMu Bepudikallii Ha OCHOBI yIOCKOHaIEHOi IIPaKTUYHOI METOM0JIOTI]
CTBOPEHHS CUCTEM IJIMOOKOro HaBYaHHS Ha 3alIPOIIOHOBAHUX apXiTeKTypax. TeopeTruyHa 3HauyliCTh OTPUMaHUX
Pe3yJbTaTiB MOJISITae Y BLOCKOHAJIEHHI Ta MOAANBUIOMY PO3BUTKY METOMOJIOTII CTBOPEHHS CUCTEM Bepu@ikalii Ha
OCHOBI HEIIPOHHUX MEPEX IIMO0KOro HaB4aHHA. CTBOpEHi ribpuiHi HEIPOHHI MepexXi J03BOJIIIOTh 3HAYHO
MigBUIIUTY €(PEeKTUBHICTh 6iOMeTPUYHUX cucTeM Bepudikarlii 3aBIsgKM MOENHAHHIO TIEpeBar KOMIIOHEHTIB 3 Pi3HUX
apXxiTeKTyp Y OJlHill HeMpOHHill mepexi. Ha 0CHOBI HOBMX pO3p06JI€HNX apXiTEKTYp HEMPOHHUX MEPEX 0YyJI0
BUSIBJIEHO Ta KiJIbKICHO OL[iHEHO BIUIMB (PPaKTaJIbHOI PO3MIPHOCTI Ha SIKiCHi IOKa3HUKMU CHUCTeM Bepudikalii.
[TpakTuyHa LiHHICTB gucepTauiiHoi poboTu: 1. Po3pobieHa opuriHanbHa cucTema MiITPUMKU KOPUCTYBAYiB [1J1s
HerepepBHOi 6ioMmeTpruyHOi Bepudikaliii Ha OCHOBI HOBUX TriOpUHUX apXiTEKTYp HEMPOHHUX MEPEX 3
BMKOPHUCTaHHSIM (paKTasbHOI po3MipHOCTI; 2. PO3po6JieHi apXiTeKTypH Ta yIOCKOHaJIeHa METOL0JIO IS 6y
BIIPOBA/IKE€HI Y HABYAJIbHUM IIPOLEC Y BUTJISIAL BINIOBIHOI HABYAJIbHOI IIPOrpPaMy, JIEKLIMHUX MaTepiaiB Ta
HaBYaJIbHO-TIPAKTUYHOTO [10CIOHMKA. 3aITpOIIOHOBaHa HOBA ribpuHa apxiTekTypa Ha OCHOBI KOMIIpeCiliHuX
aBTOEHKO/IEPiB 3 BUKOPUCTAHHSIM TpaHCPOPMepiB AEMOHCTPYeE Ha 31% BUIINI 4aCc BUCHOBKY i B CEpeIHbOMY Ha
119 HY>KYi 3HaYEHHS IOKa3HMKA PiBHOI NOMUJIKU. ByJsio MpoBeeHo aHasi3 BIVIUBY (PpaKTabHOI pO3MipHOCTI Ha
cucremu Bepudikarii Ha OCHOBi aBTO€HKOAEepiB. [loBeIeHO MO3UTUBHUM BILIMB (DPAKTANbHOI PO3MipPHOCTI Ha
OCHOBHI SIKiCHI [I0OKa3HVKH, a CaMe CEPeJHE 3HKEHHS [T0Ka3HMKa PiBHOI MOMUJIKY Ha 13% i nifgBUIeHHS N0 ITif,
KPHUBOIO Ha 2,2% y NOPiBHSIHHI 3 METOJOM 6€3 BUKOPUCTaHHS (PpaKTaIbHOI pO3MipHOCTI. 3alIpONIOHOBAHO
aBTOMATM30BaHy CUCTEMY HeNepepBHOi 6ioMeTpryHOI Beprdikallii KOpUCTYBadiB HA OCHOBI pO3pO6IEHNX
ribpuIHMX apXiTeKTyp 3 ypaxyBaHHSIM (ppakTasbHOI po3MipHOCTi faHuX. CuctemMa OTpUMYE BXiflHi laHi 3 Pi3HUX
IATYMKIB, SIKi XapaKTepU3YIOTh BiJ[IOBiHI 6ioMeTpUYHi a60 NOBEAIHKOBI IOKa3HUKKU ocobu. Ilin yac ¢pasu
iHinjasnizanii 36MpaeThCcs MoyaTkoBa HEOOXiHA KiJIbKICTh JaHUX [J1s1 HABYaHHS HOBUX riOpUAHUX apxiTekTyp. Ha
OCHOBI BJIOCKOHAJIEHOI IPaKTUYHOI METO0JIOTi HaJIalTyBaHHS [TapaMeTpiB cucTeMu Bepudikaliii BU61paoThCs
BiZI[TOBiAHI 3HAUEHHS PO3MipiB BXiJHUX NAHUX 3aJIEKHO Bill XaPaKTE€PUCTHUK ATYMKIB [1€PE], HABYaHHSIM,;
KOPUIYIOThCS rileprnapaMeTpy apXiTeKTypy HEMPOHHOI MePEXi IITIMO0KOro HaB4aHHS; i 0OUMCIIIOEThCS PpaKTajIbHa
PO3MIpHICTb JAHMX [JI51 KOXKHOIO TUITY JAaT4yvKa. [1icsisi HaB4aHHS KOXKHA MOZEJIb HAla€ 3HAYEHHS [1J151 BilllIOBIIHNX
KpUTePiiB (Yac BUCHOBKY, IOPOroBe 3HaUeHHs Bepudikaliii). 3a1e>KHO Bifl HasBHOCTi CUTHAJIIB [1J151 BUCHOBKY
cHACTeMa BUOUpae MOZEJb, SIKa OXOIII0E HAMIIMPIIMK KOHTEKCT i He IepeBUIIye BCTAaHOBJIEHE OITyCTUME
3HQYEHHS Yacy BUCHOBKY. TaKOX CHCTeMa BKJIIOYAE €JIEMEHT MOHITOPUHTY PO3NOiNy AAHUX, SIKUH Y pasi 3MiH y
IAHMX MOXe iHIl[{I0BaTH IIepeHaBYaHHs MozeJieil 3a noTpedu. Bysio mpoBeseHo OPiBHANIBHUN aHaJIi3 PI3HUX THUIIB
aBTOEHKOJIEPiB 3 KJIACUYHUMU METOJAMU MAaIIMHHOTIO HABYaHHS, TAKMMU SIK O4HO-KJIACOBI MiATPUMYIOUi BEKTOPHI
MamuHu Ta isolation forest. BusiBnieHo 3HauHy nepeBary aBTO€HKOZEPiB Y MOPiBHIHHI 3 KTACUYHUMU METOJaMU
MaIIMHHOTO HaBYaHHS, HAIIPUKJIAZ, Ha 7% BULy 3raniky, HiX y isolation forest, i maibke Ha 75% BuIy 3rafKy, HixX y
O/IHO-KJIaCOBUX IiATPUMYIOUMX BEKTOPHUX MallvH. Byyio npoBeneHo rnbOKuil aHasi3 BIVIUBY Pi3HUX KOMIIOHEHTIB
6iOMEeTPHUYHOTr0 CUTHaJY Ta iX KiJIbKiCHOTO BIIJIMBY Ha €(PEKTUBHICTb CUCTEMU 6ioMeTPUYHOI Bepudikarlii

KOPUCTYBauiB.

2. The dissertation discusses the issues of building user verification systems based on biometric and behavioral
data using deep learning neural networks. The need for reliable and highly efficient verification systems is
extremely relevant in the fields of security, cybersecurity, personal data protection, medicine, and risk
management. Continuous biometric and behavioral signals allow for the implementation of continuous and implicit
authentication systems. Since biometric signals are very complex by nature, developing a high-precision



verification system requires building new powerful models that have high predictive power and can find deep
patterns in data with a complex and deep structure. The goal of the research is to develop and analyze machine
learning methods, particularly deep learning neural networks, for user verification based on biometric and
behavioral characteristics. In the dissertation, the following new scientific results were obtained for the first time:
1. New hybrid architectures based on compressive and variational autoencoders using transformers were
developed to solve user verification tasks based on behavioral and biometric characteristics, which allowed for
improvement in efficiency criteria compared to existing methods. 2. Based on the developed new hybrid
architectures, a user verification decision support system was created. 3. A new approach for improving the
accuracy of biometric verification systems, based on the use of fractal dimension magnitudes, was developed. 4.
Applied scenarios and components of the verification system based on a refined practical methodology for building
deep learning systems based on the proposed architectures were identified and further developed. The theoretical
significance of the obtained results lies in the improvement and further development of the methodology for
building verification systems based on deep learning neural networks. The created hybrid neural networks allow
for a significant increase in the efficiency of biometric verification systems, due to the combination of advantages
of components from different architectures in one neural network. Based on the new developed neural network
architectures, the impact of fractal dimension magnitudes on the quality metrics of verification systems was
discovered and quantitatively assessed. The practical value of the dissertation work: 1. An original continuous
biometric verification user support system based on new hybrid neural network architectures using fractal
dimension magnitudes was developed; 2. The developed architectures and refined methodology were
implemented in the educational process in the form of the corresponding syllabus, lecture materials, and a training
manual-practicum. The proposed new hybrid architecture, based on compressive autoencoders using
transformers, shows a 31% faster inference time and on average 11% lower equal error rate values. An analysis of
the impact of fractal dimension magnitudes on verification systems based on autoencoders was conducted. The
positive impact of fractal dimension on the main quality metrics, specifically an average of 13% lower equal error
rate and 2.2% higher area under the curve value compared to the method without fractal dimension, was proven.
An automated system for continuous biometric user verification has been proposed, based on newly developed
hybrid architectures and taking into account the fractal dimension of the data. The system receives input data
from a variety of sensors, which characterize the corresponding biometric or behavioral indicators of a person.
During the initialization phase, an initial necessary amount of data is collected for training the new hybrid
architectures. Based on an improved practical methodology for setting verification system parameters,
appropriate values for the dimensions of input data are selected depending on the characteristics of the sensors
before training; hyper-parameters of the deep learning neural network architecture are adjusted; and the fractal
dimension of data for each type of sensor is calculated. After training, each model yields values for the relevant
criteria (inference time, verification threshold value). Depending on the availability of signals for inference, the
system selects the model that covers the broadest context and does not exceed the established permissible value
for inference time. A comparative analysis of different types of autoencoders with classic machine learning
methods, was conducted. A significant advantage of autoencoders compared to classic machine learning methods
was shown. A deep analysis of the impact of various components of the biometric signal and their quantitative
impact on the efficiency of the biometric verification system of the user was conducted and was shown that
individual components significantly vary in their impact on quality metrics and demonstrate the effectiveness of
combining components to achieve higher accuracy.
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