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Pedepar:

1. Inceprariist po3risifae NUTaHHS CTBOPEHHS CUCTEM Bepu@ikalii KopucTyBayiB Ha OCHOBI 6i0METPUYHUX Ta
IIOBEIiIHKOBUX JIJAHUX 32 JOIIOMOTOI0 HEMPOHHUX MEPEX IIIMO0KOro HaBuaHHs. [loTpeba y HafiiiHUX Ta
BrCOKOe(EeKTUBHUX cucTemax Bepudikalii € Hag3BryaliHO akTyaabHOIO B cpepax 6e3neky, KibepbesrneKku, 3aXUcTy
[IEPCOHAJIBHUX JAaHUX, MEIULMHYU Ta YIIPaBJliHHS pyu3uKaMu. HernlepepBHi 6i0MeTpUYHi Ta NOBEJiHKOBi CUTHAJIN

IIO3BOJISIIOTh Peasli3oByBaTU HEMEPEPBHI Ta HESABHI cucTeMu aBTeHTUdiKaii. OCKinbKy 6i0METPUYHI CUTHaIU 32



CBO€IO IIPUPOIOIO Iy>Ke CKJIaNIHi, pO3p0OKa BUCOKOTOYHOI crucTeMy Bepudikallii BUMarae CTBOpeHHS HOBUX
MoJeJiell 3 BUCOKOIO TPOTHOCTUYHOIO 3[IaTHICTIO, SIKi MOXKYTb 3HAXOAUTU [MINOOKI 3aKOHOMIPHOCTI B JaHUX 3i
CKJIaJIHOIO Ta IJIMOOKOI0 CTPYKTYPOIO. MeTOI0 NOCTiIKEeHHSI € po3po0Ka Ta aHajli3 METO/IiB MAIIMHHOTO HaBYaHHS,
30KpEMa HEMPOHHUX MEPEX ITIMOOKOro HaBYaHHS, 17151 Bepu@ikalii KopucTyBadiB Ha OCHOBI 6i0METPUYHUX Ta
IIOBE/IIHKOBUX XapaKTePUCTUK. Y nucepralii Brepuie 6y OTpUMaHi Taki HOBi HayKoBi pe3ysbTatu: 1. Po3pob6ieHi
HOBI ri6pUiHi apXiTeKTypy Ha OCHOBI KOMIIpECIMHUX Ta BapiallillHMX aBTOEHKOEPiB 3 BUKOPUCTaHHSIM
TpaHcOpMePiB 7151 BUPillleHHS 3aBAaHb BepuQikallii KOpUCTyBadiB Ha OCHOBI IIOBEiHKOBUX Ta 6i0METPUYHUX
XapaKTEPUCTHUK, 10 AO3BOJIMJIO 3HAYHO NNOKPALIUTY KPUTEPii €(PEKTUBHOCTI y MOPIBHSAHHI 3 iCHYI0OUMMU METOJAMM.
2. Ha ocHOBI po3po6sieHrX HOBUX TiOPUIHNX apXiTEKTyp CTBOpPEeHa CUCTeMa MiATPUMKY IPUNHATTS pillleHb I[0/10
Bepudikanjii kopucrysauis. 3. Po3po6sieHo HOBUM MifXif A0 MifABUILEHHS TOYHOCTI 6il0METPUYHUX CUCTEM
Bepudikalii Ha OCHOBi BUKOPUCTAaHHS (PPaKTaNBbHOI pO3MipHOCTI. 4. Bu3HayeHo Ta nojasblie po3pobieHo
IIPUKJIAJHI clieHapii Ta KOMIIOHEHTH cucTeMU Bepuddikallii HA OCHOBI yIOCKOHaJIEHOI IPAKTUYHOI METOMOJIOTI]
CTBOPEHHS CUCTEM IJIMO0KOro HaBYaHHs Ha 3alIPOIIOHOBAaHUX apXiTeKTypax. TeopeTuyHa 3HauyliCTh OTPUMaHUX
Pe3yJbTaTiB NOJISITae y BLOCKOHAJIEHHI Ta OAAIBIIOMY PO3BUTKY METOIOJIOTI] CTBOPEHHS cUCTeM Bepu@ikalii Ha
OCHOBI HEIDOHHUX MepeX IMIMO0KOro HaBuaHHS. CTBOPEHI riOprHi HEIPOHHI MePEXi JO3BOJISIIOTh 3HAYHO
MigBUIUTY €(PEeKTUBHICTh 6iOMeTPUYHUX cUCTeM Bepudikarlii 3aBIsgKU MOETHAHHIO IEPEeBar KOMIIOHEHTIB 3 Pi3HUX
apXxiTeKTyp y OJlHi/l HeMpOHHill mepexxi. Ha ocHOBi HOBHX pO3p006JI€HNX apXiTEKTyp HEMPOHHUX MEPEX 0YyJI0
BUSBJIEHO Ta KiJIbKICHO OL[iHEHO BIIUB (PPaKTaIbHOI PO3MiPHOCTI Ha SIKiCHI IOKa3HUKMU CHUCTeM Bepudikalii.
[IpakTHyHa LiHHICTb gucepTaliiiHoi po6oTu: 1. Po3po6eHa opuriHajbHa cCUCTEMA MigTPUMKU KOPUCTYBAYiB 115
HerepepBHOi 6ioMeTpryHOi Bepudikaliii Ha OCHOBI HOBUX TriOpUHUX apXiTEKTyp HEMPOHHUX MEPEX 3
BHMKOPHUCTaHHSIM (paKTasbHOI po3MipHOCTi; 2. PO3po6JieHi apXiTeKTypH Ta yIOCKOHalleHa METOL0JIOTis 6y
BIIPOBAJI)KEHI y HABYaJILHUI IIPOLEC Y BUIJIALI BiATIOBiAHOI HABYaJILHOI [TPOrpamu, JIEKLIMHUX MaTepialiB Ta
HaBYaJIbHO-TIPAKTUYHOTO [10CIOHMKA. 3aIIpOIIOHOBaHA HOBA TibpuAHa apxiTeKTypa Ha OCHOBI KOMIIpeCiliHuX
aBTOEHKOJIEePiB 3 BUKOPUCTAaHHIM TpaHCPOPMepiB AEMOHCTPYe Ha 31% MBUINI YaCc BUCHOBKY i B cepelHbOMY Ha
11% HwK4i 3HaUYE€HHS IOKa3HMKA PiBHOI IOMUJIKU. Bysi0 mpoBeeHo aHaili3 BIVIMBY (PpaKTajIbHOI pO3MipHOCTI Ha
cucremu Bepudikalii Ha OCHOBi aBTOeHKOZEePiB. JloBeeHO [T03UTUBHUH BILIUB (PpaKTaJbHOI pO3MipHOCTI Ha
OCHOBHI SIKiCHI [IOKa3HUKH, a CaMe CEPeJHE 3HKEHHS [T0Ka3HMKA PiBHOI MOMUJIKY Ha 13% i nigBullieHHS N0 ITif,
KpHUBOIO Ha 2,2% y NOPiBHSHHI 3 METOJOM 6€3 BUKOPUCTaHHS (paKTalbHOI pO3MipHOCTI. 3alIpOIIOHOBAHO
aBTOMATH30BaHy CUCTEMY HelepepBHOi 6ioMmeTpryHOi Bepudikallii KOpUCTYBadiB HA OCHOBI pO3pO6IEHNX
ribpuIHMX apXiTeKTyp 3 ypaxyBaHHSIM (PpakTanbHOI po3MipHOCTi gaHuX. CuctemMa OTPUMYE BXifHi aHi 3 pi3HUX
IATYUKIB, SIKi XapaKTepU3YIOTh BiJ[IOBiHI 6ioMeTpryYHi a60 NOBEAiHKOBI IOKa3HUKU ocobu. Ilin yac ¢pasu
iHinianizauii 36upaeTbCs MoYaTKOBA HEOOXiAHA KiJIbKICTb JAaHUX [1J151 HABYAHHS HOBUX riOpUIHUX apxiTeKTyp. Ha
OCHOBI BIOCKOHaJIEHOI IPAaKTUYHOI METO/0JIOTii Ha/IAIITyBaHHS IapaMeTpiB cucTeMU Bepu@ikallii BUOUPAIThCS
BiZI[TOBiAHI 3HAUEHHS PO3MipiB BXiJHUX IaHUX 3aJIEKHO Bill XapaKTE€PUCTHUK IATUYMKIB [1I€PE], HABYaHHSIM,;
KOPUIYIOThCS rilleprapaMeTpy apXiTeKTypy HEMPOHHOI MePeXi IJIMO0KOro HaB4aHHS; i 0O0UMCIIIOEThCS PpaKTajIbHa
PO3MipHICTb JAHUX [1JIs1 KOXKHOTO TUITY AaT4yMKa. ITicss HaBYaHHS KOKHA MOZEJIb HaJlae 3HAUYEHHSI [1J1s BiTIOBIIHAX
KpUTepiiB (4ac BUCHOBKY, IOPOroBe 3Ha4eHHs Bepuikaliii). 3a1e5KHO Bif HassBHOCTi CUTHAJIIB [1J151 BUCHOBKY
crucTema BUOMpae MOJEJb, sSIKa OXOIJII0E HAMIIMPIINI KOHTEKCT i He IIepeBUIIlye BCTaHOBJIEHE I0ITyCTUME
3HQYEHHS Yacy BUCHOBKY. TaKoX cuCTeMa BKJIIOYAE €JIEMEHT MOHITOPUHTY PO3NOiNY AAHUX, IKUH y pasi 3MiH y
IAaHMX MOXKe iHillil0BaTH NepeHaBYaHHs MoJesiel 3a OoTpebu. Byso MpoBeeHOo NOPiBHJIBHUI aHali3 Pi3HUX TUIIB
aBTOEHKOJIEPiB 3 KJIACUYHMMU METOJIAMU MAalIMHHOTIO HABYaHHS, TAKMMU SIK OHO-KJIACOBi MiATPUMYIOUi BEKTOPHI
MamuHu Ta isolation forest. BusiBnieHO 3HaYHy NlepeBary aBTOEHKOAEPIB y NOPiBHSIHHI 3 KJIACUYHUMU METOAAMU
MAIIMHHOTO HAaBYaHHS, HANPUKJIAZ, Ha 7% BUIIY 3rafiKy, HiX y isolation forest, i Mmaitke Ha 75% Bully 3raKy, HiX y
OJIHO-KJIACOBUX IiATPUMYIOUMX BEKTOPHUX MalvH. Byyio npoBeneHo rinboKuil aHai3 BIVIUBY Pi3HUX KOMIIOHEHTIB
6iOMEeTPHUYHOro CUTHaJYy Ta iX KiJIbKiCHOTO BIIJIMBY Ha €(PEKTHUBHICTb CUCTEMU 6ioMeTpUYHOI Bepudikarlii

KOPUCTYyBauiB.

2. The dissertation discusses the issues of building user verification systems based on biometric and behavioral
data using deep learning neural networks. The need for reliable and highly efficient verification systems is



extremely relevant in the fields of security, cybersecurity, personal data protection, medicine, and risk
management. Continuous biometric and behavioral signals allow for the implementation of continuous and implicit
authentication systems. Since biometric signals are very complex by nature, developing a high-precision
verification system requires building new powerful models that have high predictive power and can find deep
patterns in data with a complex and deep structure. The goal of the research is to develop and analyze machine
learning methods, particularly deep learning neural networks, for user verification based on biometric and
behavioral characteristics. In the dissertation, the following new scientific results were obtained for the first time:
1. New hybrid architectures based on compressive and variational autoencoders using transformers were
developed to solve user verification tasks based on behavioral and biometric characteristics, which allowed for
improvement in efficiency criteria compared to existing methods. 2. Based on the developed new hybrid
architectures, a user verification decision support system was created. 3. A new approach for improving the
accuracy of biometric verification systems, based on the use of fractal dimension magnitudes, was developed. 4.
Applied scenarios and components of the verification system based on a refined practical methodology for building
deep learning systems based on the proposed architectures were identified and further developed. The theoretical
significance of the obtained results lies in the improvement and further development of the methodology for
building verification systems based on deep learning neural networks. The created hybrid neural networks allow
for a significant increase in the efficiency of biometric verification systems, due to the combination of advantages
of components from different architectures in one neural network. Based on the new developed neural network
architectures, the impact of fractal dimension magnitudes on the quality metrics of verification systems was
discovered and quantitatively assessed. The practical value of the dissertation work: 1. An original continuous
biometric verification user support system based on new hybrid neural network architectures using fractal
dimension magnitudes was developed; 2. The developed architectures and refined methodology were
implemented in the educational process in the form of the corresponding syllabus, lecture materials, and a training
manual-practicum. The proposed new hybrid architecture, based on compressive autoencoders using
transformers, shows a 31% faster inference time and on average 11% lower equal error rate values. An analysis of
the impact of fractal dimension magnitudes on verification systems based on autoencoders was conducted. The
positive impact of fractal dimension on the main quality metrics, specifically an average of 13% lower equal error
rate and 2.2% higher area under the curve value compared to the method without fractal dimension, was proven.
An automated system for continuous biometric user verification has been proposed, based on newly developed
hybrid architectures and taking into account the fractal dimension of the data. The system receives input data
from a variety of sensors, which characterize the corresponding biometric or behavioral indicators of a person.
During the initialization phase, an initial necessary amount of data is collected for training the new hybrid
architectures. Based on an improved practical methodology for setting verification system parameters,
appropriate values for the dimensions of input data are selected depending on the characteristics of the sensors
before training; hyper-parameters of the deep learning neural network architecture are adjusted; and the fractal
dimension of data for each type of sensor is calculated. After training, each model yields values for the relevant
criteria (inference time, verification threshold value). Depending on the availability of signals for inference, the
system selects the model that covers the broadest context and does not exceed the established permissible value
for inference time. A comparative analysis of different types of autoencoders with classic machine learning
methods, was conducted. A significant advantage of autoencoders compared to classic machine learning methods
was shown. A deep analysis of the impact of various components of the biometric signal and their quantitative
impact on the efficiency of the biometric verification system of the user was conducted and was shown that
individual components significantly vary in their impact on quality metrics and demonstrate the effectiveness of
combining components to achieve higher accuracy.
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