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Tema gucepranii:
1. Mogeni Ta MeTOM 3a6e3eYeHHs 6€3MeKH Ta SIKOCTi 06CIyTOBYBAaHHS B KOMITIOTEPHUX CUCTEMaX i3

camonofi6HNMU iHDOpMal[iHUMU TTOTOKAMU

2. Models and methods of ensuring security and quality of service in computer systems with self-similar
information flows

Pedepar:

1. Incepraris Ha 30O6YTTSI HAYKOBOTO CTYIIEHs JOKTOpa TEXHIYHUX HAyK 3a crenianpHicTio 05.13.21 «Cructemu
3axucty iHpopMalii». — XapKkiBCbKUil HallioHaJIbHUI YHIBEpCUTET PaflioesleKTPOHIKY. — Jlep>kaBHUI yHiBEpCUTET
TesieKoMyHiKanjii, M. Kuis, 2021. B po60Ti BupillleHO akTyaabHy HAyKOBO-TIPUKJIaHY [IP06JIeMy 100 PO3POOKU
Mogeell Ta MeTOZIB 3a6e3reyeHHs 6e3MeKu (JOCTYNHOCTI, KOH(iAeHLiNHOCTI) Ta SIKOCTi 06CIyrOByBaHHS! B
KOMITIOTEPHHUX CUCTEMaXx 3 ypaxyBaHHSIM CaMOIIOiOHUX BIaCTUBOCTE iHPOpMaLifiHUX ITOTOKIB B yMOBax
HasIBHOCTI BTOPrHEHbB Ta KibepaTak. Briepiie po3po6sieHo KOHLEIN1|o 3abe3neueHHs iHpopmaliliHoi 6e3nexku

KOMITIOTEPHUX CUCTEM i3 camonoaioHuMy iHpOopMaLiffHUMU IIOTOKaMH, SIKi IPAII0I0Th B yMOBaX BTOPTHEHD Ta



Kibeparak; yJJOCKOHaJIEHO MOZieJIb PO3MOiIeHOI KOMITIOTEPHOI CUCTEMH, SIKQ, Ha BiIMiHY Bif] iCHYIOUHMX, BKJIIOYAE
KOMITOHEHTH 3a06e3IeyeHHsI 6e3IeKy Ta yIIpaBJliHHS BXiTHUMU iHpOpMalLiiIHUMU TTIOTOKaMU 3
MyJIbTUQPaKTAJIbHUMU BJIACTUBOCTSIMY; Y OCKOHAJIEHO METO/, 3abe31iedeHHs 6e311eKu Mepexi IIpy AUHaAMIiYHOMY
0aslaHCyBaHHI HABaHTAKEHHS 3 CaMOINOAI0HMM TpadikoM, KU, Ha BiIMiHY BiJ] iCHYIOUHUX, BiIpi3HSIETbCS
3aCTOCYBAaHHSIM MOJIeJli 6alaHCyBaJIbHMKA KOMITIOTEPHOI MEPEXi 3 ypaxyBaHHSIM MapaMeTPiB 6€3MeKu po3NoAiny
Tpadika i MysbTU(dpaKTaNIbHUX BacTUBOCTEN Tpadika; Bliepiie po3pobyeHO MeToJ, IMHaMIYHOro 6aaHCyBaHHS
Tpadika, sIKMI 6a3yeThCst HA MOJEJli MEPEXXHOI CUCTEMU BUSIBJIEHHSI BTOPTHEHD, 1110 BPaXOBY€E MYJIbTU(PAKTaIbHI
BJIaCTUBOCTI Tpadika Ta 06Me>KeHHS Ha Yac 06CIyroByBaHHS Pi3HUX KiaciB Tpadika; Brepiie po3pobyieHo MeTor,
3abe3nevyeHHs 6e3leyHol MapuIpyTU3alLlil i yac nepenadi camornoni6Horo Tpadika, KUl 6a3yeTbcst Ha
MyJIbTAUQPaAKTAJIbHUX BJIACTUBOCTSX Tpadika Ta apameTpax sIKOCTi 00CIyroByBaHHsI Pi3HONIPIOPUTETHOrO Tpadika;
BIleplIe PO3PO06JIEHO KOMILJIEKCHUI METOJ, BUSIBJIEHHS BTOPTHEHb, SIKU 6a3y€ThCs HA BUKOPHCTaHHI aJITOPUTMY
aHaJIi3y CUrHaTyp, aHajli3y aHOMaJii MOBEIIHKM MEPEXi Ta EHTPOIIIMHOMY aHali3i IPOTOKOJIIB 3 ypaxyBaHHAM
IMOBIPHOCTI BUSIBJIEHHSI BTOPTHEHb; HA0YJIM I10JJaJIbIIOTO PO3BUTKY METO/U BUSIBJIEHHS BTOPTHEHb HAa OCHOBI
aHasli3y CUTHATYp, SIKUI BpPaxoBYye [1aHi IJIMO0KOro aHasi3y aKeTiB Ta peTUHIYBAHHS 0a3y CUTHATYP; aHaJi3y
€HTPOIii IaKeTiB, KU 6a3yeTbCsl HA PO3PaXyHKY YMOBHOI €HTPOIIIi Ta CTaTUCTUYHUX XapaKTePUCTUKAX JAHUX
[IaKeTiB; HA OCHOBI MAlIMHHOIO HaBYaHHS, SIKi 6a3yI0ThCS Ha MYJIbTU(DPAKTAIBHUX Ta PEKYPEHTHUX
XapakTepucTukax Tpadika. Peanizanis pe3ynbTatiB LOCIiIPKEHHS JO3BOJISIE 3a0€31€UNTH O6€3[1eYHy MapIIpyTH3aLlilo
3a paxyHOK OJIOKyBaHHS Y 8 pa3 6isb1I0i KiJIbBKOCTi aTaKoBaHOro Tpadika, HiX Mif], yac poOOTH CTAaHIAPTHOIO METOLY
MapupyTusanii, 3SMeHIuTy axutep Ha 20%; 3a6esneunTy He3nevyHe 6ajaHCyBaHHS CAaMOIOAIOHNX iHOPMaLiiHNX
IIOTOKIB 3i 3HI>KEHHSIM YIBiui KiJIbKOCTI BTpau€HUX JaHUX, Y 9 pas3iB 3HU3UTH KiJIbKICTb aTAKOBAHOTo Tpadika Ha
cepBepax, Ha 16% 3HU3UTH AucOaIaHC 3aBaHTaXXEHHS CUCTEMHY; 3a0€3M1eYnTH 6aaHCyBaHHS HAaBaHTaXXEHHS B
MEPEXKHUX CUCTEMAaX BUSIBJIEHHS BTOPTHEHbD 3i 301/IbLIEHHSIM KiJIbKOCTi IPOaHaJi30BaHUX MAKETIB Ha 21%, 3a
PaxyHOK 4OTO BiZICOTOK BUSIBJIEHMX aTakK 30i/bIINBCS Ha 14% Ta 3MEHIIMBCS cepelHill yac o4ikyBaHHS I1aKeTiB Ha
16%; 3611bIIMTH HMOBIPHICTb BUSIBJIEHHSI BTOPTHEHb 110 98%, 3MEHIIUTH BifJCOTOK HEeBUSIBIEHUX aTak Ha 11%,
OTPUMAaTH HU3bKY KiJIbKiCTb XMOHOIMO3UTYBHUX CIIPAllbOBYBaHb (MeHIIe §%) Ta 3MEHIIUTH KiJIbKiCTb BTPAY€HUX
IaHUX Ha 32% IOPiBHSHO 3 AaHAJIOTIYHMMU XapaKTePUCTUKAMMU iCHYIOUMX CUCTEM 3a0€311€4eHHSI JOCTYIHOCTI,
KOHQifeHIiltHOCTi Ta sSIKOCTi 06C/IyroByBaHHS. BipoBasikeHo — B HaBYaJIbHOMY IIpoleci kadpenpu
inoxkomyHiKkaiiiHo]i imkeHepii iM. B.B. ITonoBcbkoro XapKiBCbKOro HaljiOHaJIbHOTO YHIBEPCUTETY
pagzioenextpoHiku (XHYPE): y nekuiliHux Kypcax Ta MpakKTUYHUX 3aHATTAX 3 AUCLUILIIIH «3aXUCT CUCTEM
€JIEKTPOHHOI KoMep1ii», «Cucremu iHdopmauifiHoi 6e3reKn» Mif, Yac MiAroTOBKY CTYIEHTIB creLiaabHOoCTi 125
«Kibepbesmnexka», B HAyKOBO-A0CIiTHUX POOOTaxX «ABTOMATU30BaHa ONTUYHA iHOpMaLiliHO-BUMIpIOBaIbHA
CHCTeMa 1715 MOJIIrOHHUX BUIIPOOYBaHb KEPOBAaHUX Ta HEKEPOBAHUX PAKET, aPTUJIEPIIChKUX i pEaKTUBHUX
cHapsaznis» (P N201190U001405), Ha mignmprueMCTBi XapKiBCbKOTO JeP>KaBHOTO PEriOHaIbHOTO HAyKOBO-TEXHIYHOTO
LIEHTPY 3 IMTaHb TeXHiYHOro 3axucty iHpopmaii, [IpAt Gapnen-Iusect, TOB Jlaiitekc TexHnonomxic, AT
BAHKOMB3BSI30K, TOB WorkNest, TOB Bnagapmert. ['ay3p BUKOPUCTaHHS — KibepOe3neKka B KOMITIOTEPHUX

CHUCTEMAX

2. Dissertation for the Doctor of Technical Sciences degree in the specialty 05.13.21 «Information security
systems». — Kharkiv National University of Radio Electronics. - State University of Telecommunications, Kyiv, 2021.
An actual scientific and applied problem of developing models and methods of ensuring security (availability,
confidentiality) and service quality in computer systems based on self-similar properties of information flows in
the presence of intrusions and cyberattacks is solved in the thesis. The concept of ensuring information security of
computer systems with self-similar information flows, which work in the conditions of intrusions and cyber
attacks, was developed; the model of distributed computer system has been improved, which, in contrast to the
existing ones, includes components of security ensuring and management of input information flows with
multifractal properties; the method of ensuring network security in the course of dynamic load balancing with
self-similar traffic has been improved, which, in contrast to the existing ones, differs in application of the
computer network balancing model taking into account traffic distribution security parameters and multifractal
traffic properties; the method of dynamic traffic balancing based on the network intrusion detection system model



was developed and takes into account multifractal properties of traffic and service limitations for different traffic
classes; the method of secure routing in case of transfer of self-similar traffic based on multifractal properties of
traffic and quality of service parameters of priority traffic has been developed; the complex method of intrusion
detection has been developed, based on the use of signature analysis algorithm, analysis of network behavior
anomalies and entropy analysis of protocols taking into account the probability of intrusion detection; intrusion
detection methods based on signature analysis have been further developed, taking into account data from deep
packet analysis and signature database ranking; packet entropy analysis based on conditional entropy calculation
and statistical characteristics of these packets; machine-based training based on multifractal and recursive traffic
characteristics. The implementation of the proposed concept, models and methods can provide secure routing by
blocking 8 times more attacked traffic than the standard routing method, reduce jitter by 20%,; to ensure secure
balancing of self-similar information flows with a halving of the amount of lost data, to reduce the amount of
attacked traffic on the servers by 9 times, to reduce system load imbalance by 16%,; to provide load balancing in
network intrusion detection systems with a 21% increase in the number of analyzed packets, thereby increasing
the percentage of detected attacks by 14% and decreasing the average wait time for packets by 16%; to increase
the probability of intrusion detection to 98%, to decrease the percentage of detected attacks by 11%, obtain a low
false positive rate (less than 8%) and a 32% reduction in lost data compared to the same performance of existing
availability, privacy and quality of service systems. . Implemented in the educational process of V.V. Popovskyy
Department of Infocommunication Engineering of Kharkiv National University of Radioelectronics (KNURE): in
lecture courses and practical classes on the disciplines «Security of electronic commerce systems», «Information
security systems» in the training of students of the specialty 125 «Cybersecurity», in research works «Automated
optical information and measurement system for polygon tests of guided and unguided missiles, artillery and
missiles» (SR N201190U001405), at the Kharkiv State Regional Scientific and Technical Center for Technical
Information Protection, PJSC Farlep Invest, LLC Dytex Technologies, JSC BANKOMSVYAZ, LLC WorkNest, LLC
Vladarmet. The field of application is cybersecurity in computer systems.
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