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1. Mogzeni i MeTog, iHpopmalifiHOi TexHOJIOTi] 3abe3niedeHHs TOTOBHOCTI Ta Kibepb6eanexku iHpopMalLiliHO-KepYIInx

CUCTEM PO3yMHUX OY/IMHKIB

2. Models and method of information technology for cyber security and availability ensuring of smart building

information and control systems

Pedepar:

1. O6'exT - npouecu 3abe3nedeHHs: TOTOBHOCTI I Kibepbeaneky iHpopMaLiiHO-KepyIoYuX CUCTEM PO3YMHUX
Oy[IMHKIB [IpY PO3po6Li i1 BUKOPUCTaHHI. MeTa - MiJBUIIEHHS TOYHOCT] OL[iHIOBaHHS Ta 3a0€3[1eUeHHs 3aJaH1X
BMMOT JJ0 TOTOBHOCTI Ta Kibep6e3neku iHpopMaLiliHO-KePYIOUUX CUCTEM PO3YMHMX OYIMHKIB HA OCHOBI
PO3pOOJIEHHS Ta MPAKTUYHOTO BUKOPUCTAHHS Moiesiel i MeTony iHpopMaliiiHoi TeXHOJIOTil BU6opy napaMeTpis
00CIyroByBaHHS. MeTou NOCiI)KeHb: METOAU Teopil MHOXKMH, HaJlitHOCTi, IMOBIpHOCTEH, MApKOBCKOTO aHaJli3y,
MaTeMaTU4HOI CTAaTUCTHUKY, iMITal[iiHOTO MOJIEJII0BaHHs. Briepiie ogep>kaHo MeTo, BUOOPY i BUBHAUEHHS
IapaMeTpiB cTpaTeriil 06CIyroByBaHHS iHGOPMAaLIITHO-KEPYIOUMX CUCTEM PO3YMHHUX OyIMHKIB. Y10CKOHATIEHO

MapKOBCHKi Ta iMiTalliliHi MOJieJi TOTOBHOCTI iHpOPMaLiiHO-KEPYIOUNX CUCTEM PO3YMHUX OYIMHKIB 3 BpaXyBaHHIM



Pi3HUX BapiaHTiB IPOLECIB BiHOBJIEHHS i 06CJIyTOBYBaHHS, a TAKOX [1apAMETPiB MPOSIBY IPOTrPAMHUX AE(MEKTIB i
aTak Ha BpasnuBOCTi. [licTany nopanbuinii po3BUTOK MOJesli HalifHOCTI Ta Kibepbesneky iHpopMaLifHO-Kepyounx
CHCTEM PO3yMHUX OyIMHKIB 3 BUKopucTaHHsIM TA-ABO nepes aHani3y BinmoB i atak. I'anysb - iHpopmaliiti
TEXHOJIOTi] OLIiHIOBaHHS Ta 3a0€3I1eUYeHHs TOTOBHOCTI Ta Kibepbe3neku iHpopMaLiHO-KePyIOUUX CUCTEM PO3YMHUX

OyIOUHKIB.

2. The object is the processes of ensuring the availability and cyber security in information and control systems of
smart buildings in the development and use. The goal is to increase the accuracy of the evaluation and to ensure
the required availability and cyber security requirements of information and control systems of a smart building
based on the development and practical use of models and the method of information technology for selection of
maintenance parameters. Research methods: methods of the set theory, reliability, probabilities, Markov analysis,
mathematical statistics, simulation modeling. The method for choosing and defining the parameters of strategies
for maintenance of information and control systems of smart buildings was obtained for the first time. Markov and
simulation models of smart building information and control systems considering different variants of processes of
recovery and maintenance, as well as parameters of software defects manifestation and vulnerability attacks have
been improved. Further development was given to the model for reliability and cyber security of information and
control systems of smart buildings using AND-OR trees for the analysis of faults and attacks. Branch - information
technologies for evaluating and ensuring the availability and cyber security in information and control systems of
smart buildings.
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