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2. Methods of arithmetic operations in rings of integers and prime fields for cryptographic applications

Pedepar:

1. Inceprauiiina po60Ta IPUCBSIYEHA PO3BsI3aHHIO aKTyaJIbHOI HAYKOBO-IIPAaKTUYHOI 3a71a4i JOCIiIKEHHS i
PO3pOOKM HOBUX METOJIiB apUPMETUIHUX NTEPETBOPEHD HAJZ, BEJIMKUMU L[ITUMU YMCJIaMU 3 BiTKJIaIEHUM
IIEPEHOCOM [1J14 MiIBULILEHHS WBUIKOAII peasizallii KpuntorpadiyHuX nepeTBOPEHb, 0 MAIOTh MiCLie B
iHopmaliiiHO-TesleKOMyHiKal[iliHUX cucTemax eHTpiB cepTudikaii kitouiB HallioHaIbHOI iHPPaCTPYKTYpHU
BiIKpUTUX KJII0YiB YKpaiHu. B po60Ti 3an1pornoHoBaHO MeTOJ, IIPeCTaBAEHHS LIJINX YKUCeJI 3 BifKIaleHuM
[IEPEHOCOM, SIKUI 33 PaxyHOK MOJKJIMBOCTI BiJKJIACTU OIlE€pallilo IIEPEHOCY 31 CTapLIMX PO3PALIB B MOJIOZII Ta
OIepallio 3aliMy 3 MOJIOAIINX PO3PALIB y CTapllli, JO3BOJISIE BUKJIIOUUTH B3a€EMO3AJIEXKHICTh MK MAIIMHHUMU
CJIOBaMU NIPU BUKOHAHHI apuPMETUYHUX NTIepeTBOPEHb. YIOCKOHATIEHO MeTOIU apuPpMETUYHUX [1EPEeTBOPEHD

Il0JaBaHHS, BiHIMaHHS, 3CYBY BJIiBO, 3CyBY BIIPABO, MHOXXEHHS], MiJHECEHHS 40 KBAAPaTy, IPUBELIEHHS 32 MOAYJIEM,



IiIeHHS Ta MOPIBHAHHS, Ki 38 PaXyHOK BUKOPUCTAHHS LIJINX YKCEI B [IPEICTABJIEHHI 3 BiIKJIAIEHUM [IEPEHOCOM
IIO3BOJISIIOTH TiABUIIMTY IIBUIKOIiI0 TEPETBOPEHb B IMOJISIX Ta KUIBLIAX HiMKX Yrces. TakoX B poOOTi
3aIpOINIOHOBAHO METOAM apU(GMETUYHUX [1EPETBOPEHb MHOXKEHHS, MiJTHECEHH [0 KBaApaTy Ta IPUBELECHHS 3a
MOJyJIEM BEJIMKUX LIJIMX YMCEJI 3 BiKJIaJleHMM IIEPEHOCOM Ta PO3IapasIeIlOBaHHAM B [1BA Ta JEKiJbKa MOTOKIB.
BukopucTaHHS 3alIpONIOHOBAHUX METOIB 403BOJIsI€ MiIBUMINATHY IBUAKOiI0 IEPETBOPEHDb B KPUIITOrPAiuHMX

crCTeMax eJIEKTPOHHOTO MiJUCY, 1[0 BUKOPUCTOBYIOTHCS B HalliOHAJIbHIN iHPPACTPYKTYPi BiTKPUTHX KIIIOYiB.

2. Thesis is devoted to solving the scientific and practical task of research and development new methods of
arithmetic transformations over large integers with delayed carry for increasing implementation of cryptographic
transformations that take place in information and telecommunication systems of certification authorities in
national public key infrastructure of Ukraine. The national PKI regulates the use of a qualified electronic signature
according to the algorithms of DSTU 4145-2002, ECDSA, DSA and RSA. Operations of creating and verifying
electronic signature are based on various mathematical methods: transformation in a ring of integers, field of
integers and polynomials, in a group of points of an elliptic curve. All these transformations are impossible without
arithmetic operations on integers. In this work proposed the method of integer representation with delayed carry,
which due to the possibility of postponing carry operation from higher to lower words and the loan operation from
lower to higher words, eliminates the interdependence between machine words when performing arithmetic
operations. Performing operations with integers in the DCF representation, the processor operates with machine
words in which two blocks are allocated to store the carry bits and to store the information bits. To convert a
binary number to DCF it is necessary to reserve in the machine word r-bits for carry, and the remaining v-bits are
filled with bits from the integer in a binary form. To convert a number from a DCF representation to a binary form,
it is necessary to adjust carry (iteratively apply the carry from the lower machine word to the higher). To perform
operations with integers in the DCF representation, it is necessary to modify the algorithms of arithmetic
operations. Improved methods of arithmetic operations - addition, subtraction, left shift, right shift, multiplication,
squaring, modular reduction, division and comparison, which by using integers in the delayed carry representation
can increase the speed of operations in fields and rings of integers. The use of delayed carry allows to apply some
approaches of parallelization for methods of arithmetic operations, for example, multiplication, squaring and
modular reduction. In these operations, there is a multiplication operation, which consists of two multiplication
cycles that can be parallelized. The first approach involves the parallel execution of the first and second
multiplication cycles with subsequent adjustment of the results in two threads. The second approach involves the
parallel execution of iterations of the first and the second multiplication cycles, followed by the merging of
intermediate results, using multiple parallel threads. Proposed the methods of arithmetic operations of
multiplication, squaring and modular reduction of large integers with delayed carry and parallelization in two or
multiple threads.
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