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V. BizomocTi npo gucepraniio
MoBga guceprariii:
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Tema gucepranii:
1. MeTony apupMeTUYHUX IEPETBOPEHbD B MOJIAX i KiIbLISIX 1711 KpUNTOrpadiuHUX 3aCTOCYBaHb

2. Methods of arithmetic operations in rings of integers and prime fields for cryptographic applications

Pedepar:

1. Inceprariiina po60Ta IpUCBIYEHA PO3B’A3aHHIO aKTyaJIbHOI HAYKOBO-IIPAKTUYHOI 3a71a4i JOCTiIKEeHHS i
PO3pOOKU HOBUX METOJiB apu(pMETUYHUX [TIePETBOPEHDb HAJl BEJIMKUMHU LiJIMMU YUCJIaMU 3 BiIKJIafleHUM
[IEPEHOCOM JJ1s1 MiJIBULIEHHS MBUIKOII peasnizauii KpunrorpagiyHMX IEPETBOPEHB, 10 MAIOTh MICIIE B
iHpopMmaliiiHO-TeJIeKOMYHIKaLiTHUX CUCTEMAaX LIeHTpPiB cepTuikallii K/I04iB HallioHaIbHOI iHYPACTPYKTYpU
BiIKpUTUX KJTI0YiB YKpaiHu. B po60Ti 3anpornoHOBaHO MeTO, ITPeICTaBAEHHS [IINX YKUCeI 3 BifKIaleHUM
[IEPEHOCOM, SIKUH 332 PaxyHOK MOJKJIMBOCTI BiJKJIACTU OIlE€PaLlilo IIEPEHOCY 31 CTapLIMX PO3PAAiB B MOJIOLII Ta
OIlepalio 3aMy 3 MOJIOAIIMX PO3PALIB Y CTapIli, 03BOJISIE€ BUKIIOUUTY B3a€MO3AJIEXKHICTh MK MaIIMHHUMU
CJIOBaMU IIPM BUKOHAHHI apr(pMETUYHUX [1IePETBOPEHb. YIOCKOHAJIIEHO MeTOU apuMETUIHUX [IEPETBOPEHD
IIOIABaHH4, BiIHIMAHHS, 3CYBY BJIiBO, 3CyBY BIIPABO, MHOXKEHHS, MTiTHECEHHS 4,0 KBAAPATY, IPUBELIEHHS 3a MOAYJIEM,
Ii7IeHHS Ta [OPIBHAHHS, 4Ki 32 PaXyHOK BUKOPUCTAHHS LIJINX YKCEJI B [IPELCTABJIEHHI 3 BiIKJIAIEHUM [IEPEHOCOM
IO3BOJISIOTH MiIBULIMTY MIBUAKOIIIO IIEPETBOPEHB B I10JISIX Ta Ki/IbLSX LiNuX ynces. Takox B po6oTi

3aIIPOIIOHOBAHO METOAU apu(PMETUYHNX II€PETBOPEHb MHOXKEHHS, MiTHECEHHS [0 KBalpaTy Ta IpUBELEeHHS 3a



MOJIyJIEM BEJIMKHUX LIIJINX YMCEJ 3 BiAKJIaJleHUM NTIePEHOCOM Ta PO3IapajesIlOBaHHsIM B 1IBa Ta JE€KijlbKa MOTOKIB.
BukopurcTaHHS 3aIIpOIIOHOBAaHUX METOIB JO3BOJISIE MiIBULIUTY MIBUAKOIII0 [IEPETBOPEHD B KpUNITOrpadiuyHUX

CHACTeMax eJIEKTPOHHOTO MiJUCY, 1[0 BUKOPUCTOBYIOTHCS B HalliOHAJIbHINM iHPPACTPYKTYPi BiTKPUTUX KIIIOYiB.

2. Thesis is devoted to solving the scientific and practical task of research and development new methods of
arithmetic transformations over large integers with delayed carry for increasing implementation of cryptographic
transformations that take place in information and telecommunication systems of certification authorities in
national public key infrastructure of Ukraine. The national PKI regulates the use of a qualified electronic signature
according to the algorithms of DSTU 4145-2002, ECDSA, DSA and RSA. Operations of creating and verifying
electronic signature are based on various mathematical methods: transformation in a ring of integers, field of
integers and polynomials, in a group of points of an elliptic curve. All these transformations are impossible without
arithmetic operations on integers. In this work proposed the method of integer representation with delayed carry,
which due to the possibility of postponing carry operation from higher to lower words and the loan operation from
lower to higher words, eliminates the interdependence between machine words when performing arithmetic
operations. Performing operations with integers in the DCF representation, the processor operates with machine
words in which two blocks are allocated to store the carry bits and to store the information bits. To convert a
binary number to DCF it is necessary to reserve in the machine word r-bits for carry, and the remaining v-bits are
filled with bits from the integer in a binary form. To convert a number from a DCF representation to a binary form,
it is necessary to adjust carry (iteratively apply the carry from the lower machine word to the higher). To perform
operations with integers in the DCF representation, it is necessary to modify the algorithms of arithmetic
operations. Improved methods of arithmetic operations - addition, subtraction, left shift, right shift, multiplication,
squaring, modular reduction, division and comparison, which by using integers in the delayed carry representation
can increase the speed of operations in fields and rings of integers. The use of delayed carry allows to apply some
approaches of parallelization for methods of arithmetic operations, for example, multiplication, squaring and
modular reduction. In these operations, there is a multiplication operation, which consists of two multiplication
cycles that can be parallelized. The first approach involves the parallel execution of the first and second
multiplication cycles with subsequent adjustment of the results in two threads. The second approach involves the
parallel execution of iterations of the first and the second multiplication cycles, followed by the merging of
intermediate results, using multiple parallel threads. Proposed the methods of arithmetic operations of
multiplication, squaring and modular reduction of large integers with delayed carry and parallelization in two or
multiple threads.
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