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Pedepar:

1. Incepranifina po60Ta IpUCBSIYEHA BUPIIEHHIO BXKJIMBOI HAYKOBOI 3a7jadi, gKa [0JIsIrae y po3pooLii moaesen Ta
METO/IiB OOYI0BY KPUINITOCTIMKUX 3arajbHOCKMCTEMHUX TapameTpis (3CII) aig kpunrorpadiyHux nepeTBOpeHb B
rpynax TO4oK eninTuiHux Kpusux (EK), 06rpyHTyBaHHS MOXKJIMBOCTE! BUKOPMCTAHHS TaKUX IIapAMETPIB y
IIOCTKBAHTOBUY IIepiofl, peanisdallisi 3aco0y reHepyBaHHS KPUNTOCTIMKUX [1TapaMeTPiB AJ1s1 KpUnTorpagivHux
IIEPETBOPEHD B Ipynax TO4oK EK BUCOKOro Ta HaiBUCOKOrO PiBHIB CTiMKOCTI [J151 HAL[iOHAJIbHUX CTaHAAPTIB
aCHMEeTPUYHUX KPUIITONIEPETBOPEHD. Y AMCEPTALiliHiI pOOOTi Blieplie 3aIpOIIOHOBAHO METOJ], OOUNCIIEHHS
3HAQYEHHS HOPMMU €JIEMEHTA 3 KiJIbLiS P aJMYHUX YMCe Yepe3 JeTepMiHaHT MaTpuli CuibBecTpa [Jj1sl 3HaXOIKEHHS
cnipy enpomoppizmy dpobeHiyca npu o6-uncieHi nopsaky EK 115 3actocyBaHHs B KpUNTOrpa@iuHux
IIEPETBOPEHHSX, 110 JO3BOJIMJIO 3HAYHO 3MEHIINTY CKJIAHICTh 064KcIeHHs nopsaKy EK 3a paxyHOK BifiCyTHOCTI

HEOOXiJIHOCTI TepexoAuTy Mix 6a3rcaMu y IEBHUX CUCTEMHUX pilleHHsX. Briepie obrpynToBaHo BiactuBocTti 3CII



KpunrtorpadiyHux nepeTBopeHs B rpymi Toyok EK ta ymoBu 3actocyBanHs EK B NOCTKBaHTOBUI niepiog, M0
JIO3BOJIJIO 3MIHUTU MaTEMAaTUYHY MOZE€JIb FeHepyBaHHS KpUNTOCTiINKUX 3CI1 B HANPSIMKY NiABUILEHHS PiBHS
cTilikocTi KpunrorpadgiuHux rnepe-TBopeHb Ha 6a3i EK y Bunazky nosiBu KBaHTOBOI'O KOMITIOTEPA i3 3HAaUEHHSIM
pericTpa, mo 6yze JOCTaTHIM [JIsi KpUIITOHAJI3y aCUMET-PUYHUX KPUIITOIIEPETBOPEHD CY4aCHUX PO3MIpiB.

YO 0CKOHa/IEHO METO, 00U CJIEHHSI HOPMU Yepe3 ieTepMiHaHT matpuli Cusnbsectpa npu noodyzosi 3CIT EK
BEJIMKOTO NOPSAKY 6a30BOi TOUKM 1171 KpUIITOrpadiyHMXK 3aCTOCYBaHb, 1110 Bilpi3HIETHCS Bif, iCHYIOUNX
BHMKOPHCTaH-HSIM OCOOJIMBOCTEH BHYTPIlIHbOI 6YI0BU MAaTPHULli IPU OOYMCJIEHH] JeTepMiHaHTa Ta JO3BOJISIE
MIPUCKOPUTHU 3HAXOKEHHS NOPAIKY KpUBOi Ta popmyBaHHS KopTexy 3CII EK. YnockonaneHo Ta afanToBaHO i,
HaliOHAJIbHI CTAaHTAPTH eJleKTpoHHoro nudposoro nianucy (LI1) Ta HanpasneHoro mudpysanHs (HII)
MaTeMaTU4Hy MOJeJib T06YI0BU KPUNTOCTIMKUX apaMmeTpiB 1151 EK, o BU3HaveHi HaJ ABIIKOBUM I10JIeM, B
YMOBax NPOTUIii KBAHTOBOMY KPUIITOAHAJIi3y, IO BiAPi3HAETHCS Bif] iCHYIOUMX BUKOPUCTAHHSIM ONTAMAJIbHUX (32
9aCOBMM IIOKa3HUKOM) METOIiB o6uncieHHs nopsaaky EK ta nogasnemoi nobynosu 3CII i 703B0oJIsIE IPOIOBXUTH
BHUKOPHUCTaHHS TaKMX KPUIITOIIEPETBOPEHD 6€3 CYTTEBOI 3MiHU iCHYI0YOi MaTeMaTU4YHOi 6a3y Ta IPOrPaMHOro
3a0€311e4eHHs HaBiTh iCJIs [105IBU KBAaHTOBOTO KOMIT'IOTEPA, 110 3[JaT€H BUKOHYBATU KBAHTOBI aJITOPUTMU
KPUIITOAHAai3y. YOCKOHAJIEHO MOJeJli IOPYIIHUKA Ta 3arpo3 AJ1sl CyYaCHUX Ta NEePCHEKTUBHUX KPUIITOrpadiyHUX
[IepeTBOPEHb, 110 JO3BOJIMIIO OOIPYHTYBATU BUMOTH 110 po3Mipis 3CII B yMoBax MOsIBM KBAaHTOBO-TO KOMIT'IOTepa Ta
3aCTOCYBAHHS MOro /11 KpuntoaHasnizy. OTpMMaHi IpakTU4Hi pe3ybTaTy [OJsIraloTh Y HacTynHOMY. Po3po6iieHo
[IpOrpaMHU 3aci6, 0 30aTEH TeHepyBaTH NapaMeTPU BUCOKOI'O Ta HAaJBUCOKOTO PiBHIB CTIMKOCTI 3a
NI0JIIHOMiaJIbHUI 4ac, Ta IPYHTYETb-CSl HA BUKOPUCTaHi MOZieJell Ta METOIIB, 10 6y po3po6JeHi Ta
yIOCKOHaJIeHi. 3pobiieHo npono3utiii, monpo mopudikauii 6azu 3CIT KpunronepeTBopeHs B IitouoMy cTaHnapTi ELITT
Ykpainu [JCTY 4145-2002 y HanIpsIMKY IOIIOBHEHHS iCHYIOUMX ITapaMeTpiB po3mipamu Bif 431 6ita no 1031 6ita, gJ1s
NiABUILEHHS PiBHS CTIMKOCTI KpUNTOrpadivyHUX NEPETBOPEHD, IO HA JAHWI MOMEHT HIUPOKO BUKOPUCTOBYIOThCSI
I71s KpunrorpadivHoro 3axucty iHdopmatii B VKpaiHi, y BUNIaKy IOSIBM KBAHTOBUX KOMITIOTEPIB 3 MOXJIUBICTIO
30iICHEHHS KPUIITOAHAJIi3y 3a MOJIiHOMiasIbHAN Yac. Ha OCHOBI IPOBEEHOr0 aHali3y Ta JOCHiIKEHHS MO EIeN Ta
METO/IiB 00UMCIIEHHS KiIbKOCTi TOYOK Ha EK, 3anpornoHoBaHo MeTOIM Ta 3ac00U MOOYI0BY KpUNTOrpadivHmx
CTIMIKMX ITapaMeTPiB AJ1s1 KPUIITOIIEPETBOPEHD, BU3HAYEHUX B HallioOHa/bHUX cTaHgaprax ELIIT ta HIII, 3a ymoBy, 1m0
KiHLIeBUI KOPUCTYBa4 MOXXE BJIACHOPYY r'eHepyBaTH co0i 3arajibHi napaMmeTpu BiJIIOBiIHO 10 IOTpe6
BMKOPHUCTaHHS y Kpunrorpa@iyHux goparkax. OTpUMaHO aHaliTUYHI CIiBBiHOLIEHHS, 11J0 BU3HAYAl0Th YMOBHU
3abe3nedeHHs CTIHKOCTI Cy9acHUX KPUIITOCUCTEM MTPOTH KBAHTOBOT'O KPUIITOAHATI3Y, 8 TAKOXK 3aIIPOIIOHOBAHO
HaIpPSIMKU PO3BUTKY IIOCT-KBAaHTOBUX KPUIITOAJITOPUTMIB [J1s1 3a6e3eyeHHs 3aXUcTy iHdopmauii micsis nossu
KBaHTOBUX KOMII'I0TePiB. OTPMMaHO OLiHKM (HallpUKJaj, BUKOPUCTAaHHS MOJM(PiKOBAaHOTO METOLly HOPMYBaHHS Ja€
BUTpalll y 4yaci npu6sn3Ho Ha 15% y NOopiBHSIHHI 3i CTAHJAPTHUM METOAO0M) Ta aHAITUYHI CIiBBiTHOLIEHHS [JIs
pearnisanii MeTony 06YMCIeHHSI HOPMU Yepe3 AeTepMiHaHT maTpuli CUIbBECTPA, SIKi MOXKYTb OYTU 3aCTOCOBAHI B
IIporpamMHux 3acob6ax npu no6ynosi 3CI1, a cam MeTog, BiZilIOBiHO 10 IIbOTO MOXe OYTH po3rapajeseHui 3

MOJAJIbIIUM MiAHATTAM MOTo UIBUIKOIII 1J1s1 BEJIMKUX 3HaY€Hb PO3MipiB 6a30Bux napameTpiB EK.

2. The thesis is devoted to solving an important scientific problem, which consists in the development of models
and methods for cryptographic transformations in groups of points of elliptic curves (EC) strong general system
parameters (GSP) generating, justification the possibilities of using such parameters in the post-quantum period,
generating strong GSP for high and ultrahigh security levels cryptographic transformations in EC groups of points
mean implementation for national asymmetric cryptographic transformation standards. The object of the research
is generating strong GSP for cryptographic transformations in EC groups of points over a finite binary field
process-es. Subject of research is generating strong GSP for using in modern cryptographic applications methods,
includes using in the post-quantum period. In the thesis norm of element value from p-adic elements ring with the
help of Sylvester matrix determinant which can be used to find the trace of the Frobenius endomorphism when
computing the EC order for using in cryptographic transformations calculation technique was developed for the
first time. This allows significantly reduce the EC order computation complexity because of the lack of necessity to
switch between bases in certain system solutions. Cryptographic transformations in the group of EC points GSP
features and conditions of their use in the post-quantum period were grounded for the first time. Such decision



allowed changing generating strong GSP mathematical model along the lines of cryptographic transformation
based on EC security level increasing in case of quantum computer with sufficient value register for modern sizes
asymmetric cryptographic transformations cryptanalysis appearance. Norm computation method with the help of
Sylvester matrix determinant for the large order base point EC GSP generating was improved. Proposed method
differs from existing by using the features of the internal structure of the matrix for determinant computing. This
allows curve order finding and GSP cortege generating forcing. Strong GSP for EC which determined over binary
field mathematical model generating in the conditions of quantum cryptanalysis counteraction was improved and
adapted to the national standards of electronic signature and asymmetric encryption. Proposed method differs
from existing by using optimal (by time indices) computing EC order and further GSP generating methods. This
permits to keep on using such cryptographic transformations without changing of existing mathematical base and
software even after quantum computer which will be capable of quantum cryptanalysis algorithms performing
appearance. The intruder and threat models for modern and prospective cryptographic transformations were
improved which allowed to substantiate the require-ments for GSP size in the conditions of the quantum
computer, which can be used for cryptanalysis appearance. The obtained practical results are follows. A software
tool that is capable of generating parameters of high and ultra-high security levels for polynomial time was
developed. It's based on using models and methods that have been developed and improved. Proposals for GSP
cryptographic transformations based on the modifications for the national digital signature standard DSTU 4145-
2002 currently in force were made. Modifications touch on the issue of additions the existing parameters with the
sizes from 431 bits to 1031 bits. This is necessary for cryptographic transformations security level increasing.
Because such type of cryptographic transformations are currently used for cryptographic security in Ukraine.
Then quantum computer will have to have more than 7,000 qubits for cryptanalysis. Based on conducted analysis
as well as computing the number of EC points models and methods research on conditions that user according to
the cryptographic applications needs can independently generate GSP in the dissertation methods and means for
generating elliptic curves general system parameters for the nationals standards of electronic signatures and
asymmetric encryption are proposed The analytical relations which determine the conditions for ensuring the
modern cryptosystems security against quantum cryptanalysis were obtained. Also areas of development of post-
quantum cryptographic algorithms for information protection after the quantum computers appearance were
proposed. Estimates (for example, the use of the modified norm computation method gives a gain of about 15% in
the time complexity in comparison with the standard method) and analytical relations for implementing the norm
computation method with the help of the Sylvester matrix determinants were obtained. Derived result can be
applied in the GSP generating software. The obtained scientific and practical results are implemented at the
performance of researches which are related with strong EC GSP generation. The developed proposals were used
for creating software and in the education.
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