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1. Mogzeni Ta MeTOM TOOY0BY OllepalliHUX BY3JIiB 117151 10J1iB ['asya, sIKi BUKOPUCTOBYIOTbCS IPU

KpunrorpadiyHoMy 3axUCTi iHPpopmallii Ha OCHOBI €JIINTUYHUX KPUBUX

2. Models and methods for constructing operating units for Galois fields used in cryptographic data protection
based on elliptic curves

Pedepar:

1. Inceprariito NpUCBSYEHO BUPIIIEHHIO HAYKOBO-TIPUKJIAIHOTO 3aBJJaHHS CTBOPEHHSI ONlepalifiHUX BY3JIiB 17151
noJiiB ['asya, sIKi BUKOPUCTOBYIOTBCSI IPY KpUNTOrpadivHOMY 3aXUCTi iHpopMallii Ha OCHOBI eINTUYHUX KPUBUX.
OCHOBHY yBary npufijieHo po3pooLii MeTO/iB OLiHIOBaHHS 4aCOBOi, CTPYKTYpPHOI Ta EMHICHOI CKJIaZHOCT]
IIOMHO>XKyBauiB €JIEMEHTIB po3mnpenux nois I'anya GF(dm), MeTony OLiHIOBaHHS CKJIQIHOCTI 3/10My anapaTHUX
3aco6iB K3I Ta MmeToy MacKyBaHHs iXHbOI pOOOTH, a TAaKOXK BOOCKOHAJIEHHIO METOAY BOYZOBAaHOT'O TECTYBaHHS
omnepauiiiHux By3siB. OLiHIOBAaHHS CKJIAIHOCTI 6a3yeThbCsl Ha [IPECTaBI€HHI CTPYKTypY IIOMHOXKYBAYiB y BUTJISA]
MaTpulli mogudikoBaHUX KOMipoK ['inga, 3 nepBUHHUM aHali30M IXHbOI CKJIaIHOCTI 1151 Pi3HUX MOJIB i
BpaxyBaHHSIM OTPUMaHUX PE3yJbTATiB IPU OLiHIOBAHHI CKJIaAHOCTi IOMHOXYBauiB. 3aCTOCYBaHHS pO3POOJIEHUX
METO/IiB O3BOJINJIO BUBHAYMTH HAlKpalli B IOPiBHSHHI 3 ABIMKOBMMH PO3MIKpeHi noss 'anya (cepeq noJis 3

Ipu6JIM3HO OHAKOBOIO KiJIbKICTIO eJleMeHTiB). Humu BusiBUIIMCS 11011 3 XapakTepucTukamu 3, 5 ta 7. Takoxx



BCTAHOBJIEHO 3HAYHO MEHIIY CTPYKTYPHY CKJIaJIHiCTh [IOMHOXKYBaiB 171 [10JIIHOMiaIbHOTO 6a3UCy B IOPiBHSHHI 3
HOPMAaJIbHUM, 110 MOSICHIOE CKJIAIHOCT] iMIJIeMeHTallil IOMHOXXYBayiB [J1s1 HopMasibHOro 6asucy B ITJIIC.
3anponoHOBaHo i peasnizoBaHO METOM, MAaCKyBaHHS pOOOTH iHBEPTOpiB. BooCKOHasIEHO METO/, BOYLOBAaHOIO
TeCTyBaHHSI IOMHOXYyBauiB. Peasi3oBaHoO 3acib MPOEKTYBAaHHS y BUIJISIZ] FeHEPATOPa MOZesel IOMHOXKYBAUiB Ta
iHBEPTOPIB, 3 10r0 IOIIOMOr0I0 pO3PO6JIEHO Psifi IOMHOXKYBAUiB Ta iHBEPTOPiB, BUKOHAHO NEPEBIPSIHHS
aJleKBAaTHOCTI 3alIpOIIOHOBAHMX METOZIB Ta 3aCc00iB, 37iliCHEHO iXHe BIpoBaiKeHHs. Pe3ynbraTtu gucepraliitHol
Po6OTH BIIPOBAIKEHO I1iJ] YaC BUKOHAHHS NPOEKTHUX poobiT Ha . AL-NABAA Network Solution L.L.C. (barpag,
Ipak), npu npoBeeHHi Aep>KO0AKeTHOI HayKoBo-1ocinHoi pobotu 1B /KIBEP «IHTerpanis meTonis i 3aco6iB
BMMipIOBaHHSI, aBTOMAaTH3allii, OIIpalioBaHHs Ta 3aXUCTy iHdopmauii B 6a3uci Kibep-PisnyHux cuctem» Ta B

HaBYaJILHOMY Ipoueci HanioHasibHOro yHiBEpCUTETY «JIbBIBCbKA MOJITEXHIKAY.

2. The dissertation is devoted to the solution of the scientifically applied problem of creation of operating units for
Galois fields used in cryptographic data protection on the basis of elliptic curves. The main attention is paid to the
development of methods for estimating the time, structural and capacitance complexity of multipliers of elements
of extended Galois fields GF(dm), the method of assessing the complexity of hacking hardware cryptographic data
protection tools and the method of masking their work, as well as improving the method of embedded testing of
the operating units. Complexity estimation is based on the representation of the multiplier structure in the form of
a matrix of modified Guild cells, with an initial analysis of their complexity for different fields and taking into
account the results obtained when evaluating the multiplier complexity. The application of the method: an
extended Galois field is selected; the basis for representing the elements of the Galois fields is selected; the basic
elements of the multiplier are selected; the structure of the basic elements is selected; the structure of the
multiplier is selected; the selected type of complexity is analyzed, relative values of complexity parameters are
formed with respect to similar parameters of the extended binary field; studies are repeated for all selected to
analyze extended Galois fields; the results of the study are recorded; the best field is determined. The application
of the developed methods allowed us to determine the best Galois extended fields in comparison with the binary
ones (among fields with approximately the same number of elements). They were fields with characteristics 3, 5
and 7. A significantly lower structural complexity of multipliers for the polynomial basis than the normal one was
also established, which explains the difficulty of implementing the multipliers for the normal basis in the FPGA. A
method of masking the operation of inverters is proposed and implemented. The method of built-in multiplier
testing is improved. Code combinations that will never be encountered when processing elements of an extended
Galois field during normal operation of processor nodes, memory nodes, and data channels exist. These unused
(forbidden) code combinations can be used to monitor the performance of data protection tools while performing
their essential functions (built-in controls can be implemented). But 100% of all, even single, errors can not be
detected. The results obtained should be considered as an estimate of the proportion of errors that can be
detected by the proposed method. A table-based method for describing the occurrence of erroneous codes is
suggested. The method of masking the operation of hardware units for finding inverted elements in extended
binary Galois fields in a polynomial basis is presented. The development of a method of masking operating nodes
for Galois fields used in data protection based on elliptic curves consists in equalizing the computation time of
inverted elements in a polynomial basis by refusing to use the Euclid generalized algorithm in favor of direct binary
algorithms or exponential algorithms. The use of exponential algorithms requires the efficient operation of
squaring or finding the square root. Masking through the use of the proposed methods leads to an increase in the
time of finding the inverted element and (or) to an increase in hardware costs. The structure of the special
processor for processing elements of extended Galois fields is proposed. The design tool was implemented in the
form of a generator of multiplier and inverter models, with its help a number of multipliers and inverters were
developed, checks of adequacy of the proposed methods and means were carried out, their implementation was
carried out. The results of the dissertation work are implemented during the execution of design works on f. AL-
NABAA Network Solution L.L.C. (Baghdad, Iraq), during the state budget research work of the DB /KIBER
"Integration of methods and means of measuring, automation, processing and protection of information in the
base of cyber-physical systems" and in the educational process in Lviv Polytechnic National University.
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