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Pedepar:

1. Y puceprauiiiHoMy JOCTiIKeHHI IPOaHali30BaHO 3B'SI3KY MIX 3arp03aMU Ta BPasjIMBOCTSIMU B CyYaCHUX
Kibepcucremax. BcTaHOBJIEHO, 1110 3aJ1€KHOCTI MiXK HUMUM MOYTb MaTH HEOIHApHUI XapaKTep Ta BU3HAYaTH Pi3HUN
piBEHb CYMICHOCTI SIK MIXX BPa3JIMBOCTAMM, TaK i MIXK [MOJiIMU IIpU peanidauii atak. JocuigkeHo metonu
CTPYKTYPHOTIO aHaJi3y CKJIAAHUX CUCTEM, SIK OCHOBHUI iHCTPYMEHT [JIs1 IbOrO BUKOPUCTaHO Q-aHai3 ATkiHa. Ha
OCHOBI iH(popmallii Ipo 3arpo3u Ta BpazanBOCTi KibepcucTeM N06YI0BaHO CTPYKTYPHY MOJEJIb iX 3B'SI3KiB Y BUTJISAI
CIMIUTIL[IAHOTO KOMILJIEKCY. PO3p06J1IEHO OCHOBHI alIrOPUTMU 17151 IOOYIOBYM TaKOi CTPYKTYPHOI MOZIEJIi Ha OCHOBI
MaTpULi iHIUIEHTHOCTI 3arpo3 Ta BPa3IMBOCTel KibepcucTeMy. BusHau€HO OCHOBHI CTPYKTYPHi KOMIIOHEHTH Ta

XapaKTepPUCTUKY CUCTEMU 3arpo3 Ta BPasjIMBOCTE 111 iX BUKOPUCTAHHS Y I10JAJIbIIOMY PO3PAaXyHKYy PU3UKIB.



OTpUMaHO CTPYKTYPHIi XapaKTEPUCTUKU B3a€MO3AJIEKHOCTI MK BPa3JIMBOCTSIMY Ta 3arpO3aMu JJIsl OLIHIOBAHHS
3arajibHOTO pU3MKY. BCTaHOBJIEHO, IO pe3yIbTaTOM peasiizallii aTak Ha Kibepcuctemy OyAyTb BTPaTH BeJIMYMHA
SIKMX 3aJIEKUTh BiJl CyMiCHO BUKOPMCTaHMX BPasanBOCTeN. [1py 11bOMY yHiBEpCalbHUM iHCTPYMEHTOM YTOYHEHHS
CYMIiCHMX BTPAT 3apa3 € JIMlIe eKCIIepTHE OLiHI0BaHHs. BUKOpUCTOBY0UM I0OY0BaHi CTPYKTYPHI XapaKTepUCTUKHU
17151 CACTEMH 3arpo3 Ta BPa3jIMBOCTEN pO3PO6IEHO METO/] PO3PAXYHKY PU3UKY HA OCHOBI aJITOPUTMY CTPYKTYPHOTO
CHHTE3y CMCTEMHU Ta OLiHOK BEeJINYMH BTPaT. [IpoaHanizoBaHO MOKJIMBOCTI TPAKTUYHOTO BUKOPUCTAHHS
PO3p06JI€HOI METOIMKY OLIiHIOBAaHHS PU3UKY, 11715 IPUKJIAJiB B3a€MO3B's13KiB BPa3/IMBOCTEN Ta 3arpo3 y XMapHUX
cepeloBULIAX Ta iHPOPMaLiHUX 06'€KTaX KPUTUYHOI iHPPACTPYKTYPU PO3PAXOBAHO OL[iHKYM BTPAT Ta PU3UKY.
[IpoBeneHO MOPiBHAHHS OTPMMAHUX PE3yJIbTATIB 3 OLIHKAaMU PU3KMKY 3a CIIPOLIEHOI0 IPOLENYPOIO, 110 irHOpye

CKJIaJIHi 3B’13KM BPa3JIMBOCTEN Ta 3arpos.

2. The dissertation study analyzed the connections between threats and vulnerabilities in modern cyber systems. It
was established that the dependencies between them can be non-binary in nature and determine a different level
of compatibility both between vulnerabilities and between events during the implementation of attacks. Methods
of structural analysis of complex systems were studied, Atkin's Q-analysis was used as the main tool for this. Based
on information about threats and vulnerabilities of cyber systems, a structural model of their connections in the
form of a simplicial complex was built. The main algorithms for building such a structural model based on the
matrix of the incidence of threats and vulnerabilities of the cyber system have been developed. The main structural
components and characteristics of the system of threats and vulnerabilities are determined for their use in the
further calculation of risks. The structural characteristics of the interdependence between vulnerabilities and
threats for the overall risk assessment are obtained. It has been established that the result of attacks on the cyber
system will be losses, the amount of which depends on the jointly used vulnerabilities. At the same time, the
universal tool for clarifying compatible losses is now only an expert assessment. Using the constructed structural
characteristics for the system of threats and vulnerabilities, a method of risk calculation was developed based on
the algorithm of structural synthesis of the system and estimates of losses. Possibilities of practical use of the
developed risk assessment methodology were analyzed, loss and risk assessments were calculated for examples of
relationships between vulnerabilities and threats in cloud environments and information objects of critical
infrastructure. A comparison of the obtained results with risk assessments based on a simplified procedure, which
ignores the complex connections between vulnerabilities and threats, was made.
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