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Pedepar:

1. ¥ BcTyni nokas3aHO aKTyasibHICTh Ta OCOGJIMBOCTI 3aCTOCYBAHHS TEXHOJIOTII po3noginenux peectpis (Distributed
Ledger Technology (DLT) Ha oCcHOBi 6J10K4€eliHY, sIKa CTa€ BCe OiIbll [TOMYJISIPHOIO 3aBIKU IPO30PUM TPaH3aKIIisIM
Ta BiICYTHICTIO TOCEPEIHUKIB a00 LEHTPaJIbHUX KEPYIOUMX OpraHiB. B nepuomy po3aisni guceprauitHoi po6oTu
IIPOBEIIEHO aHaIi3 icHyo4Yux TexHosorii DLT, BcTaHoBiIeHi ix nepesaru ta Henosiku. [Tokasano, mo Bimomi
cucremu, nodynosaHi Ha DLT, maloTh psp cepito3HUX HeoJiKiB. Po3nofineHa cucrtema NoOBMHHA MaT MexXaHi3M
MacuTabyBaHHs [ afanTalii 0 3MiHM po6040oro HaBaHTaKEHHS y Oy>Ke IIMPOKUX MeXax. Y TOM Xe yac
MIBUAKICTh OOPOOKM JaHUX Y BiOMUX MONYJSIPHUX cucTeMax Bitcoin Ta Ethereum HeBucoka - 1i cuctemu
00po6sI0Th TPpU6AM3HO 7 Ta 15 TpaH3akuiil 3a cexyHAy (tps) nepuia ta go 119 tps gpyra. Lli noka3HuKy He3piBHSIHHI
3 TPAIULiHUMU LIEHTPasi30BaHUMU CUCTEMaMHU, 1110 OOPOOJISIIOTh TUCSYi TPAH3aKLill Ha CEKYHY. Y IPyromy
P03 AucepTaliiiHol po60TU IOCAITKEHO MIISIXY NiABUIIEHHS €(DEKTUBHOCTI 0OPOOKU TpaH3aKIill Ta
MacmTaboBaHOCTI pO3IIOLiNIEeHOro peecTpy. Y TPeTbOMY PO3Lii AuCepTaLiliHOI po60TH [T0Ka3aHO, 10 [IpU

(dopmyBaHHi POS KOHCEHCYCY KBa3iBUIIaIKOBUM YNHOM y KO)KHOMY CJIOTi €[10XH Bifj0yBaeTbCsl GOPMYBaHHS CKIIALy



KOMITETIB Ta poJIell KOOPIUHATOPIB y HUX (YTBOPIOBau OJIOKIB, aT€CTATOP, arperarop). Jlaui atectatop mignucye
OCTaHHiH, Ha OT0 NyMKY, TpPaBUJIbHUM OJIOK Y CJIOTI, @ arperatop roefHye pe3yabTaTy aTecTallii B OguH
MyJbTinianucom. Ilpy 1jpoMy He BUKJIIOUEH] aTaky MaHiIlyJisLielo K Ha (pOpMyBaHHS CKJIally KOMITETiB, Tak i Ha
BUOIp 3i CIMCKY KOOPAMHATOPIB aTecTaTropa abo arperatopa. ToMy BaKJIMBUM 3aCOO0OM 3aXUCTY Bif] TAKMX
MO>KJIMBUX MaHiINyJisiLifl € po3po6ka MeTo/y KBa3iBUNAaKOBOTO NepPeMilllyBaHHS JOBIJIbHOI YMCI0BOI MHOXKUHU, 1110
peaJsIbHO rapaHTye 3axUIEeHICTh Bifl MOoAiOHMX MaHIinyssauiil. Po3nin npucesyeHui NOCiIP)KeHHIO MOKIMBOCTI
3aCTOCYBaHHS y KOMII'IOTE€pHIl Kpunrorpadii HalpoCTilNX M0JI0>KEeHb TeOPii HeNiHINHUX JUCKPETHUX
IVHAMIYHUX CUCTEM, OCHOBHOIO XapAaKTEPUCTUKOIO AKMX € XaOTUYHICTb. Y YETBEPTOMY PO31iJi AXCEPTALIHO]
pobOTH po3pobIIeHO eKCIIEpUMEHTAIbHY JielieHTpastizoBany rmatdopmy Waterfall. [TinTBeprkeHO CLIPOMOSKHICTD

Ta [IPaBUJIbHICTb TEXHIYHUX pillleHb, 3aCHOBAHUX Ha PE3yJIbTaTaX AUCEPTALiHOTrO JOCIiIKEHHS.

2. The introduction shows the relevance and characteristics of Distributed Ledger Technology (DLT) based on
blockchain. This technology is becoming increasingly popular due to its secure and transparent transactions, as
well as its elimination of intermediaries and central governing authorities. Despite the growing demand for
applications and research efforts in the field of DLT, its widespread adoption is hindered by the low efficiency of
existing solutions. Therefore, enhancing the efficiency of applied solutions remains a proper scientific and
technical challenge, to which this research is dedicated.The object, subject, tasks, and methods of the research
have been defined. The scientific novelty and practical significance of the obtained results have been presented.
The researcher's contribution has also been highlighted. In the first section of the dissertation, an analysis of
existing DLT technologies is conducted, identifying their advantages and disadvantages. It is demonstrated that
well-known systems built on DLT suffer from several significant drawbacks. A distributed system should have a
scalability mechanism to adapt to changing workloads within wide boundaries. However, the data processing
speed in popular systems like Bitcoin and Ethereum is slow, processing approximately 7 and 15 transactions per
second (tps) first one and up to 119 tps the second one, respectively. These figures are incomparable to traditional
centralized systems, which can handle thousands of transactions per second. In the second section of the
dissertation work, ways to improve the efficiency of transaction processing and scalability of the distributed ledger
are investigated. In the third section of the dissertation, it is shown that in the formation of the PoS consensus, the
composition of committees and coordinator roles (block proposer, attester, aggregator) is quasi-randomly
determined in each epoch slot. Next, the attester signs the last valid (according to their judgment) block in the
aggregator slot, combining the attestation results with a single signature. However, attacks on both the formation
of committee compositions and the selection of coordinators as attesters and aggregators cannot be ruled out.
Therefore, an important means of protection against such potential manipulations is the development of a method
for quasi-random shuffling of an arbitrary numerical set, which can effectively guarantee protection against such
manipulations. This chapter is dedicated to investigating the possibility of applying the simplest principles of
nonlinear discrete dynamic systems theory, characterized by chaos, in computer cryptography. The capability and
correctness of the technical solutions based on the findings of the dissertation research have been confirmed.
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