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2. MECHANISMS OF PUBLIC GOVERNANCE OF CYBER SECURITY IN MODERN CONDITIONS

Pedepar:

1. Y puceprauii mociipkeHO HallioHabHi cTpaTerii KibepOe3neKku Ta y3arajJbHEeHO TEHIEHLii PO3BUTKY CUCTEM
Kibep6e3neKy MPOBiAHUX KPaiH CBIiTy Ta ix 06'elHaHb, CTaH PO3BUTKY Mi>XKHApOJHOI B3aeMoii, BU3BHAYEHO MepeJiiK
Ta 3MiCT HAYKOBO OOI'PYHTOBAHUX IIPOIO3ULiH OO MifiBUIIIEHHS CIIPOMOXKHOCTI YKpaiHU afieKBaTHO [IPOTUCTOSITH
3arposam y cgepi Kibepbesneky Ta po3BUTKY Hal[iOHAJIbHOI CUCTEMU Kibepbesneku. Y guceprallii 00IpyHTOBaHO
PO3BUTOK M€XaHi3MiB IIyOJIIYHOrO YIIPaBJIiHHA y cdepi KibepOe3neKu SIK MPioOpUTeTy nepKaBHOI MOJITUKY B YKpaiHi
Ta M0JIaHO HAIIPSIMU iX YAOCKOHAJIEHHS HAa OCHOBI 3aIIpOBaIKEHHS KOMIIJIEKCHOTO MeXaHi3My. Y pob6oTi 3ziiicHeHO
YIOCKOHAJIEHHSI KaTeropiliHO-TIOHSTIMHOrO anapary y cdepi Kibepbesneky, 3alipollOHOBaHO HAIPSIMKU
ynockoHaneHnHs Crparerii Kibep6e3neku Ykpainu Ta 3akoHy Ykpainu “IIpo oCHOBHI 3acany 3a6€31e4eHHs
Kibepb6e3neku YKpaiHn”, iHIIKX aKTiB 3aKOHOAABCTBA Y Lill cdepi, BLOCKOHATIEHO IPABOBUI MEXaHi3M 3a06e3Me4eHHs

KibepOe3neKu, OpraHizalitHO-TEeXHIYHMUI MEeXaHi3M IiABUIIEHHS IKOCTi POOIT 3i CTBOPEHHSI Ta OLiHIOBAaHHS



BiNOBiIHOCTI 3ac06iB, mpotecis i cucteM. Kio4oBi cyoBa: Kibepoesneka, B3aeMoJist 1pu KibepiHIUgeHTi, 0OMiH
indopmauiero npo iHIKUIEeHTH Kibepbesneky, 6e3neka iHpopmalii Ta Mepesx, cepTudikallis 3 Kibepbesneku, 06'eKT
KpUTAYHO]I iHOopMaLiiiHOiI iHPPaCTPYKTYpH, OLiHKa BiANIOBigHOCTI y cepi Kibepdesneku.

2. In the Dissertation, National cybersecurity strategies were researched and generalized the trends of
cybersecurity systems development in the leading countries and their associations, Ukraine's cybersecurity
international cooperation. The list and content of scientifically substantiated proposals for improving Ukraine's
ability to adequately confront cybersecurity threats and the development of the national cybersecurity system
have been identified. The dissertation substantiates the development of public governance mechanisms in the field
of cybersecurity as a priority of state policy in Ukraine and presents their improvement directions based on the
implementation of a comprehensive mechanism. Improvements of the categorical and meaning apparatus in the
field of cybersecurity, are made in the work and presented, directions of improvement of the Cybersecurity
Strategy of Ukraine and the Law of Ukraine "On the basic principles of providing of cybersecurity of Ukraine",
other acts of the legislation in this sphere, the legal mechanism of ensurance of cybersecurity are improved, the
institutional mechanism to create and evaluate the compliance of the ICT products, processes and systems that
are involved (applied) on critical infrastructure objects, to ensure the trust of the results of the information
security assessments in the information and communication systems the creation of a discussion panel at the
authorized state body was proposed. Also, a sectoral approach to the formation of critical infrastructure objects in
which critical information infrastructure objects should be identified is proposed, motivational mechanisms as one
of the primary steps of development of public-private cooperation in cybersecurity, as well as proposals to public
authorities to enhance cybersecurity. Keywords: cybersecurity, cyber-incident interaction, cybersecurity
information sharing, information and network security, cybersecurity certification and assessment of compliance,
critical information infrastructure, cybersecurity.
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