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BHYTPIilIHIX cripas, Kuis, 2026. [lucepTaniiiHe OCigKEeHHS IPUCBIYEHE KOMIIJIEKCHOMY aHaJsli3y TEOPETUYHUX |
IIPUKJIAJHUX 3aCajl PO3CJlilyBaHHS HE3aKOHHOTO BTPYYaHHS B pOOOTY aBTOMaTU30BaHUX CUCTEM B OpPraHax Ta
YCTaHOBAaX CUCTEMU IIPABOCYs, & TAKOXK OOIPYHTYBAHHIO Cy4aCHUX MiIX0LiB 10 GOPMYBaHHS KPUMiHAIiCTUYHOI
METOJIMKU BUSIBJIEHHS, PO3KPUTTS Ta JOCYLOBOTO PO3CIiAyBaHHS BiAIIOBIIHAX KPUMiHA/ILHUX [IPABONOPYILEHb.
Po6oTa BUKOHaHa y KOHTEKCTi TpaHcdopmaliii KpuMiHaIbHOTO MPOLIECYaTbHOTO 3aKOHOIABCTBA YKpaiHu Ta
aKTUBHOTO BIIPOBAPKEHHS U(PPOBUX TEXHOJIOTIH Y [isSJIBHICTh CYZ0BOI Biau. AKTYaJIbHICTh TEMU 3yMOBJIEHA
iHTEHCHBHMM PO3BUTKOM €JIEKTPOHHOT'O CYJOYMHCTBA, LIMPOKUM BUKOPUCTAHHSIM aBTOMATU30BAHUX CUCTEM
IOKYMEHTOOOIry, €IeKTPOHHUX peecTpiB, LUPPOBUX cepBiciB Ta iHpopMaLiiiHUX 71aTPOPM Y AisJIbHOCTI OPraHiB

npaBocymst. Lli mpoliecu CyTTeBO MigBUIIUINA €PEeKTUBHICTb, ONIEPATUBHICTD i IPO30PICTh CYLOBOrO IIPOBA/I’KEHHS,



OJIHAaK OJJTHOYACHO COPMYBaJIM HOBi PU3UKH, MTOB'SI3aHi 3 MOXKJIMBICTIO HECAHKI[JOHOBAHOTO BTPYYaHHS Y
dyHKUioHYBaHHS iHpopmaniiiHux cucTeM. Taki MOCSIraHHS CTaHOBJISATH iIBUILIEHY CYCIiJIbHY He6e3IeKy, OCKiJIbKU
3/1aTHI BIIJIMBATHU Ha JOCTOBIPHICTb ITpoliecyanbHOi iHpopmallii, IOpsifoK po3NoLiny CIpaB, PyX CyLOBUX
IOKYMEHTIB i 3arajlom Ha aBTOPUTET IIPaBOCYAAs. Y IACEPTallii BCTAHOBJIEHO, IO €JIEKTPOHHE CYJOUYMUHCTBO SIBJISIE
C00010 CKJIaAHY OpraHi3aliliHo-paBoBy Ta iHPOPMALITHO-TEXHOJIOTIYHY CUCTEMY, Y MeKaX SIKOi 3a0e31e4yeThCs
CTBOPEHHSI, 00pO0OKa, NepeiaBaHHsl, 30epiraHHs Ta BUKOPUCTaHHS [IPOLieCyasbHO 3HAUYIIUX JaHuX. Y poOoTi
IOBEJEHO, 110 HE3aKOHHE BTPYYaHHS B pOOOTY aBTOMaTHU30BaHUX CUCTEM y cepi NpaBocynns Mae CKIaIHUM,
6araTtoesieMeHTHUIN XapakTep i GOPMYy€ETHCS Mifl BIJINBOM TEXHIYHUX, OPTaHi3alilHUX Ta JIIOJCbKUX YMHHUKIB. Taki
KpUMiHaJbHi MPaBONOPYIIEHHS, SIK IPAaBUJIO, HE € BUIIAIKOBMMY, a XapaKTE€PU3YIOTHCS NIONEPEAHBOIO MiATOTOBKOIO,
BHMKOPHCTaHHSIM JIETITUMHOT0 260 CJIy>KOOBOTO IOCTYITy O CUCTEM, & TAaKO>K BUCOKUM piBHEM ajiamnTaliii o
udpoBoro cepenosuia. Hait6inpui nomupeHumu popmamMu NpOTUIIPABHOI TOBEJIiIHKY € HECAHKL[IOHOBaHE
BTpy4aHHs B iHpoOpMalliiiHi pecypcy, BHECEHHSI HEJOCTOBIDHUX BilOMOCTEH, BUKOPUCTAHHS CTOPOHHIX 06J1IKOBUX
3anucis, Mogudikaliist abo BUJaJIeHHS eJIeKTPOHHUX JaHMX, & TAKOX iHII Aii, cipsiMOBaHi Ha NOPYIIEHHS
HOPMaJIbHOTO (PYHKLIOHYBAaHHS CUCTEM. BCTaHOBJIEHO, 1110 TPUXOBYBaHHS HE3aKOHHOT'O BTPY4aHHS B pOOOTY
aBTOMATU30BaHUX CUCTEM Y cepi NpaBOCYyAs 3a3BUYall 3[1iMICHIOETHCS IIJIIXOM BHECEHHS 10 CUCTEMU
HEeJIOCTOBIpHUX 260 3MiHEHUX JaHWX, BUKOPUCTAHHS Yy>KUX OOJIIKOBUX 3aIlKCiB a0 CIiJIbBHOIO BUKOPUCTaHHS
3aco6iB aBTOpU3allii, BunaneHHs yu mogudikauii ¢paiisis, €J1eKTPOHHUX 3aNKCiB 200 >KypHaJIiB N0fill, CTBOPEHHS
(IKTUBHUX CITy’)KOOBUX JJOKYMEHTIB 117151 (POPMaJIbHOTO MOSICHEHHS 3MiH Y CUCTEMI, iHCLI€HYBaHHS TEXHIYHUX 300iB
YU IOMUJIOK ITPOTPaMHOTO 3a6e3IeYeHHs], a TaKOX IepeKJIafiaHHs BiflIOBiaJbHOCTI Ha {HIIWX ITPaL[iBHUKIB 260
CTOPOHHIX 0cib. 3a3HaueHe Jae MifCTaBU CTBEPIKYBaTH, 1110 CIIOCI6 yYMHEHHS BiANOBIIHOIO KpUMiHAIbHOTO
IIPaBONOPYLIEHHS OXOIUIIOE HE JInlIE JIii 3 6€3110CcepeqHbOro IPOTUIIPABHOTIO BIJIUBY HA CUCTEMY, a Il KOMILIIEKC
MiArOTOBYMX i MaCcKyBaJIbHUX 3aX0[IiB, CIIPSIMOBAHUX HA YHEMOXKJIMBIIEHHS 260 iCTOTHE yCKJIaIHEHHS BUSBIICHHS
(daxTy BTpy4aHHS Ta BCTAHOBJIEHHS BUHHOI 0co6u. OKpeMy yBary NpuiieHo XapaKTepUCTHULi CJIiI0BOI KApTUHU
3a3HaY€HUX KPUMiHAJIbHUX [1PAaBOIIOPYILIEHb. BCTaHOBJIEHO, 11J0 BOHA Ma€ NI€PEBAKHO LIMPPOBUI XapaKTep i
IIPOSIBJISIETHCS Yy BULJISIAIL JI0T-(aiiiliB, XXypHaJIiB MOAil, 3aMMCiB aBTOPU3allii KOPUCTYBayiB, METaJAHUX 3MiH y 6a3ax
DIAHUX, CHIiJIiB MepeskeBOi aKTUBHOCTI, a TAKOX 03HAK BUKOPHCTAHHS CIIeliai30BaHOro IporpamMHoro 3abe3neyeHHs
ab0 CTOPOHHIX TEXHIYHUX 3aC006iB. Y psifii BUNaAKiB U@ POBi CIiIN TOMOBHIOIOTHCS MaTepialbHUMU Ta
IOKYMEHTaJIbHUMU JIKepesiamu iHpopmaliii, 10 MOXKYTb CBiTUUTH IIPO HASIBHICTb KOPYNUIMHUX 3B'SI3KiB,

HeINpaBOMipHOi BUToid a60 3MOBU MK yYaCHUKaMU IIPOTUITPABHOI Iis/IbHOCTI.

2. Dissertation for the Degree of Doctor of Philosophy in Specialty 081 - Law. — National Academy of Internal
Affairs, Kyiv, 2026. The dissertation research is devoted to a comprehensive analysis of the theoretical and applied
foundations for investigating unlawful interference with the operation of automated systems within bodies and
institutions of the justice system, as well as to substantiating contemporary approaches to the development of a
forensic methodology for the detection, disclosure, and pre-trial investigation of the relevant criminal offenses.
The study was conducted in the context of the transformation of the criminal procedural legislation of Ukraine and
the active implementation of digital technologies in the functioning of the judiciary. The relevance of the topic is
determined by the intensive development of e-justice, the widespread use of automated document management
systems, electronic registers, digital services, and information platforms in the activities of judicial authorities.
These processes have significantly increased the efficiency, promptness, and transparency of judicial proceedings;
however, at the same time, they have created new risks associated with the possibility of unauthorized
interference with the functioning of information systems. Such encroachments pose an increased public danger,
as they may affect the reliability of procedural information, case allocation procedures, judicial document
circulation, and ultimately the authority and integrity of the justice system. The dissertation establishes that e-
justice constitutes a complex organizational, legal, and information-technological system within which the
creation, processing, transmission, storage, and use of procedurally significant data are ensured. The study
demonstrates that unlawful interference with the operation of automated systems in the sphere of justice
possesses a complex and multi-component nature formed under the influence of technical, organizational, and
human factors. As a rule, such criminal offenses are not random in nature but are characterized by prior



preparation, the use of legitimate or official access to systems, and a high degree of adaptation to the digital
environment. The most common forms of unlawful conduct include unauthorized interference with information
resources, insertion of false information, use of third-party user accounts, modification or deletion of electronic
data, as well as other actions aimed at disrupting the normal functioning of systems. It has been established that
concealment of unlawful interference with the operation of automated systems in the justice sector is usually
carried out through the insertion of false or altered data into the system, the use of other persons’ accounts or
shared authentication tools, deletion or modification of files, electronic records, or event logs, creation of fictitious
official documents to formally justify changes within the system, simulation of technical failures or software
malfunctions, and shifting responsibility to other employees or third parties. This provides grounds to conclude
that the method of committing such criminal offenses encompasses not only direct unlawful influence on the
system but also a set of preparatory and concealment measures aimed at preventing or significantly complicating
the detection of interference and identification of the offender. Particular attention is devoted to the
characteristics of the trace pattern of these criminal offenses. It has been established that such a pattern
predominantly has a digital nature and manifests itself in the form of log files, event logs, user authentication
records, metadata regarding database modifications, traces of network activity, and indicators of the use of
specialized software or external technical devices. In certain cases, digital traces are supplemented by material
and documentary sources of information that may indicate the existence of corrupt connections, undue
advantages, or collusion among participants in unlawful activities.
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