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1. MeTop oLiHIOBaHHSI CTaHy 3axXMUILEHOCTI iHPOpMaLiliHUX PECYpPCiB HAa OCHOBI AOCJIIIPKEHHS IPKEPEJI 3arpo3
indopmauiiiHiit 6e3neni

2. A method of evaluation of the condition information security resources is on the basis of researching sources
threats information security

Pedepar:

1. O6'eKT BOCIIIPKEHHS: IPOLEC BUSIBJIEHHS CEPEJl MHOKMHY aKTyaJIbHUX 3arpo3 HalbiIbll HEOe3MeYHuX Ta
3HAYMMMUX /1715 3a6e3nedeHHs 6e3nexku iHpopMaLiliHO-TeJIeKOMYHIKalilHuX cucTeM. [IpeMeT OCIiIpKeHHS: METO]]
OIIiHIOBaHHS CTaHy 3axUIEeHOCTI iHPOpMaLiliHUX pPecypciB Ha OCHOBI LOCJIIIPKEHHS 3arpo3 i ypaszinBocTel
iHopmauiiiniil 6e3newi iHpopMaLilHO-TeJIeKOMYHIKaliIHUX CUCTEM Ta JKepeJl iX IOXOpKeHHs. MeTa poboTu:
nigBuILeHHS piBHA liHPopMaLiiHOi 6e3nexku iHPpopMaLiiHO-TeJIeKOMYHIKALifHUX MEPEXK B YMOBaX BILIMBY 3arpo3 i
yPpa3IMBOCTEN, 32 paxyHOK PO3POOKH U BIIPOBAIKEHHSI METOY OLiHIOBaHHS CTaHy 3aXUIIeHOCTi iHpopmaniitHoro
pecypcy, 110 B iHpopmalliiiHO-TeleKOMYyHiIKal[iiHUX cUCTeMaX LIUPKYJIIoe Ta 00pobsieTbCsl. MeToau NoCiiKeHb:
METOJI €KCIIEPTHOTO OLiHIOBAaHHS, METO/I IAPHUX MTOPiBHSIHb Ta METOJ], aHKETYBAHHS, METOJY1 BEKTOPHO]
onrtuMisaii Ta Teopii imoBipHOCTEN. TeopeTnyHi Ta MPaKTUYHI pe3ysbTaTH i HOBU3HA: BIleplIe PO3POOJIEHO METO],

BU3HAYEHHS HAUOIIbII 3HAUNMUX | Hebe3neyHux 3arpo3 indopmariiiiHiii 6esmneri B iHpopmaiiitHO-



TeJIEKOMYHIKaliIHUX CUCTEMAX, SIKUI UIJIIXOM IIPOBEIEHHS IONAapHUX NOPiBHSIHb Ta 6€3M0CcepeaHbOI OLHKY iX
SKICHUX 1 KiJIPKICHUX [TOKa3HUKIB O3BOJISIE 3 BCi€l MHOKMHY aKTyaJIbHUX 3arpo3 cGopMyBaTy "eTaJloHHY BUGIpKy"
3arpos3 Ta 3abesrneuye B [10JaIbIIOMY MOKJIMBICTb OOI'PYHTOBAHOT'O BU3HAYEHHS TE€HJIEHIii SIKICHOrO 3pOCTaHH4 iX
3HAYYyLIOCTi; OTPMMAB OAAJIBUIOrO PO3BUTKY METOJ], OLIiHIOBAHHS CTaHy 3aXUIIEHOCT] iH(pOopMaLifiHUX pecypciB B
iH(popMaLiIHO-TeJIEKOMYyHIKaL[iHMX CUCTEMaX, SIKUH LJISIXOM CTPYKTypH3allii map "3arpo3a-ypasjuBiCTb" Ta
OLIiHIOBAaHHS iX BIUIMBY Ha LiNiCHICTb, KOHQIEHLIAHICTb, JOCTYIHICTD i cCliOCTEpeXHICTb iHpopMmaliii, 103BOJIsIE
BM3HAUUTHU CTaH 3axXUILEHOCTI iHpopMaLiliHuX pecypciB. Pe3ysbTaTi AUCepTaLiliHuX AOCIiIKEHD peali3oBaHi i
BIIPOBAPKEHI: 1P OOIPYHTYBaHHSI BUMOT [0 CUCTEMU 3aXUCTy iHpopMaLii Bif, HECAaHKLiIOHOBAHOT'O JOCTYITY
OKpEeMUX IificucTeM €IVMHOI CUCTEeMU YIIPaBJliHHA agMiHICTPAaTMBHO-TOCIIOapChbKUMU IIpoliecaMu 306poiiHux Cum
Ykpainu MinictepcTsa 060poHu YKpaiHy,; Mif, yac po3po6bKHU Ta IPOEKTyBaHHS CUCTEMU iHPopMaliiliHoi 6e3rexu
;17151 TOOYZIOBU €JIEMEHTIB CMCTEMU YIIPaBJIiHHS iHPOPMaLiiHOi 6€3MeKU Ta OLiHIOBAaHHS CTaHY 3aXUILE€HOCTI
indopmauiitHux pecypcis; nig yac BukoHanHsg HIIP "Po3po6ka MeToiB Ta 3aCO0iB MifBUILEHHS )KUBYYOCTI

iHopmaliiiHO-KOMYHIKallillHUX CUCTEM B YMOBaX BILJIMBY KiOepHETUMYHUX aTaK" (I1B. POJOBXEHHSI).

2. The object of study: the process of identifying among the many urgent threats to the most dangerous and
important safety information and telecommunication systems. Subject oslidzhennya: state estimation method of
information resources security based on a study of threats and urazlivostey information security of information
and telecommunication systems, and the sources of their origin. Objective: To increase the level of security
linformatsiynoi information and telecommunication networks under the influence of threats and urazlivostey,
through the development and implementation of the method of estimating the state of security information
resource that information and telecommunication systems circulates and is processed. Research Methods:
methods of expert estimation, the method of paired comparisons and survey methods, methods of vector
optimization and probability theory.Theoretical and practical results and novelty: for the first time developed a
method to determine the most important and dangerous information security threats in information and
telecommunication systems, which by means of pairwise comparisons and immediate assessment of their
qualitative and quantitative indicators allows the entire set of current threats to form a "reference sample" threats
and It provides a further opportunity to determine the trend of sound quality growth of their importance; he
received a further development of the method of estimating the state of protection of information resources in
informatsiyno-telekomunikatsinih systems, which by pairs structuring "threat-vulnerability” and evaluating their
impact on the integrity, confidentiality, and availability of observation data, to determine the state of protection of
information resources. Result disertatsiynih doslidzhen realizovani th vprovadzheni: when obrruntuvannya vimog
until the system Zahist Informacie od nesanktsionovanogo access okremih pidsistem €dinoi Sistemi upravlinnya
administrativno-gospodarskimi processes Zbroynih Forces of Ukraine Ministerstva Defense of Ukraine; during
development and planning of the system of informative safety;aey constructions of elements of control system
informative safety and evaluation of the state of protected of informative resources; during implementation of
SRW "Development of methods and facilities of increase of vitality of the of informative-communication systems is
in the conditions of influence of cybernetic attacks"
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