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2. International legal cooperation in the field of combating cybercrime.

Реферат:
1. Роботу присвячено комплексному дослідженню актуальної проблеми теорії та практики міжнародного
права – міжнародно-правового співробітництва у сфері боротьби з кіберзлочинністю. Здійснено
узагальнення основних засад універсальної концепції кіберзлочинності, а також визначення шляхів її
розвитку. На підставі аналізу сучасних підходів до розуміння кіберзлочинності в теорії та практиці
міжнародного права розкрито сутність цього поняття, визначено його основні ознаки, узагальнено
класифікацію. Охарактеризовано процес еволюції інституту міжнародно-правового співробітництва у сфері
боротьби з кіберзлочинністю. Особливу увагу приділено окремим перспективним напрямам міжнародно-
правового співробітництва держав щодо протидії кібернетичним злочинам. Автор дослідила міжнародно-
правове регулювання кібервоєн, розглянула шляхи удосконалення матеріальних та процесуальних норм
інституту міжнародно-правового співробітництва у сфері боротьби з кіберзлочинністю. Здійснено аналіз
правових та інституційних основ протидії кіберзлочинності в Україні, а також визначено можливості



міжнародно-правової кваліфікації кібератак, вчинених на території України під час агресії Російської
Федерації.

2. The work is devoted to the complex study of the actual problem of the theory and practice of international law –
international legal cooperation in the field of combating cybercrime. A generalization of the basic principles of the
universal concept of cybercrime as well as determination of the ways of its development is carried out. On the
basis of the analysis of modern approaches to the understanding of cybercrime in the theory and practice of
international law, the essence of this concept is disclosed, its main characteristics are determined, classification is
generalized. The process of evolution of the Institute of international legal cooperation in the field of combating
cybercrime is described. Particular attention is paid to some promising areas of international legal cooperation of
the states regarding counteraction to cybernetic crimes. The author researched the international legal regulation
of cyberwar, considered ways to improve the material and procedural rules of the Institute of international legal
cooperation in the field of combating cybercrime. Taking into account the special relevance of the chosen topic for
Ukraine, an analysis of the legal and institutional foundations for combating cybercrime in Ukraine was conducted,
as well as the possibilities of international legal qualification of cyberattacks committed on the territory of Ukraine
during the aggression of the Russian Federation. The submitted thesis is a special complex research of
international legal bases and forms of cooperation in the field of combating cybercrime, which determines the
scientific novelty of the research. The paper proposes author's definitions of key concepts: "cybercrime",
"cyberattack", "cyberwar","Institute of international legal cooperation in the field of combating cybercrime". The
author states the existence of different classifications of cyber crime and proposes to generalize and systematize
them according to the following groups: 1) cybercrime under domestic law (criminalized by national legislation); 2)
transnational cybercrime (crimes of international character, criminalized by international agreements); 3)
international cybercrime (international crimes that violate international law, protecting the most important
interests of the international community as a whole, in particular cyberwar). For the first time the existence of the
Institute of international legal cooperation in the field of combating cybercrime was substantiated in the
dissertation research. This Institute is at the stage of formation and carried out at the supranational level within
the mechanisms of international legal assistance and cooperation on criminal cases. There is a significant
fragmentation and heterogeneity of the norms of this institute, which needs harmonization and reconciliation. For
these reasons, it is proposed to initiate the preparation of the Universal Convention on Cybercrime whithin the
UN. In the course of this work, it was made the further development of the rationale for the extension of the basic
principles of international law, as well as special principles (good neighborliness, due diligence, effective control,
double criminality) on international legal relations in the field of countering cybercrime. The informative
characteristics of following special principles: technical neutrality, multistakeholderism (public-private
partnership), equivalence of human rights protection online and offline, have been improved. Separate
consideration is given to the application of international law to prohibit the use of force in cyberspace. In this
context, the author defines the notion of "cyberwar", analyzes its essence and features on the basis of which
cybernetic warfare can be qualified as an international crime. In order to determine perspective directions of
improvement of the institute of international legal cooperation in the field of combating cybercrime, the author
carried out a thorough analysis of substantive legal norms (concerning regulation of Internet of things in
international law, crimes against objects of critical infrastructure, institutional foundations of the international
legal mechanism for combating cybercrime) and provisions on criminal-procedural cooperation (cross-border
access to information, recognition and use of electronic evidence, 24/7 operation of information networks and
computer emergency response teams).
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