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Pedepar/aHoTanis:

1. Incepranjifine gOCIiIyKEHHS IPUCBSIUYEHE PO3POOJIEHHIO JIOKaIbHOI loT-cucTeMn MOHITOPUHTY 11 KOHTPOJIIO
CTaHy IpuMileHb Ha 6a3i nardopmu Home Assistant. AKTyanpHIiCTb gociigxeHHs. CTpiMke nomupeHHs [0T-
pimeHs y chepi aBromaTusallii 371€6i/1b110r0 ClIMpaeThCs Ha KOMEPLilHI XMapOOpieHTOBaHi eKocucTeMu. BoHu
CTBOPIOIOTb OOMEXKEHHS 11010 aBTOHOMHOCTI, IIPO30POCTi apXiTeKTypH, 6€3IeKN Ta KOHTPOJIIO HAJl JaHUMU
KOPHMCTyBauiB. 3arajbHa HayKoBa ITpO6JIeMa IOJISITa€ Y BiICYTHOCTI KOMIIJIEKCHOTO MiAXOAY IO POEKTYBAHHS
MIOBHICTIO JIOKaJIbHUX aBTOHOMHUX CUCTEM. MeTa po60TH - pO3pO06JIEHHS Ta HAyKOBE OOIPYHTYBAHHS apXiTEKTypH i
[IPOrpaMHO-arapaTHOrO KOMIIJIEKCY JIOKaJIbHOI aBTOHOMHOI [0T-CcrucTeMu MOHITOPUHTY 1 KOHTPOJIIO CTaHy
IIpUMIllleHb, OPi€HTOBAHOI HA iHTErpallilo reTepOreHHUX IPUCTPOIB, JIOKAJIbHY OOPOOKY Ta 30epiraHHs JaHUX, a
TaKOX 3a0e3Ie4eHHs MiIBULEeHOro PiBHA iHpopMaLiiiHO] 6e3eKH He3a1eXXHO Bijl 30BHILIHIX XMapHUX CEPBICiB.

O6'eKT mociifykeHHs - npouecu PyHKLIioHyBaHHS IoT-cucTeM MOHITOPUHTY Ta KEPYBaHHS CTAHOM IIPUMIIIEHD 51K



CKJIQJIHUX Kibep}isnuHux cucreM. [IpegMeT HOCTiIKeHHSs - apXiTeKTypHi MiIX04u, METOIM Ta MOJieJli opraHisarii
B3aeMOJIii Mi>K KOMIIOHEHTaMU JIOKaJIbHOI aBTOHOMHOI loT-cucteMu. MeTony nOCIiI>)KeHHS Ta peanisarliis.
BukoHaHoO cuctemHuit aHani3 loT-TexHosoriil. Po3po6sieHo 6araTopiBHEBY apxiTeKTypy JIoKanbHOi loT-cuctemu.
PeanizoBaHO mporpamMHo-anapaTHUi NpoToTUN Ha 6a3i nnatrgpopmu Home Assistant i3 10KaabHUM BUKOHaHHSIM
cueHapii. JJocizKeHO MOXJINBOCTI JIOKaJIbHOI 06POOKU JaHUX HAa OCHOBI iHTETPOBAHOTO AHAJIITUYHOTO KOHTYPY
(MeTonu KyacTepusalii, IpOrHo3yBaHHsI Ta BUSIBJIEHHSI aHOMaiit). HaykoBa HOBU3HA 10OJIsAra€e y cucTeMartusaliii Ta
OOI'PYHTYBaHHI apXiTeKTypHUX pillleHb [1JIs1 TOOYI0BY JIOKaJIbHUX aBTOHOMHUX [0T-cucrem. CpopMOBaHO 1iinicHUN
nigxizg 0o opraHisauii B3aeMogii Mi’xk CEHCOPHMMU NPUCTPOSMHU, IIPOTOKOJIAMU Ta IPOTPAMHUMU KOMIIOHEHTAMU 3
ypaxyBaHHSM BUMOT aBTOHOMHOCTI Ta 6€311eKu 6e3 3a7Iy4€HHS XMapHUX cepBiciB. [[pakTU4He 3HaYEHHS MOJISATa€e y
MOSKJIMBOCTiI BUKOPUCTaHHS PO3POO6JIEHUX PillleHb Iifl Yac CTBOpEeHHs loKaibHUX [oT-cuctem. OTpumaHi
pe3yJIbTaTy MOXKYThb OYTU 3aCTOCOBAHI J1s1 MOOYA0BY IPUBATHUX IHCTAJIALIN 3 MiZBULIEHUM PiBHEM aBTOHOMHOCTI
Ta KOHTPOJIIO HaJ| IaHMMU Y KUTJIOBUX i odicHux O6yaiBisax. Kiodosi cioBa: Intepuet peueii (IoT); apxirekrypa IoT-
cucteM; nepudepiliHi 064ncIeHHs; 6e30POTOBI CEHCOPHI MepeXKi; MOHITOPUHT; aBTOMaTu3allisl; iHdpopMaliiiiHa
6e3neka; Home Assistant.

2. The dissertation research is dedicated to the development of a local IoT system for indoor environment
monitoring and control based on the Home Assistant platform. The relevance of the research. The rapid spread of
IoT solutions in automation mostly relies on commercial cloud-oriented ecosystems. They limit autonomy,
architectural transparency, security, and control over user data. The general scientific problem lies in the lack of a
comprehensive approach to designing fully local autonomous systems. The goal of the work is the development
and scientific substantiation of the architecture and a hardware-software complex for a local autonomous IoT
system for indoor monitoring and control. It is oriented toward integrating heterogeneous devices, local data
processing, and providing increased information security independent of external cloud services. The object of the
study is the functioning processes of IoT systems for monitoring and controlling indoor environments as complex
cyber-physical systems. The subject of the study is the architectural approaches, methods, and models for
organizing interaction between the components of a local autonomous IoT system. Research methods and
implementation. A systematic analysis of IoT technologies was performed. A multi-layer architecture of a local IoT
system was developed. A prototype was implemented using the Home Assistant platform with local scenario
execution. The capabilities of local data processing were investigated based on an integrated analytical framework
(clustering, forecasting, and anomaly detection). The scientific novelty consists in the systematization and
substantiation of architectural solutions for building local autonomous IoT systems. A holistic approach to
organizing interaction between sensors, protocols, and software components is formed, ensuring autonomy and
security without cloud services. The practical significance lies in the possibility of applying the developed solutions
to create local IoT systems. The results can be used to build private installations with high autonomy and data
control in residential and office buildings. Keywords: Internet of Things (IoT); IoT system architecture; edge
computing; wireless sensor networks; monitoring; automation; information safety; Home Assistant.
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