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1. MeToposoriuni ocHOBU Ta iHdoOpMalLlifiHi TexHOoJIOri 3a6e3reuyeHHs rapaHTO3gaTHOCTI iHDopMaLifiHO-KepyIounx

cucreM 3 6araTolibOBUM OOCTYTOBYBAaHHAM

2. Methodological bases and information technologies to ensuring the dependability of information and control

systems with multi-goal maintenance

Pedepar:

1. lucepTaliito IpuCBSIYEHO PO3B’I3aHHIO MPOTUPIYYsl MK BUMOTaMU J10 3a6e3MedYeHHs rapaHTO3/IaTHOCTI, TOYHOCTI
ii onjiHIOBaHHS 17151 06CIyrOBYBaHUX ab0 4aCTKOBO 00CJIyroByBaHUX iHpopMaLiiiHo-Kepylounx cucteMm (IKC) B
YMOBaX iX €BOJIOLiI BHACIILOK 3MiHU LiiNeH i napameTpiB (pi3nYHOro Ta iHpOpMaLifHOrO CepelOBUINA, BAHUKHEHHS
HecrendikoBaHMX BiIMOB Yepe3 IporpaMHo-anapaTHi gedexty i aTaku Ha Bpas3yinBoCTi, 3 OGHOr0 OOKY, i
HEJIOCKOHAJIICTIO iCHYI0UOTr0 HayKOBO-METON0JIOTIYHOrO iHCTPYMEHTapilo, BiICYTHICTIO MOJiesiel, MeTOHIB i 3ac0obiB
iHpopMaLifHUX TEXHOJIOTIH, 38 SIKi JO3BOJIUIA PO3POOUTH i BUOPATU BifIIOBiIHI CTpaTETii 06CIyroByBaHHS Ta ix
napaMeTpu 3a NOKa3HMKaMU FOTOBHOCTI, 6€3BiIMOBHOCTI, 6€3MI€YHOCTI Ta rapaHTO3aTHOCTI B LiloMy. OCHOBHUMU

pe3yJbTaTaMu JOCJIiIPKEHHS €: METO0JIOTiYHI OCHOBH, KOHLIETILIisl Ta IPUHIUIIY 3a6e3I1e4eHHs TapaHTO3aTHOCTI



obcayroByBanux IKC; mopesni crparterii 6ararouiboBoro o6cinyropyBanHs IKC; meTon BU3HAUEHHs TapaMeTpiB
rapanTtozpatHux IKC; cucteMHy MoZiesib Ipolenyp 6araToriaboBoro o6CIyropyBaHHsl, sKa OMKUCYye MHOKMHY CTaHiB
i B3aeMO3B'sI3KM MiX IIpoliecaMy TeCTyBaHHs, OHJIalH-BepUdikaliii Ta OHOBJIEHHS B paMKax 6a30BUX (PparMeHTiB Ta
3B'SI3KM MK HUMHU, (POpPMye MHOXUHY OaraTopparmeHTHUX Mogesei IKC 3 OHOBIIOBaHMM TPOrpaMHUM
3abe3nedeHHsIM; 6araTopparMmeHTHi Mozesi oniHioBaHHS roToBHOCTI IKC 3a yMOB BUHMKHEHHS HecreudikoBaHUX
BiJMOB, aTaK Ha BPa3JIMBOCTI Ta 3MiHU [IapaMeTPiB CEPEOBUIIA IIJISIXOM BpaxXyBaHH [IPOLeAYp NaTyepusaliii,
oHJIalH-Bepu@ikalii Ta NpodiNakTUYHOTO TECTYBaHHS; MYyJIbTU(A3HY MOZEb OLiHIOBaHHS rapanrosnatHocTi IKC,
sIKa BpaXoBYye pi3Hi cTpaTerii 06cyroByBaHHs 3 JeTepMiHOBAaHUMU T€Piofamu i BUNIAIKOBOIO TPUBAJIICTIO
00CJIyrOByBaHHS; iMiTalliliHi MOJieli OLiHIOBaHHS rapaHTo3gaTHocTi IKC 3 BUKOpUCTaHHSIM 3alIpOIIOHOBAHUX
IpoLeAyp CTaTUCTUYHOIO OLiHIOBaHHSI PO3IOJiY pe3yJbTYI0UMX [10Ka3HYKiB; METOJ, BUOOPY IIapaMeTpiB IpPoLenyp
00CITyroByBaHHS 1J14 3abe3neyeHHs rapanro3garHocTi IKC, mo BpaxoBye pi3Hi BapiaHTU NPOBEIEHHS NIPOLELYP
6araroliyIbOBOro 06CIYyrOBYBaHHS 3 YCYHEHHSM Ae(eKTiB i Bpa3uBoCTell. BUKOpUCTaHHS pe3ybTaTiB JOCTiIPKEeHb
IiATBEPAKY€ETbCS aKTaMU BIIPOBAIKEHHSI pO3pO06JIEHUX METO/IiB B HaBYaJIbHUI MTPOLIeC 3aKJIajliB BUILLOI OCBITH
Ykpainu i1 Ha nignpueMmcTBax. OTpUMaHi pe3yJbTaTh 3a0€31eUnI MiIBULEHHS TOYHOCTI OLliHIOBaHHS
rapaHTO37IaTHOCTI, JO3BOJIMIIN MTOKPALIMTY 3HAYEHHS ii TOKa3HUKIB IpU BUOOPI ITpolenyp 6araToliiboBOTO

00CJIyrOByBaHHS i 3a6€3M€YUTH HAiMHICTh, TOTOBHICTD, JOCTYIHICTb Ta QYHKILiMHY 6e3ne4HicTs KputudHux IKC.

2. Continuous safeguard operation of ICS today is an undisputed priority for various industries, ensuring the
livelihood of people and society. In recent years, the issues of complex providing of dependability indicators for
normal functioning of ICS have become relevant. These issues have previously been singled out in various
disciplines, including reliability theory, functional safety theory, and information and cybersecurity theory. Thus,
there is a contradiction between the dependability requirements, accuracy of its assessment for maintenances or
partially maintenances ICS in conditions of their evolution due to changes in the goals and parameters of the
physical and information environment, manifestations of unspecified failures due to software and hardware
defects and vulnerability attacks, one side and the imperfection of the existing scientific and methodological tools,
absence models, methods and tools of information technology, which would allow you to design and select the
appropriate ones maintenance strategies and their parameters by indicator’s reliability, availability, functional
safety, security and dependability as a whole. The main results of the dissertation research are: methodological
bases, concept and principles of dependability ensuring of maintained ICS; models of multi-goal maintenance
strategies of ICS; method of assessment the parameters of the dependable ICS; a system model of multigoal
maintenance procedures, which describes the set of states and relationships between the processes of testing,
online verification and updating within the basic fragments and the relationship between them, forms a set of
multi-fragment models of ICS with updated software; multi-fragment models for availability assessment of ICS in
the event of unspecified failures, attacks on vulnerabilities and changes in environmental parameters by taking into
account the procedures of patching, online verification and proof testing; multiphase model for dependability
assessment of ICS, which takes into account different maintenance strategies with deterministic periods and
random maintenance duration; simulation models for dependability assessment of ICS using the proposed
procedures for statistical evaluation of the distribution of the resulting indicators; the method of selecting the
parameters of maintenance procedures to dependability ensuring of ICS, which takes into account the different
options for multigoal maintenance procedures with the elimination of defects and vulnerabilities.
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