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1. lane nucepTauiiiHe AOCIIIPKEHHS IPUCBIYEHO aHali3y IIPaBOBOro 3a6e3Me4eHHs 3aX0/1iB KibepoOOpOHM B
YkpaiHi. Y xoz1i IpoBeeHHs JOCTiIKEHHS 3ilICHEHO aHali3 IOHATTS KibepIpocCTip Ta BCTAHOBJIEHO, 1110 HOT0
HEOOXiHO BiIPi3HATH BiJl MOHSTTS MepexXi «[HTepHeT», OCKiIbKU Mepexka «|HTepHeT» € Jiulie TeXHiYHO
CKJIaJIOBOIO, sIKa 00'efHye Y cob6i KOMITIOTEpH, KabeJii, poyTepu Ta iH. Y JucepTauiiiHoMy JOCTiaKeHi
3aIIPONIOHOBAHO PO3IJISINATH Y KiGEPIIPOCTOPI TaKi IPyNU BiJHOCUH: «JIIOAMHA T JIIOAUHAY, «JIIOJMHA Ta
OpraHisalisi», «OpraHisallis Ta oprasisaris», «JI0i1uHa /OpraHisallis Ta AepkaBay, «IepskaBa Ta JepskaBa». Takox y
IOCJiI)KeHHI BCTAHOBJIEHO, 1110 Y KiGepPIIPOCTOPi MOXKYTh BUMHIOBATUCS Pi3Hi BUJIM TPABOIIOPYLIEHB.y>Ke 4YacTO KON
rOBOPSITh NIPO NOPYLIEHHS Y KibepIIpOCTOPi MAOTh HA yBa3i iHpopMalliliHi TPaBONOPYLIEHHS, ajle IPOBEIEeHUM
aHaJi30M BCTAHOBJIEHO, 10 iH(OPMalliiiHi NPaBONOPYLIEHHS Lie JMLIe YaCTUHA IPABONOPYLIEHb, SIKi BYUNHSIOTHCS Y

Ki6eprpocropi. lllofo nopyieHs BYUNHIOBAaHUX Y KiOEpPIPOCTOPI, LOCIIIPKEHHSIM BCTAHOBJIEHO, 110 Hapasi iCHYIOTh



IIPOTUIIPABHI AisIHHS, SIKi 31iICHIOIOTbCS] BUKJIIOYHO 32 I1I0CEPEHULTBOM BUKOPUCTAHHS KiGepIIPpOCTOPY, Ta MOXKYTh
3aKOHO/IaBYO OYTH BilHECEHI 10 aAMiHICTpaTUBHUX IIPaBOIIOPYIIEHb YU 3JI0YMHIB, 200 [OCi 3a/IMIIAI0THCS 11032
I10JIEM 3aKOHOJABYOr0 PEryJII0BaHHS, X04a 32 CBOIM 3MiCTOM € AEIKTHUMHU. Y XO/li BUKOHAHHS pOO0OTH
BCTAHOBJIEHO, 10 CIIOCOOOM BUMHEHHSI Oy[Ib SIKOTO IIPABOIIOPYIIEHHS Y KibepIIpOCTOpi € KibepaTaka. ABTOPOM
3pilicHeHa Kiacuikanis kibepartak 3a 06'€eKTOM 37iiCHeHHS Hanamdy, a came: KibepaTaka Ha IPUBATHY 0CO0Y,
KibepaTaka Ha opraHisaliiio (lopugu4Hy ocoby) Ta KibepaTaka Ha AepskaBy. Tako>X BCTAaHOBJIEHO, 1110 B 3aJI€KHOCT]
Bifl, MOTHBIB, 06CTaBUH Ta HACJIiIKiB BUMHEHHS KibepaTaky, KibepaTaky siKa 3/1iliCHIOETbCS Ha IEP>KaBy, TEOPETUYHO,
MOXJIMBO PO3IJISIATH SIK aKT arpecii. Takuil BUCHOBOK Hafla€ 3MOT'y TOBOPUTH IIPO BEIEHHS KiOEPBiliH MixX
IeprkaBaMu. Y HaIliil po60Ti MU MY BUCHOBKY, 1[0 KiGEPIIPOCTip MO>KJIMBO PO3TJISIIATH SIK I10J1€ BeleHHS
BOEHHUX Jjili, a TAKOX KibepaTaky 3a BiJ[IOBiIHUX YMOB MOXJIMBO PO3IJISIAATHY SIK HaNaj Ha AepskaBy. Takox y
IOCJiIKEeHHI apT'YyMEHTOBAHO, 110 3aKPiIllJIeHHS B yKPaiHCbKOMY 3aKOHOZABCTBI KPUTEPIiB, KOJIU KibepaTaky
MOYKJIMBO BBa’KaTH HAlaZioOM Ha Jep>kaBy, LO3BOJIUTD 3[iFICHUTH HaJIESKHE [IPaBOBe 3a6e3Ie4eHHs HislIbHOCTI
36poitHux Cun YkpaiHu Ta 3abe3nedynTy afieKBaTHe pearyBaHHs Ha KibepaTaky, sKi 3[1ifICHIOIOTbCS Ha JiepKaBy. Y
POOOTi BCTAaHOBJIEHO, 10 IPOBEEHHS KibepaTak Ta Kibeponepalliil € 4aCTUHOIO BilICbKOBUX ONl€palili, sKi
IIPOBOJSATLCS] APMIiSIMU CBITY, @ TAaKOX, € YaCTUHOIO riOpUIHUX BillH, Ki BEAyThCS 1032 MEXXaMU IIPAaBOBOTO
perymoBaHHs. B VkpaiHi cTBopeHa Ta QyHKI[iOHye cucTeMa OpraHiB, sIKi 3[[iliCHIOIOTh 3aX0[H i3 3abe3e4yeHHs
KibepOe3neku, BinoUTTs KibepaTak Ta 371ilCHEHHS 3ax0/1iB KibepobopoHU. Y po6OoTi 3[1iliCHEHO OTJIsI/I [IOBHOBaXXEHb
LIMX OPTaHiB Ta JleTajbHY yBary NpUAiIeHO caMe HOPMaTHUBHO - IPAaBOBOMY 3aKPIillJIEHHIO IOBHOBaKEHb
MinicTepcTBa 060poHHU YKpaiHu Ta 'enepanpHOro mraby 36poiinux Cui YKpainu o0 34iiCHEHHS 3aX0iB
KibepobopoHu. Hait6inblll 3HaYYIIMM € MUTAHHS: 3 IKOTO MOMEHTY BiATIOBiTaIbHUI OpraH Mae po3I0YMHATH
BUKOHaHHS 3aXO/IiB HE [TPOCTO BiOMTTS YM 6JIOKYBaHHS KibepaTKy, a came 3[1ililCHEeHHS 3axX0iB KibepobopoHH, Ta
SIKU 3MICT MalOTb 1Ii 3ax0Au. Y 3B’3KY 3 LIUM, Y POOOTI 3alIpONIOHOBAHO 3[iiCHUTH TEPMiHOJIOTiUHE BiIMEKYBaHHS
KibepaTaku SIK afMiHICTpaTUBHOrO Y1 KPUMiHAJIBHOTO ITPAaBOIIOPYLIEHHS Bifl KibepaTKy, SK akTy arpecii (TobTo
Hamnajy Ha JepskaBy). TakuM 4YMHOM, 3alIpOIIOHOBAHO TaKMii JIAHLIOT TEPMIHIB: KibepiHLIeHAEeHT OKibepaTaka
okibepHanan. TakuMm YMHOM, KibepHananoM HeOOXiHO BBaXKATH KibepaTaky sika Mae 03HaKU aKTy arpecii. ¥ Takomy
BUIIAJIKY, 3aX0H KibepoOOpOHU HEOOXiHO PO3MOYNHATY Y Pasi 37ilicHeHHs KibepHanany Ha iHpopMaLiiiHO-
TeJleKOMYyHiKaliliHi pecypcu Hawoi nepxaBu. Kpim 11boro, y po60Ti OKpecseHo Lie Ba MpobJIeMHi IUTaHHS, SIKi
MOXYTb IOJIMNIINTYU CTaH NPaBoOro 3abe3nedeHHs 37ilicCHeHHs KibepobopoHU B YKpaiHi, a came, BPETyJIl0BaHHS
NUTaHHS POPMYBaHHS NepetiKy 00'€KTiB KpUTUUHOI iHppacTpyKTypu AepsKaBH, sIKi € Hal6iIbll NOTeHLINHUMUA
ob’'ekTaMy KibepaTak Ta BAMHEHHS KibepaTak Ha SKi MOXe IIPU3BECTH [I0 HaKObiIbII HETaTUBHUX HACHiIKiB. Ipyrum
IIMTaHHSM, SIKE € IIEPCIIEKTUBHUM y PO3BUTKY I10/IAJIBIIOTO MalibyTHHOTO HAILO] IepKaBy, € BUPOOJIEHHS IepKaBHOI
IOJIITUKY LIOJI0 JePKaBHO - IIPMBATHOTO NIAPTHEPCTBA y cpepi 3abe3neyeHHs Kibepoesneky, 3iliICHeHHS
Kibep3axuTcy Ta Kibepo6opoHU iHPOpMaLIiHMIIX PeCYPCiB HAIIO AepKaBU.

2. This dissertation research is devoted to the analysis of the legal support of cyber defense measures in Ukraine,
procedure and grounds for cyber defense of the state and the use of the Armed Forces of Ukraine in such
activities. The study analyzed the concept of cyberspace and found that this environment should be distinguished
from the concept of "Internet", because the Internet is only a technical component that combines computers,
cables, routers, etc .The study identified the main features that are inherent in cyberspace, namely that cyberspace
is closely related to the information space, but is not identical to it; Considering legal relations in cyberspace, it is
possible to classify such legal relations according to the subjective composition of these legal relations. Thus, in
the dissertation research it is proposed to consider the following groups of relations in cyberspace: "human and
human", "human and organization", "organization and organization", "human / organization and state", "state and
state". The study also found that different types of offenses can be committed in cyberspace. That is, information
offenses can be independent, or be committed in cyberspace. This is due to the fact that in cyberspace there is an
information space and information is exchanged, which in turn can lead to certain violations and the commission
of information offenses. With regard to violations committed in cyberspace, the study found that there are
currently certain illegal acts that are committed exclusively through the use of cyberspace, and can be legally
classified as administrative offenses or felonies, or still remain outside the scope of legislation, although their



content is tortious. In the course of the work it was established that the way to commit any offense in cyberspace
is a cyber attack. The study classified cyberattacks according to the object of the attack, namely: cyberattack on an
individual, cyberattack on an organization (legal entity) and cyberattack on the state. It is also established that,
depending on the motives, circumstances and consequences of a cyberattack, a cyberattack carried out on the
state, in theory, can be considered as an act of aggression. This conclusion allows for further analysis of cyber
attacks as acts of aggression and talk about cyberwarfare between states. In our work, we came to the conclusion
that cyberspace can be considered as a field of hostilities, and cyber attacks under appropriate conditions can be
considered as acts of aggression. Ukraine has established and operates a system of bodies that carry out measures
to ensure cybersecurity, repel cyberattacks and implement cyber defense measures. The review of the powers of
these bodies is carried out in the work and detailed attention is paid to the normative - legal consolidation of the
powers of the Ministry of Defense of Ukraine and the General Staff of the Armed Forces of Ukraine regarding the
implementation of cyber defense measures. The most important question is: from what moment should the
responsible body start implementing measures not just to repel or block cyberattacks, but also to implement cyber
defense measures, and what is the meaning of these measures. In this regard, the paper proposes to make a
terminological distinction between a cyberattack as an administrative or criminal offense from a cyberattack as an
act of aggression. Thus, the following chain of terms is proposed: cyber incident - cyber attack o cyber aggression.
Thus, a cyber attack should be considered a cyber aggression that has signs of an act of aggression. In this case,
cyber defense measures must be initiated in the event of a cyber attack on the information and
telecommunications resources of our state. In addition, the paper outlines two other issues that can improve the
state of legal support for cyber defense in Ukraine. The first one is settlement the list of the states objects of
critical infrastructure, which are the most potential objects of cyberattacks and cyberattacks on which can lead to
the most negative consequences. The second issue, which is promising in the development of the future of our
state, is the development of public policy on public-private partnership in sphere of cybersecurity and cyber
defense of information resources of our state.

Jep>kaBHUHM peecTpauiiiHuii Homep [iP:

IIpiopuTeTHHI HaNIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHu# NpiopHTETHHUI HAIIPSIM iHHOBaLLiHHOI AiSJILHOCTI:
IlizcyMKH BOCIiAKEHHS:

ITy6ostikamii:

HaykoBa (HayKOBO-Te€XHiYHa) MPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBaHICTh:

OxopoHHi goKymeHTH Ha OIIIB:

BrnpoBaakeHHS pe3yJIbTaTiB AHCEpTalii:

3B's130K 3 HAYKOBUMH T€MaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTAaHTA)

Baacue IlpizBumie Im's Ilo-6aThKOBI:
1. IletkoB Ceprii1 BanepinnoBuy

2. Petkov Serhii V.

KBasmigikamis: 1.10.1., 12.00.07



InenTudikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHSI IOPHAUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoAKeHHS:

dopma By1acHoCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BigomocTi npo odilifiHuX ONOHEHTIB Ta PELeH3€HTIB
OdiuiiiHi OIOHEHTH
Bsacue IlpizBuuie Im's I1o-6aThKOBI:

1. XpuctuHuyenko Hapis [TeTpiBHa

2. Khrystynchenko Nadiia P.

KBasigikamnis: . 0. 1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyetscs
JoparkoBa indpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocosyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. llonina Ipuna MukosaiBHa

2. Shopina Iryna M.

KBasigikanis: y.10.1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyerbes
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKEeHHS:

dopma ByracHoCTI:



Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

Baacwue IlpizBume Im's Ilo-6aTbKOBI:
1. Kapenin Bnagucnas BorogumupoBuy

2. Karelin Vladyslav V.

KBasigikamis: 1. 0. 1., 12.00.08
Inentudikarop ORCID ID: He zacrocoyerbcs
JonaTkoBa iHdopmalist:

TloBHe HaliMeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BiTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. Xomsakos Imutpo Osnerosny

2. Khomiakov Dmytro O.

KBasigikamis: . 1. 1., 12.00.07
InenTudikarop ORCID ID: He 3acrocosyetscs
HoparkoBa indopmamnist:

IToBHe HaliMeHYBaHHS IOPHIHNYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHoOCTI:

Cdepa ynpasiiHHS:

ImentTudikarop ROR: He zacrocoyerbcs

VIII. 3aKkJII04Hi BiZOMOCTi
BiiacHe IIpizBuie Im'sa Ilo-6aTbKOBi

TOJIOBH pagu

BiiacHe IIpizBuine Im'sa ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3aciJaHHi

Kopomnarsik Irop Muxainosuy

Kopomnatsik Irop Muxannosuy



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 3a pEeECTpallil0 HayKOBOi IOpuenko T.A.

OisIIBHOCTI




