O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0825U003453
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 15-08-2025

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. KopHienp BikTop AHaToiioB1Y

2. Viktor Korniets

KBasmigikamis:

InenTudikarop ORCID ID: 0000-0002-4967-8395
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cHIeniaIbHOCTI: 122

Ha3zBa HayKoBoi creniaJbHOCTI: KommiotepHi HayKu
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HayKOBa Mporpama 3i CreniaJbHOCTi: Komm'ioTepHi Hayku
JaTa 3axucrTy: 23-09-2025

CnenianbHICTD 32 OCBITOO: EkoHOMIKa MifmpuemcTBa
Micue po6oTu 3400yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiriHHS:

ImenTudikarop ROR: He zacrocoyerbcs




I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYUEHOI pagH (Pa30Boi CleliaJai30BaHOi BYEHOI pazu). PhD 26204002

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: [HCTUTYT TPO6IIEM MATEMATMYHMX MALIMH i CUCTEM

HaujonasnbHoi akagemii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05417503

Micqesﬂaxo,lpKeHHﬂ: npocIekT AkaneMika ['nmymkosa, 6ya. 42, Kuis, 03680, YkpaiHa
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBiiHHS: Haujonanbna akaziemist Hayk Ykpainu

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOH: [HCTUTYT IPO6IEM MATEMATMYHUX MAIIUH i CCTEM
HaujonasnpHoi akagemii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05417503

Micuesnaxo;pxeum:: npocriekT AkageMika ['nymkoBa, 6ya. 42, Kuis, 03680, YkpaiHa

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: HaujonasnbHa akajiemis HayK YKpaiHu

InmenTudikarop ROR:

V. BimomocTi npo gucepraniio
MoBga guceprTaiiii: Vkpaincoka
Koau TemaTHYHHUX PyOpPHK: 50.37.23, 50.41.27

Tema guceprauii:
1. Mogeri Ta METOIY 3aXUIIEHOTO AOCTYITy O PECYPCiB rapaHTO34aTHOI aBTOMATHU30BaHOI CUCTEMU, 1O

(YHKIIOHY€e Ha OCHOBi XMapHUX TE€XHOJIOTIN

2. Models and methods of secure access to resources of a guarantee-capable automated system that operates on
the basis of cloud technologies

Pedepar:

1. IlIBuAKuM €KOHOMIYHUI PO3BUTOK Ta 3PIiCT 6J1arorosyyysi CyCIiJibCTBa B Cy4aCHOMY CBiTi 3HAYHOIO MipoIo
00yYMOBJIE€HI CTPIMKMM IIOIIMPEHHSIM Ta BCEOCSDKHUM 3aCTOCYBaHHIM iHQOPMaLiiHUX TeXHOJIOTIN. BoHu cTanu
HEBiI'éeMHOIO CKJIa[I0OBOIO KPUTUYHUX 3aCTOCYBaHb Y Pi3HUX Tajy3sx, BKJII0YAI0YM Jep>KaBHE YIIPaBIliHHS,
HaljoHaJIbHY 6e3eKy, eHepreTuky, pinancu romo. [IpakTiydHa LiHHICTh KOKHOI iHDOopMaLifiHOi (ABTOMATU30BaHOI)
CHCTEMHU SIK OpraHisalilfiHO-TeXHi4HOi CUCTEMH, B SIKill peaisyeTbcsl TeXHOJIOTisl 06pobKy iHpopMallii 3
BHMKOPHCTAHHSIM TEXHIYHUX i IPOrPaMHUX 3aC00iB, BUBHAYAETHCS CYKYITHICTIO ii pisHUX BiaacTuBocTeil. Cepes HAX
17151 00'€KTiB KpUTUYHOI iHPaACTPYKTypHU KIIOUOBUMH € IBi XapaKTePUCTUKU: FapaHTO3[aTHICTh Ta Kibepoesnexa.

Lle, 30KpeMa, CTOCYETbCSI CUCTEM YIIPaBJIiHHS TEXHOJIOTNTYHUMU ITpoLiecaMu. [Ijisl CKJIaHUX B apXiTEKTyPHOMY



PO3yMiHHI iHpOpMaLIiHUX Ta aBTOMAaTU30BAHUX YIIPABJISIOUUX CUCTEM MIXKBiZOMYOi B3aeMO/Iii, Ki iIHTETpOBaHi 3
XMapHUMU TEXHOJIOTisIMY, IpUTaMaHHe iCHYBaHHS CyllepewINBUX 3B'513KiB Ta B3a€MHUX BILJIUBIB, HASIBHICTb 3HAUHOI
KiJIbKOCTi pi3BHOPiHMX KOMIIOHEHTIB, SIKi [J1s1 IOCSATHEHHS [1€BHOI MeTH 00'e€JHaHI B €JHY CUCTEMY, HasIBHICTb
6araTbOx BJIACHUKIB Ta/ab0 PO3MOPSAIHUKIB iHPOPMALiIIHUX CUCTEM 00'€KTiB KpUTUYHOI iHPpacTyKTypH, 1110
IIPU3BOJIUTH /10 HEY3TOIKEHOCTI 3aX0/IiB i3 Kibep3axucTy. 3a3HaueHi pakTopy, 6€3nepeyHo, YCKIaTHIOITh
BIIPOBA)KEHHSI €IMHUX IiAXOiB 10 peaisallii KOMIJIEKCY opraHi3alilfflHO-TeXHIYHUX 3aXO0iB Ta 3aC00iB 3aXUCTY,
BMHUKA€ HU3KA HAyKOBO-TEXHIYHUX IIPOOJIEM, 5IKi CTOCYIOTBCS: — HEOOXiIHOCTI y3roJpKEHHS NOPSAKY Ta YMOB
KOQJTiLiHOTO 3aXUCTy iHPOPMaLiHO-TEXHOJIOTIYHOI CUCTEMHU, KA CKJIAIAETHCS 3 MiICUCTEM Pi3HUX BIACHUKIB; —
BCTaHOBJIEHHS IPUHLUIIIB [10OYI0OBY Ta BUMOT i3 6e3I1eKH 10 IIJII03y B3aeMoZii MK iHdpopmalifiHO-
TEXHOJIOTIYHUMU TiICUCTEMaMU, [J1s IKUX BU3HAUEHO Pi3Hi BUMOTH 3 6e3neku Tomo. OTKe, aKTyaJlbHUM I10CTa€e
HAyKOBE 3aBIAaHHS W00 3a6€31e4eHHs] HEOOXiHOTO PiBHS rApaHTO34aTHOCTI Ta Kibep6be3neKy CKIaIHOI
indopmauiitHoi iHppacTPyKTypu MDKBiZOMYOI B3aeMOii, 110 BiiTIOBilae BUMOraM iHTeponepabesbHOCTI Ta
rapaHTO3[laTHOCTI IIJISIXOM KOaJlil[iiHOTO MigXoAy 1o Kibep3axucTy Ta pe3uJIbeHTHOCTI, peanisalii nizcucreMu
KpUnrorpa@iyHoro 3axucTy, 1o 3ade3nevyBaTyMMe MiJBUIIeHUI piBeHb KOHQIAEHIITHOCTI, L1ilicCHOCTI Ta
IMITOCTIMIKOCTI I1if, 4ac B3aeMoil MiX pisHUMU MigcUCTEMAaMU. METOI0 JUCEPTALiMHOTO OOCIIIKEHHS €
MiJBUIIEHHS TADAHTO30ATHOCTI Ta Kibep6e3rnekyu aBTOMAaTU30BaHOi CUCTEMH, IO iHTerpoBaHa 3 XMapHUMU
TEXHOJIOTISIMU Ta NiATPHUMY€E B3a€MOJIiI0 00'€KTiB KpUTUYHOI iHPpacTPyKTypUu Ha OCHOBI KOAJILilIHOTO MifgXoay 0o
Kib€p3axUCTy Ta FrapaHTO3[aTHOCTI, PO3POOKY BiNIOBITHUX MOAEJEN i METOiB 3a0€3eYeHHs Kibep3axuCTy Ta
KiGepCTilIKOCTi 3 BAKOPUCTAHHSIM BI,OCKOHAJIEHOTO YIIPABJIiHHS JOCTYIIOM, & TAKOK KPUNTOTrPagivHOro 3aXUCTy
KOHQimeHiltHOCTi Ta wisicHOCTi iHpopmaliiiHoro 06MiHy MXX B3aEMOZiIOUMMU CUCTeMaMU. Y BiZIIOBIIHOCTI 10
cpOpMOBaHOi METH [J1s1 BUPIlI€HHS 3a3HAaYEHOI0 HAyKOBO-TIPUKJIAIHOTO 3aBJJaHHS 3a0€3[1€YeHHS]
rapaHTO3[aTHOCTI Ta KibepOe3neky aBTOMAaTU30BaHOI CUCTEMH, 10 iHTETPOBAHA 3 XMAaPHUMU TEXHOJIOTISIMY, B
po6oTi 6y OTPUMaHI Taki HayKOBi pe3ysbTaTy: 1. Briepiie 3anpornoHoBaHa MOAiesIb OPraHi3aliiiHO-TeXHIYHOTO
3a0e31e4yeHHs rapaHTO3/1aTHOCTI Ta Kibepbe3neKy Ha OCHOBI KoaslilifiHoro nifgxony 1o 3abe3nedeHHs 3aXUCTYy. 2.
BIockoHanIeHO OHTOJIOTIYHY MOZENb yoe3ledeHHs 6i3HeC-TIPOLIECIB 3TifHO 3 METOIOJIOTI€I0 YIIPABJIiHHS JOCTYIIOM
Ha OCHOBI BusHa4yeHHs posier RBAC. 3. BoockoHaneHo MeTo, 3aCTOCYBaHHS O4HOPA30BUX JIOTIHIB y cUCTEMI
VIPaBJIiHHS JOCTYIIOM. 4. PO3p06yieHO MeTOJ, palioHasIbHOTO GOPMYBaHHS poJielt 1Jisl peasisallii MeTomosiorii
RBAC. 5. Tlopanbmoro po3BUTKy HabyB MeTO[, (POPMYyBaHHS IIBUIKICHOTO iMiTOCTiiKoro mugpy 6aratoandasiTHOI
3aminu Ta popmyBaHHs1 MAC 114 nigcucremMu KpuntorpadivHoro 3axucty iHpopmalii, mo 3abes3nedyBaTume

igBUIIEHY 6€3MeKy KOPOTKUX CJIy’KOOBUX IOBiIOMJIEHD.

2. The dissertation is devoted to the solution of a relevant scientific problem, the essence of which is to develop
models and methods for ensuring the reliability and cybersecurity of interagency information and communication
systems integrated with cloud technologies belonging to different owners and implementing various information
security policies. Rapid economic development and the growth of the well-being of society in the modern world
are largely due to the rapid spread and comprehensive use of information technology. They have become an
integral part of critical applications in various fields, including public administration, national security, energy,
finance, etc. The practical value of each information (automated) system, as an organizational and technical system
in which the information processing technology is implemented using technical and software tools, is determined
by the totality of its various properties, of which we are interested in two key characteristics for critical
infrastructure objects: guarantee and cybersecurity. This particularly applies to process control systems. For
complex (in the architectural sense) information and automated control systems of interdepartmental interaction,
integrated with cloud technologies, the existence of contradictory connections and mutual influences, the
presence of a significant number of heterogeneous components that are combined to achieve a certain goal into a
single system, and the presence of many owners and /or managers of information systems of critical infrastructure
objects are inherent. These lead to inconsistency in cyber defense measures. These factors undoubtedly
complicate the implementation of common approaches to the application of a set of organizational and technical
measures and means of protection. As a result, a number of scientific and technical problems arise that relate to: -
the coordination of the order and conditions of the coalition protection of the information technology system,



which consists of subsystems of different owners; - the establishment of the principles of construction and safety
requirements for the gateway of interaction between information and technological subsystems, for which various
safety requirements are defined, etc. So, the current scientific task is to provide the necessary level of guarantee
and cybersecurity of a complex information infrastructure of interdepartmental interaction that meets the
requirements of interoperability and reliability through a coalition approach to cyber defense and resistance, the
implementation of a cryptographic protection subsystem that will provide an increased level of confidentiality,
integrity and imitation stability during interaction between different subsystems. The aim of the dissertation
research is to increase the reliability and cybersecurity of an automated system that is integrated with cloud
technologies and supports the interaction of critical infrastructure objects on the basis of a coalition approach to
cyber defense and guarantee, the development of appropriate models and methods for ensuring cyber defense and
cyber stability using advanced access control, as well as cryptographic protection of confidentiality and integrity
of information exchange between interacting systems. In accordance with the established goal, the following
scientific results to solve the specified scientific and applied task of ensuring the reliability and cybersecurity of an
automated system integrated with cloud technologies have been obtained: 1. For the first time, a model of
organizational and technical provision of guarantee and cybersecurity based on a coalition approach to ensuring
protection has been proposed. 2. The ontological model for securing business processes according to the access
control methodology based on the definition of RBAC roles has been improved. 3. The method of using one-time
logins in the access control system has been upgraded. 4. The method of rational formation of roles for
implementation of RBAC methodology has been developed. 5. The method for forming a high-speed, imitation-
resistant cipher for polyalphabetic substitution and the formation of a MAC for a cryptographic information
protection subsystem has been further developed, providing increased security of short service messages.
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