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1. IlIBuAKMI €KOHOMIYHUI PO3BUTOK Ta 3PiCT 6s1aronoslyyds CyCIiJibCTBa B Cy4aCHOMY CBiTi 3HAYHOIO MipOIo
006YMOBJIEHI CTPIMK/M MOUKPEHHSIM Ta BCEOCSDKHUM 3aCTOCYBaHHSIM iHPOpMaLiiHMX TeXHOJIOri. Bonu cramm
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CHACTEMHU SIK OpraHi3alillHO-TEXHIYHOI CUCTEMH, B SIKill peali3yeTbCs TEXHOJIOTisI 06po6KH iHpopMallii 3



BUKOPUCTAHHSM TE€XHIYHUX i MPOrpaMHUX 3aCO0iB, BU3HAYAETHCS CYKYIHICTIO ii pi3HUx BiacTuBocTeil. Cepel HUX
L7151 00’eKTiB KpUTUYHOI iHPPACTPYKTYPH KIIIOUOBUMH € [IBi XapaKTepPUCTUKU: [APaHTO3/aTHICTb Ta Kibepbesmneka.
Lle, 30KpeMa, CTOCYETbCS CUCTEM YIIPABJIiHHS TEXHOJIOTYHUMU IIpoLecaMu. [yl CKIIaHUX B APXITEKTYPHOMY
po3yMiHHI iH(pOpMaLiMHKX Ta aBTOMATU30BAHUX YIIPABJISIOUMX CUCTEM MIKBiZOMYOI B3aeMOJi, sIKi iHTerpoBaHi 3
XMapHUMU TEXHOJIOTISIMU, IPUTAMaHHE iCHYBaHHS CyII€PEYJIMBUX 3B513KiB Ta B3a€MHMUX BIIJIMBIB, HASIBHICTb 3HAYHOI
KiJIbKOCTi pi3HOPiIHMX KOMIIOHEHTIB, 5IKi [J1s1 OCATHEHHSI [1eBHOI MeTH 00'€JHAaHI B €JHY CUCTEMY, HasIBHICTb
6araTbOX BJIACHUKIB Ta,/ab0 pO3NOPSAHUKIB iHPOpMaliIHMX CUCTEM OO'€KTIB KPUTUYHOI iHPPaACTYKTypH, L0
IIPU3BOJUTSH JI0 HEY3rOAKEHOCTI 3aX0iB i3 Kibep3axucTy. 3a3HaveHi PpaKTopu, 6e3nepevHo, YCKIAAHIOITb
BIIPOBA)KEHHSI €AVHUX IIiIXOIB 10 peaisallil KOMIIEKCY OpraHi3aliliHO-TeXHIYHUX 3aXO0iB Ta 3aC00iB 3aXUCTY,
BMHUKA€ HM3KA HAyKOBO-TEXHIYHUX IIPOGJIEM, SIKi CTOCYIOTHCS: — HEOOXiHOCTI y3roJpKEHHs NOPSAKY Ta YMOB
KOQJILINHOro 3axucTy iHpOpMaLifHO-TEXHOJIOTIYHOI CUCTEMH, SIKA CKJIAHAETHCS 3 MiCUCTEM Pi3HUX BJIACHUKIB; —
BCTAHOBJIEHHS IPUHLMUIIIB [100YI0BY Ta BUMOT i3 6€3I1eKH /10 03y B3aeMOZii Mk iHdpopmanifiHO-
TEXHOJIOTIYHUMU TiJIcCUCTeMaMU, [JIs SKMX BU3HAUEHO Pi3Hi BUMoOru 3 6e3neku Tomo. OTxKe, akTyaJlbHUM I10CTa€e
HAyKOBE 3aBaHH W00 3a6€e31€4eHHs] HEOOXiJHOTO PiBHS rapaHTO3AaTHOCTI Ta Kibep6e3neKy CKIaIHOI
iHopmauiitHoi iHppacTpyKTypy MXKBIIOMYOI B3aemMo[ii, IO Bil[TOBiae BUMOraM iHTepornepabebHOCTI Ta
rapaHTO3[laTHOCTI IJISIXOM KOaJIiL[iiHOTO MigXoAy [0 Kibep3axucTy Ta pe3nuJIbeHTHOCTI, peanisalii mizcucreMu
Kpunrorpa@iyHoro 3axucTy, 1o 3ade3nevyBaTyMMe MiJBUIIeHUI piBeHb KOHQiAeHIIHOCTI, LilicHOCTI Ta
iMITOCTIMIKOCTI IIif, 4ac B3aeMOZil MK pi3sHUMU MifcUCTEMAaMU. METOIO JUCEPTALiMHOTO AOCIIIKEHHS €
[iABUILEHHS rapaHTO3[ATHOCTI Ta Kibepbe3rneKky aBTOMaTU30BaHOi CUCTEMH, 110 iHTerpoBaHa 3 XMapHUMU
TEXHOJIOTISIMU Ta NiATPHUMY€E B3a€MOJIiI0 00'€KTiB KpUTUYHOI iHPpacTPyKTypu Ha OCHOBI KoaslililiHOTO Mifgxomy 1o
KiGep3axUCTy Ta rapaHTO3[aTHOCTi, PO3POOKY BiNOBIZHUX MOZEJEN | METOiB 3a0€3eUeHHsI Kibep3axuCTy Ta
KiGEPCTIMKOCTi 3 BUKOPUCTAHHSIM BI,OCKOHAJIEHOTO YIIPABJIiHHS JOCTYIIOM, & TAKOXK KPUIITOTPaQpiyHOro 3aXUCTy
KOHQimeHIiliHOCTi Ta nisicHoCTi iHPopmaliiiHoro 06MiHy MiXX B3aEMOZiI0UMMU CUCTEeMaMU. Y BiZITIOBIIHOCTI 10
copMOBaHOi METH [1J151 BUPIllleHHS 3a3HaY€HOI'0 HayKOBO-TIPUKJIaIHOTO 3aBJJaHHS 3a0€3[1€YeHHs
rapaHTO3[aTHOCTI Ta Kibep6e3NeKr aBTOMaTU30BaHOI CUCTEMY, 1O iHTETPOBAaHA 3 XMAPHUMU TEXHOJIOTISIMY, B
po6oTi 6y OTpUMaHi Taki HayKOBi pe3ysbTaTy: 1. Briepiue 3anpornoHoBaHa MOAE b OPraHi3aliitHO-TeXHIYHOTO
3a0e31e4yeHHs rapaHTO3/1aTHOCTI Ta Kibep6e3neKky Ha OCHOBI KoasiliiiHoro nigxony 1o 3abe3nedeHHs 3aXUCTYy. 2.
BrockoHaseHO OHTOJIOTIYHY MOZE/b yoe3ledeHHs 6i3HeC-TIPOLIECIB 3TiffHO 3 METOIOJIOTI€I0 YIIPABJIiHHS JOCTYIIOM
Ha OCHOBI Bu3Ha4yeHHs posier RBAC. 3. BoockoOHaneHo MeTOo, 3aCTOCYBaHHS O4HOPA30BUX JIOTIHIB y cUCTEMI
VIPaBIIiHHS JOCTYIIOM. 4. PO3p0o6yieHO MeTo, panioHasbHOTO (OPMYBaHHS poJsiel AJisl peasizanii MeTomosiorii
RBAC. 5. Tlopanbuioro po3BUTKy HabyB MeTo[, GOPMYyBaHHS IIBUIKICHOTO iMiTOCTiliKoro mudpy 6aratoandasiTHOi
3aminu Ta popmyBaHHs MAC nj1s nigcucremMu KpuntorpadiyHoro 3axucty iHpopmalii, mo 3abes3nedyBaTume

nigBUIIEeHYy 6€3MeKy KOPOTKUX CJIy’KOOBUX IOBiIOMJIEHD.

2. The dissertation is devoted to the solution of a relevant scientific problem, the essence of which is to develop
models and methods for ensuring the reliability and cybersecurity of interagency information and communication
systems integrated with cloud technologies belonging to different owners and implementing various information
security policies. Rapid economic development and the growth of the well-being of society in the modern world
are largely due to the rapid spread and comprehensive use of information technology. They have become an
integral part of critical applications in various fields, including public administration, national security, energy,
finance, etc. The practical value of each information (automated) system, as an organizational and technical system
in which the information processing technology is implemented using technical and software tools, is determined
by the totality of its various properties, of which we are interested in two key characteristics for critical
infrastructure objects: guarantee and cybersecurity. This particularly applies to process control systems. For
complex (in the architectural sense) information and automated control systems of interdepartmental interaction,
integrated with cloud technologies, the existence of contradictory connections and mutual influences, the
presence of a significant number of heterogeneous components that are combined to achieve a certain goal into a
single system, and the presence of many owners and/or managers of information systems of critical infrastructure
objects are inherent. These lead to inconsistency in cyber defense measures. These factors undoubtedly



complicate the implementation of common approaches to the application of a set of organizational and technical
measures and means of protection. As a result, a number of scientific and technical problems arise that relate to: -
the coordination of the order and conditions of the coalition protection of the information technology system,
which consists of subsystems of different owners; - the establishment of the principles of construction and safety
requirements for the gateway of interaction between information and technological subsystems, for which various
safety requirements are defined, etc. So, the current scientific task is to provide the necessary level of guarantee
and cybersecurity of a complex information infrastructure of interdepartmental interaction that meets the
requirements of interoperability and reliability through a coalition approach to cyber defense and resistance, the
implementation of a cryptographic protection subsystem that will provide an increased level of confidentiality,
integrity and imitation stability during interaction between different subsystems. The aim of the dissertation
research is to increase the reliability and cybersecurity of an automated system that is integrated with cloud
technologies and supports the interaction of critical infrastructure objects on the basis of a coalition approach to
cyber defense and guarantee, the development of appropriate models and methods for ensuring cyber defense and
cyber stability using advanced access control, as well as cryptographic protection of confidentiality and integrity
of information exchange between interacting systems. In accordance with the established goal, the following
scientific results to solve the specified scientific and applied task of ensuring the reliability and cybersecurity of an
automated system integrated with cloud technologies have been obtained: 1. For the first time, a model of
organizational and technical provision of guarantee and cybersecurity based on a coalition approach to ensuring
protection has been proposed. 2. The ontological model for securing business processes according to the access
control methodology based on the definition of RBAC roles has been improved. 3. The method of using one-time
logins in the access control system has been upgraded. 4. The method of rational formation of roles for
implementation of RBAC methodology has been developed. 5. The method for forming a high-speed, imitation-
resistant cipher for polyalphabetic substitution and the formation of a MAC for a cryptographic information
protection subsystem has been further developed, providing increased security of short service messages.
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