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1. Po3BUTOK Teopii 3aXUIeHOCT] TOIOJIOri] I7106aIbHUX KOMIT'IOTEPHUX MEpeX Bifl KibepaTak Ha cUCTeMY I106a1bHOi
MapIIpyTHA3aLii

2. Development of the Theory of Topology Security of Global Computer Networks against Cyber Attacks on Global
Routing System

Pedepar:

1. MeTta po6oTu - po3pobka MeTOIiB, MOiesieii, MeTOIIUK MiIBUIeHHS 3aXUIIeHOCTi TOTIOJIOTI] r1106abHOI
KOMIT'IOTEPHOI MepexXi IHTepHET BiJi aTak Ha CUCTEMY IJ100aJIbHOI MapLIpyTH3allii MJIIXOM BIOCKOHAJIEHHS
Mi’KMepe>KeBUX 3B'5I13KiB Ha OCHOBI pU3MK-0OPi€HTOBAHOrO Minxony. O6'eKT HOCTiIKeHHs — ry106ajpHa
mapuipytusanis Inteprer. [Ipegmet — nponec GopMyBaHHS TOIOJIOTII CUCTEMOIO I7106a/IbHOI MapUIpyTU3aLiil
InTepueT. OCHOBHI MEeTOJM: CUCTEMHOTIO aHaJli3y, JUCKPETHOI MaTeMaTUKK, KOMOiHaTOPUKY, Teopii rpadis, Teopii
CKJIAJHAX MEPEX, TeOpii MHOXKMH, a TaKO>XK METOI Y YIIPaB/IiHHS iHpopMmaliliHo0 6e3rexko0. HaykoBi Ta IpakTUYHi
pe3yJbpTaTy: - Briepiie 3arIporIOHOBAaHO BapiaHT MpeJiCTaBIeHHSs! TOIIOJIOTIYHOTO POCTOPY II106aIbHOI

KOMITIOTEPHOI Mepexi [HTepHeT, 1110 yTBOPEHUM CUCTEMOIO I7106aIbHOI MapIIPyTH3allii Ha MHOXKUHI 3'€JHaHb MK



By3samu - C(pOpMyJIbOBAHO MATEMATUYHY MOJIE€JIb CUCTEMU |HTEpHET-MapLIPyTU3allii, SIKa OIIMCYE MPOLEC
(opMyBaHHS TOMOJIOTIYHOTO TPOCTOPY OKPEMOT'O MEPEKEBOrO Mpedikca Ta TONOJIOTiYHOTO IPOCTOPY IHTEPHETY B
isomy. - CHHTE30BaHO HOBi METPUYHI XapaKTePUCTUKU MEPEKEBUX BY3JIiB, SIKi BiZloOpaXkaloTb CKJIalOBi pUBKKY
[IepEeXOIJIEHHSI MapIIPYTY. - 3allpOIIOHOBAHO PU3MK-OPiEHTOBAHY MOJIEJIb CUCTEMMU I7100a/IbHOI MapIIPyTH3allii, s1Ka
II03BOJISI€ OLiHIOBAHHS i OPIBHSIHHSA TOIOJIOTIN 32 piBHEM 3aXUIIEHOCTI. - OTPUMAaHO XapaKTepPUCTUKY, HEOOXiAH]
17151 CKJIAZL€HHS MOJIeJIi TOPYIIHKUKA Ta MOZEJI 3arpo3, sIKi IOBMHHI BUKOPHUCTOBYBAaTUCD IJIS1 IPOEKTYBAHHS
CHACTEMU KepyBaHHs 6€311eKO0l0 iHpOopMaliliHOTO aKTUBY. - PO3p06sieHO METOOUKY OLiHIOBAaHHSI 3aXUIL€HOCTI
TOIOJIOTii 3B'SI3KiB Cy0'€KTa [7100a71bHOI MApLIPYTU3ALLii, sIKa CIIUPAETHCS HA Cy4acHi METOU YIIPaBJliHHS

indopmaniitHoo 6e3neKoo. - BrpoBamkeHHs pe3yJIbTaTiB MiATBEPAKEHO 4 aKTaMU.

2. The purpose of the thesis is to develop methods, models, techniques to increase the security of the topology of
the Internet from attacks on the global routing system by improving interconnections based on a risk-base
approach. The object of research is global routing. Subject is the process of forming a topology system of global
Internet routing. Basic methods - systems analysis, discrete mathematics, combinatorics, graph theory, complex
network theory, as well as methods of information security management. Scientific and practical results: -
Introduced a new variant of representing the topological space of the Internet, formed by a global routing system
on a plurality of connections between nodes, was proposed - A mathematical model of the Internet routing system
is formulated, which describes the process of forming the topological space of a specific network prefix and the
topological space of the Internet as a whole. - New metrics of network nodes are offered that reflect the
components of the risk of interception of the route. - A risk-based model of the global routing system is proposed,
which allows to and compare topologies by risks assessment. - The characteristics necessary for drawing up the
model of the infringer and the model of threats which should be used for designing of system of management of
safety of the information asset are received. - A method for assessing the security of the topology of
communications of the subject of global routing, which is based on modern methods of information security
management. - Implementation of results is confirmed by 4 acts.
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