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Tema gucepranii:
1. BnockoHaleHHsI IPUHLUIIB NOO6YA0BY Ta (PYHKLIOHYBAaHHS IPUMAHOK B 33/1a4ax 3aXMCTY KOMIT'IOTEPHUX CUCTEM

Ta MEpex

2. Improving the principles of construction of honeypot systems for protection of computer systems and networks

Pedepar:

1. Incepralisi pUCBAY€HA IUTAHHSM BIOCKOHAJIEHHS [IOBHO-iHTEPAKTUBHUX NIPUMAHOK i3 3a06€3[1e4Y€HHSIM CTifKOi
10 BUSIBJIEHHS Ta GJIOKYBaHHS 3JI0BMUCHUKOM CHUCTEM peecTpalii oAl Ta 3HiMaHHA iHdopmalii 3 KaHasiB
B32€MO/Iii 37T0BMMCHUKA Ta IPUMaHKU. PO3po6JieHo HOBI MiAX0oau A0 PO3B'SI3aHHS MIOCTaBJIEHUX 33714 HA OCHOBI
6iHapHOI PEKOHCTPYKIii KOMaH], BipTyasbHOTO Ipoliecopa Ha rinepsizopi Qemu. JJocaigkeHo Ta po3po6IeHO HOBI
METOJM PeeCTpallii Ta MOHITOPUHTIY 371aMy KOMIT'FOTEPHUX CUCTEM. PO3p0O6IEHO MaTEMAaTUYHY MOZEJb Ta
nigcucreMy NpoTUAii aTakaM Ha HOCTYIIHICTb Ta PYHKLIOHAJIBHICTh IPUMaHOK. 3alIpOIIOHOBaHI Ta po3pobJieHi
METOJIY JO3BOJIMJIA ITIPOTPaMHO Peali3yBaTh CUCTEMY 3aXKCTy Ta MOHITOPMHIY NPUMAaHOK IIij] Ha3Bow "Cucrema

360py iHdopmatiii Ta ananizy npumaHok" (C3IAIT). Po3po6seHO nOoBeiHKOBY MOZeJb B3a€MO/Iii MK 3J0BMUCHUKOM



Ta IPUMAaHKOIO 5Ka J03BOJIMJIa OOMPATU IaPaMETPU MOHITOPUHTY NOJiN Y TPUMaHLI.

2. The dissertation is devoted to research on improving the height interactive honeypots with providing proof to
identify and block registration and event monitoring systems by malicious. New approaches to solve that problem
based on the virtualization approach and binary reconstruction of system calls passed thought virtual processor.
Researched and developed new methods of registration and monitoring of fracture of computer systems,
algorithms and mathematical model subsystem against attacks on the availability and functionality of honeypots.
Proposed and developed methods have allowed the program to realize system protection and monitoring
honeypots called "System of information gathering and analysis of Honeypots (SoIGAH). A behavioural model of
interaction between the attacker and the honeypot is allowed to choose options for monitoring events in the
honeypot. Based on this method was possible to identify and introduce ways of access attempts, allowing us to
automate analysing attacks. By using equivalent parameters (as in Sebek v.3) our system show lower workload at
monitoring system that confirms the efficacy, which made gains in productivity by 15%.
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