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1. BﬂOCKOHaJ’[eHHH HpI/IHILI/II'[iB I'[O6y,HOBI/I Ta (l)YHKILiOHYBaHHH IIPUMAHOK B 3a/ld4aX 3aXnUCTy KOMH'IOTepHI/IX CHUCTEM

Ta MEpex

2. Improving the principles of construction of honeypot systems for protection of computer systems and networks

Pedepar:

1. lucepTaliis nmpucBsYeHa MUTaHHSIM BIOCKOHAJIEHHS IOBHO-IHTEPAKTUBHUX MPUMAHOK i3 3a0e3Me4YeHHsIM CTilKOi
IIO BUSIBJIEHHS Ta 6JI0KYBaHHS 3JI0BMMCHUKOM CHUCTEM peecTpallii oAil Ta 3HiMaHHs iHpopmaliii 3 KaHasiB
B32€MOii 37T0BMUCHHKA Ta ITPMMaHKU. P03p06s1eH0 HOBI MiX0y 4O PO3B'S3aHHS [I0CTaBJIEHUX 3324 HA OCHOBI
6iHapHOI peKOHCTPYKIii KoMaH] BipTyasbHOrO Ipoliecopa Ha rinepsizopi Qemu. JJocigkeHo Ta po3po6ieHO HOBI
METOJIY peecTpallii Ta MOHITOPUHTY 371aMy KOMIT'FOTEPHUX CUCTEM. PO3p06IeHO MaTeMaTUYHY MOZEJb Ta
nigcucreMy NpoOTUAii aTakaM Ha JOCTYIHICTb Ta (PYHKLIOHAJIBHICTh IPUMaHOK. 3alIPOIIOHOBAaHI Ta pO3p00JIeHi
METOM [NO3BOJIMIIN TPOTPAMHO peasi3yBaTy CUCTEMY 3aXUCTy Ta MOHITOPUHIY IPUMAaHOK IIiJl Ha3Bow "Crucrema
300py iHpopmaliii Ta aHanizy npumaHok" (C3IAIT). Po3po6yeHo oBejiHKOBY MOZEJ/b B3a€MOJii MiXK 3JJ0BMUCHHUKOM

Ta IPUMAaHKOIO SIKa J03BOJIMJIA 0OUPATU ITapaMeTPy MOHITOPUHTY MO y NPMMaHII.

2. The dissertation is devoted to research on improving the height interactive honeypots with providing proof to
identify and block registration and event monitoring systems by malicious. New approaches to solve that problem



based on the virtualization approach and binary reconstruction of system calls passed thought virtual processor.
Researched and developed new methods of registration and monitoring of fracture of computer systems,
algorithms and mathematical model subsystem against attacks on the availability and functionality of honeypots.
Proposed and developed methods have allowed the program to realize system protection and monitoring
honeypots called "System of information gathering and analysis of Honeypots (SoIGAH). A behavioural model of
interaction between the attacker and the honeypot is allowed to choose options for monitoring events in the
honeypot. Based on this method was possible to identify and introduce ways of access attempts, allowing us to
automate analysing attacks. By using equivalent parameters (as in Sebek v.3) our system show lower workload at
monitoring system that confirms the efficacy, which made gains in productivity by 15%.
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