O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0521U101852
Oco006J1uBi TO3HAYKH: BinKpura

Jata peectpaunii: 01-10-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. HInmkin Onexkcanap Bonogyumuposuy

2. Shyshkin Oleksandr Volodymyrovich
KBasigikamis: . 1. 1., 05.13.05
InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: nokrop Hayk
AcnipaHTypa//IOKTOpPaHTypa: Hi

IIIndp HayKoBOi ceniaIbHOCTI: 05.22.13

Ha3Ba HayKoOBOi CcIleniaJIbHOCTI: Hasirauis Ta ynpasiiHHI pyxom

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

Jara 3axucTy: 28-09-2021

CreniasibHICTD 3a OCBITOIO: PaniorexHika; Pajiioe1eKTpOHHI MPUCTPOi, CUCTEMU Ta KOMILIEKCH

Micue po6oTH 3400yBaya: HaujoHanbuuii yHiBepeuteT "Ofiecbka MOPChKA akagemis’”

Kopg 3a €IPIIOY: 01127799

Micuesnaxo,szeHHa: ByJ. JlinpixcoHa, 6yz. 8, M. Oneca, Onecpka 061., 65029, Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHoi BY€HOi pagHy (pa30Boi Cleliaai30BaHOiI BYEHOI pasu). [l 41.106.01
IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HauioHanbHuil yHiBepcuTeT "Ofjecbka MOPChKA aKamemis’”
Kopg 3a €IPIIOY: 01127799

Micue3HaxoaKeHHS: ByJ1. JligpixcoHa, 6yz. 8, M. Ozeca, Onecbka 0641, 65029, Vkpaina

dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IIoBHe HaﬁMeHyBaHHﬂ lOpI/I,ZLH‘IHO'l' 0COOM: HanjoHambHuit yHiBepcureT "Opecbka MOPChbKa akagemis"
Kopg 3a € IPIIOY: 01127799

Micue3HaxoaKeHHS: ByJ. JlinpixcoHa, 6yz. 8, M. Oneca, Onecpka 061., 65029, Ykpaina

dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYOPHK: 73.34.11, 73.34.81

Tema gucepranii:
1. IHTEerpyBaHHs CUCTEM MOPCBKOTO Pafiio3B’sI3Ky i HaBiraljii B paMKax pO3BUTKY KOHLIENLii e-Hagirauii
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Pedepar:

1. PoboTa npucssiueHa po3pooOLii MeTO/iB MiABUILEHHS TeXHIKO-eKCIITyaTalifHUX XapaKTePUCTUK CyJHOBUX 32CO0iB
pazio3B’sI3Ky i HaBirallii 3a paxyHOK iXHbOI'O iHTErpyBaHHsI i CIiJIbHOI 06POOKY JaHMX B yMOBaX 30€pesKeHHS
6a30BOro CKJIa[ly CyJJHOBOTO O0JIalHAaHHS, TPAaKTUYHMX BUMOT KOPUCTYBAaviB — BaXTOBUX O(]illepiB i BpaxyBaHHA
CBITOBUX TPEHJIB PO3BUTKY MOPCBKUX TEXHOJIOTIH 3a KOHLEMNLi€l0 enHasiranii. BUCyHyTi HOBITHI ifiel criizibHOTO
BHUKOPHUCTaHHS JaHUX CIIOCTEPESKEHHS He3aJIeXXHO PO3pOOJIeHUX i BIIPOBalKeHUX 32 BUMOraMu MDKHapoIHOi
konuenuii COJIAC cuctem Hairaliii - aBToMaTu4yHOi ineHTudikauniiinoi cuctemu (AIC), rmobanbHOi HaBiralifiHoi
cynyTHUKOBOi cuctemu (GPS) i cucTeM Ha3eMHOTO Paflio3B’s13Ky 3 BUKOPUCTaHHIM LA(PPOBOTO BUGIPKOBOTO
BukiuKy (LIBB) i pamioTenedoHii, o 703B0IMI0 OTPUMATH HOBI SIKOCTI 3 YIIPaBJIiHHS Pajiio3B’13KOM i HaBiraliiHOro
CIIOCTEpEesKeHHsI. 3alIpOIIOHOBaHO BUKOPUCTaHHS rpadiyHoro intepdeicy At MOHITOPUHTY/ YIIPaBJIiHHS
Pazio3Bs13KOM, SIKill J,O3BOJIsIE MiIBUIUTY €(PEKTUBHICTD i HAAIMHICTh ajpeCHOr0 Paiio3B’I3Ky, 3a0€311eUNTU
CTaH/IApTU3ALiI0 KOPUCTYBAJIbHALIBKOTO iHTEPdEiCy Ha IPOTUBAry Pi3HOMAHITTS KHOIKOBUX TPUOOPHUX

inTep¢ericiB pafioobagHaHHS YUCIEHHUX BUPOOHUKIB. OGIPYHTOBAHO i HOCIIIPKEHO BUOIp KOMYHIKaLlifHOTO



inTepdeiicy OJ1s1 JUCTaHLIMHOTO yIIPaBIiHHSI MOAYJISIMU Paiio3B’si3Ky. Po3pobieHnit crioci6 aBTOMaTU4YHOI
inentudikanii (Al) pagiotenedoHHUX nepenay i IepesaBaHHs TOAATKOBOI iHopMalLiii i3 3ay4eHHSIM Cy4acHO]
TexHoJIorii un¢poBuX BoasHUX 3HaKiB (LIB3). loBeneHi nepesaru 1poro crocoby Al 1y cBoedacHoi inenTudikarii
CTaHLLii, 1[0 [lepefae B IOPIBHAHHI 3 iCHYI0UMMU cioco6amy MOBHOI ifenTu(ikauii i cucremoro ATIS, sika
BUKOPUCTAETHCS HA BHYTPILIHIX BOJAX KOHTUHEHTaIbHOI €Bponu. Po3pobieHi i mociimkeni anroputmu
dopmyBaHH i BusiBNeHHs 1IB3, siKi IpuaaTHi A1 IPaKTUYHOTO BUKOPUCTAHHS B PeajIbHUX PajlioKaHajax 3a yMOBU
BpaxyBaHHS BIUIMBY yCiX MOKJIMBUX MEPELIKO/ (aTaK). Bupimena 3agaya onTumisallii KOMIPOMICHUX [1apaMETPiB
aJITOPUTMIB B IJIOIIVHI KiJIbKICTb iH(pOpMalLlii — SIKiCTb CUTHAJY — 3aBaJIOCTIiKiCTb. [JOBE4EHO, 10 HalKpallli
MIOKA3HUKU JI03BOJISIIOTh OTPMMATH JIFTOPUTMU BOYIOBYBaHHS JaHUX 1IB3 B 4acTOTHI 06/1aCTi IUCKPETHOTO
nepetBopeHHs Pyp’e i BUKOpUCTaHHS iHPOPMOBAHOTO KOJlepy. BUKOHAHO MaTeMaTUYHE MOJIE/IIOBAHHS aJTOPUTMIB,
PO3pO6JIeH] eKCIIepUMEHTaIbHI IPOTOTUIY allapaTHO-IIPOrPAMHOT0 KOMILJIEKCY iHTErpOBaHOI CUCTEMU
Pazio3p’s3Ky i HaBirauii Ta cucremu Al pagioTenedOHHUX Nepead B peabHUX PafliokaHalax MOPCBKOTO 3B'SI3KY.
KurodoBi cioBa: nudpoBuii BUGIpKOBHUI BUKJIMK, aBTOMaTUYHA ifeHTudiKaliliHa cuctema, pasiotenedoHis,
inTepgeric, ineHtudikauis, undposi BOAAHI 3HAKY, iHPoOpMaLLis.

2. The doctoral thesis is devoted to the development of methods to improve the technical and operational
characteristics of ship radio and navigation facilities through their integration and joint data processing in the
condition of maintaining the basic composition of ship equipment, practical user needs - officer of the watch and
taking into account global trends in marine technology. In the thesis the new ideas for the combined using of
observation data from the independently developed and implemented according to the requirements of the
international concept of SOLAS navigation systems - automatic identification system (AIS), global navigation
satellite system (GPS) and terrestrial radio systems using digital selective call (DSC) and radiotelephony that
allowed to obtain new qualities in radio communication control and navigation outsight. It is proposed to use a
graphical interface for monitoring / control of radio communication, which allows increasing the efficiency and
reliability of the address radio communication, to provide standardization of the user interface in contrast to the
variety of button instrument interfaces of radio equipment from outnumbered manufacturers. Currently AIS is an
obligatory equipment to be carried on board all vessels. AIS provides for the exchange of information which
includes vessel’s identification number (MMSI). Electronic chart display and information system (ECDIS) or another
multifunction information display, while operating with AIS, enables it to indicate vessels within the AIS operating
area, i.e. approximately 30 nautical miles, and to reflect them on ECDIS or information display. The combination of
the very high frequency (VHF) DSC equipment with the AIS - Information display allows: - to eliminate, practically,
the procedure of DSC forming while substituting manual operations by means choosing AIS target of the vessel to
be called on the Information display; and - to provide identification of a calling vessel on the electronic chart and
thus to make the process of attachment of the called /calling vessel to the navigation situation automatically. A
calling vessel can be indicated on the display by a blinking mark which will allow the officer of the watch quickly
estimate the navigational situation and make an effective decision. The unique character of the vessel’s
identification is provided by the presence of vessel identifier (MMSI) both in DSC and AIS. It gives the ability of
automatic attachment the calling vessel to the current navigation situation represented on a navigation display.
The choice of communication interface for remote handling the radio communication modules is grounded and
investigated. Standard of International Electrotechnical Committee IEC 61162-1/2 is selected for serial data
exchange. A method of automatic identification (Al) of radiotelephone transmissions and transfer of additional
information using the modern technology of digital watermarking has been developed. Audio watermarking refers
to inaudible embedding of additional data just into the post microphone signal, using standard marine installations
without any additional radio channel resources. The addressed, properly identified VHF radiotelephone
communication is very important for safe navigation. Al, in turn, ensures efficient messaging from the very
beginning of a radio transmission, while eliminating the human factor inherent in voice identification. Al allows
identifying anonymous, intentionally compromised and harmful transmissions such as transmission button falling
back in a VHF transceiver. Al makes possible integrating MMSI detected data and AIS data for graphic display of
the transmitting station. Algorithms for audio watermarking were designed application in the real VHF radio



channels, provided that the influence of all possible interferences (attacks) is taken into account. The problem of
compromise parameters optimization for algorithms in the plane amount of information - signal quality - noise
immunity was analyzed. It is proved that the best audio watermarking characteristics may be obtained algorithms
for data embedding in the frequency domain of discrete Fourier transform and using an informed encoder.
Mathematical modeling of algorithms is performed. Experimental prototypes of the hardware and software
complexes of the integrated radio communication and navigation system and Al system of radiotelephone
transmissions in the real maritime VHF channels are developed. Keywords: digital selective calling, automatic
identification system, very high frequency, radio telephony, interface, identification, digital watermarking,
information
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