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1. PO3BUTOK TEOPETUYHHUX 3acaj, OLiHIOBAHHS [1I0KAa3HUKIB (PYHKIiOHAIBHOI 6€31€4YHOCTI paflioeJIEKTPOHHUX CUCTEM

BiZI[TOBiAJIBHOTO IIPU3HAYEHHSL.

2. Development of theoretical basis for empowering assessment of functional safety indicators of safety critical
radio electronic systems.

Pedepar:

1. B mucepTauii po3B’s13aHO aKTyaslbHy HAyKOBO-MIPUKJIATHY TPO6JIEMY PO3BUTKY TEOPETUYHUX 3aCa]l KOMIIJIEKCHOTO
3abe3nedeHHs 33/1aH0r0 piBHS QYHKIIOHANbHOI 6€31eYHOCTi Ta HaZiHHOCT] pafioeIeKTPOHHUX CUCTEM
BignosiganpHOTro rpusHadyeHHs (PECBII). Po3pobieni 3acobu (MeToau, Mozieli, allOPUTMU Ta METOAUKH) 1al0Th
3MOTY, Ha eTalli CUCTEMOTEXHIYHOTO IPOEKTYyBaHHs, BU3Ha4yaTu cyabki micust PECBII 3 Touku 30py QyHKIiOHaIBHOI
6e3nevyHOCTi. lle mae 3MOry mpoeKTaHTy OOI PYHTOBAaHO BBECTY HEOOXiJHi BUAM HAMJIMIMIKOBOCTI (CTPYKTYPHOI,
4acoBoi, PYHKIIOHAJIbHOI), 06 MigBUIINUTY, SIK QYHKIIOHAIBbHY 6€3Ie4HiCTh, TaK i HanifHicTh PECBIIL. B nuceprarii,
3aIPOIIOHOBAHO HOBUUM METOJ, IJ151 aBBTOMATU30BAaHOI'O BU3HAYEHHS Pi3HOBUJIIB HEIIpale3aTHUX CTaHiB. Ha OCHOBI
LIbOTO METO[Y 3aIIPOIIOHOBAHO METOMKY PO3PO0JIEHHS KOMILJIEKCHUX AUHaMiuHuxX mogesneit PECBII y Burssai
rpada craHiB i nepexopis, sKi Ha BiGMIiHY Bif icHyI04MX, JAIOTh 3MOTY 6€3 II06YLOBU JilepeBa BifMOB, BU3HAYATHU K

MiHiMasbHi ciueHHs, TaK i mokazHuku HaninHocTi PECBIIL. [In1s BimoO6paskeHHs B3aEMO3B'SI3KiB Mi>K MOKa3HUKAMU



(yHKLiOHaNIBbHOI 6€3MeYHOCTI i HAIITHOCTI BiTMOBOCTIMKMX CTPYKTYp, aJITOPUTMIB ITOBEiHKU Ta CTpaTeTiil
TEeXHIYHOTO 00CIyTOBYBAHHSI 3aIIPOIIOHOBAHO HOBi IOKA3HUKY Ta XapaKTePUCTUKY (PYHKLIOHATbHOI 6€3[1€YHOCTI:
(dyHKIisl aBapiliHOCTI; yacTOTa NOTPAIJISIHHS B aBapiliHy CUTYyallilo; IMOBIpHICTb IOTPAIISIHHA B IlepejaBapiliHy
CUTYyallilo; CEpeHE 3HAYEHHS MOBIPHOCTI iCHyBaHHS MiHiMaIbHOTO cideHHs. PO3p0o06JIeHO HOBi MOJieJIi Ta
METOJIMKY CUHTEe3Y CTpaTerill TEXHIYHOro 00CJIyrOBYBAaHHS, IO [1aJI0 3MOTy FapaHTOBAHO MiATPUMYBATH 3aaHUI
BigMoBOCTiliKMX PECBII 3 BUKOpMCTaHHSAM MaXXOPUTAPHUX CTPYKTYP, Ki Ha BiAMIiHY Bif| iCHYI0YMX, JAIOTh 3MOT'Y
BPaXOBYBATH BIUIUB Ha (PYHKLiOHAJIbHY 6€3[1€YHiCTh BUKOPUCTAHHS PeKOHQIrypalii MaxkopuTapHOi CTPYKTYypH,
IBOPiBHEBOI Ma’KOPUTAPHOI CTPYKTYPH Ta TEXHIYHOTO 0OCIyTOBYBAaHHS i peMOHTY Po3p0o6yieHO METON0I0ri10
CHHTe3y 6e3neyHux anroputmis rnoseninku PECBII, B sKill Ha BigMiHy Bif icHYI0UMX, BpaXOBaHO BIJIUB YaCOBOi Ta

(PYHKUiOHAIBHOI HAOJIMIIKOBOCTI Ha (PyHKLiOHaNbHY O6e3neuHicTs PECBII.

2. This thesis presents the solution of the actual scientific problem of development the theoretical basis of complex
maintenance of safety critical radio electronic system (SCRES) with a required level of functional safety and
reliability. The developed means (methods, models, algorithms and techniques) enable an identifying the
weaknesses in the SCRES design in terms of functional safety at the stage of system design. This allows an
engineer to reasonably induce necessary types of redundancy (structural, temporary, functional) to increase both
functional safety and reliability of SCRES. Thus, the developed tools give the opportunity to synthesize a fault-
tolerant structure, behavior algorithm and maintenance strategy, which ensure that the SCRES will not fall into an
emergency. Modern methods of assessing functional safety indexes are based on the determination of minimal cut
sets, which show the weaknesses of the SCRES. To obtain minimal cut sets, these methods use fault trees, dynamic
fault trees, event trees, or binary decision diagrams. However, the known methods don’t allow to take into account
the impact on the SCRES functional safety of fault-tolerant majority structures with reconfiguration, fault-tolerant
two-tier majority structures, maintenance strategies, temporary and functional redundancy in behavior
algorithms. Also, a significant disadvantage of existing methods is that they don't give the opportunity to obtain
both functional safety indexes and reliability indexes on the basis of a single model. So, it can lead to the condition
when the reliability of the SCRES is reduced with the induction of additional tools for increasing functional safety.
Also, these methods aren't suitable enough for solving synthesis tasks via multivariate analysis for a short period
time, what is very important at the stage of system design. In the dissertation, a new method is proposed for
automated definition of types of in-operable states. This method provides a classification of inoperable states of
the SCRES according to the level of critical failures and allows obtaining trajectories of accidents. Based on this
method, a new technique is proposed for development of complex dynamic models of SCRES in the form of a
graph of states and transitions. This technique, unlike the existing ones, allows determining both minimal cut sets
and reliability indexes of SCRES without constructing appropriate fault tree. To reflect the relationship between
indexes of functional safety and reliability of fault-tolerant structures, behavior algorithms and maintenance
strategies, new indexes and char-acteristics of functional safety are proposed: the accident function; frequency of
fall into an accident state; probability of fall into a pre-accident state; the average value of the probabil-ity of a
minimal cut set existence. New models of strategies for planned and preventive maintenance and emergency re-
covery have been developed to take into account the impact of SCRES downtime on func-tional safety indexes
during maintenance and repair procedures. These models enabled the development of method for synthesizing a
maintenance strategy which guarantees to maintain a required level of functional safety of the SCRES. New
method was developed to calculate the average value of the probability of the minimal cut set existence that gives
an opportunity to solve the problem of minimizing impact of latent failures on the functional safety. This method
makes it possible to obtain dependable values of the probabilities of the minimal cut sets existence for cases when
the minimal cut set contains only latent failures or a combination of latent and active failures. New models of fault-
tolerant SCRESs with majority structures were developed, which, in contrast to the existing ones, allow to take
into account the impact of the use of reconfiguration of the majority structure, two-tier majority structure,
maintenance and repair on the functional safety. The proposed models make it possible to solve the problem of
synthesis of fault-tolerant systems for SCRES with a required level of functional safety and appropriate level of



structural redundancy, that is especially important for onboard information and control systems of aircrafts,
including unmanned vehicles, for which mass and size restrictions are critical. New methodology for the synthesis
of safe behavior algorithms of the SCRES was developed, which, in contrast to the existing ones, takes into account
the impact of time and functional redundancy on the functional safety of SCRES. This methodology shows the way
to achieve a required level of probability of the task execution with the minimum value of the frequency of
accidents.
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