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V. BizomocTi npo gucepraniio
MoBga guceprariii:
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Tema gucepranii:
1. MeTton nobynoBu KnacudikaTopa Kibeparak Ha Aep>kaBHi iHpopMaliiiHi pecypcu

2. Method of constructing classifier of cyber attacks on governmental information resources

Pedepar:

1. O6'exT mocnimpKeHHs: Ipolecy BUsIBJIeHHS i kinacudikanii kibeparak (Kba) Ha nepskaBHi iHpopmariiiiHi pecypcu
(OIP). MeToto mocifpkeHHs € NifBUleHHs piBHS 3axuleHocTi [JIP msxoM po3podKku MeTony o0yLoBU
xnacudikaropa Kba, mo 3a6e3nedye ¢pyHkuionysanns CIb [IP B macmTabi 4acy, HabJIMKEHOMY O PeasIbHOrO.
MeTonu mocuimKeHHs: METOU Teopii IMOBipHOCTEH, Teopii iHdopmalii, Teopii 6araTokpuTepiiHOI ONTUMI3allii,
METOJH i aJITOPUTMU IHTEJIeKTYaJIbHOTO aHali3y JaHux. HaykoBa HOBM3HA: BIleplie po3p0o6sieHO METOJ, OL[iHIOBAaHHSI
iHopmaTuBHOCTI Ta cesnekuii fyeTis cTaHiB IKC, B OCHOBY SIKOr0 OKJIaIEHO MIPOLENYPY OLiHIOBAaHHS 3BKEHOTO
IpUpPOCTY iHpopMalii napameTpiB NOTOKIB BXigHux AaHux (I1Bx]l) cucrem indopmauiiinoi 6esnexu (CIB) IIP, mo
II03BOJISIE 320€3IeYUTH CEJIEKLiI0 OCTaHHIX 32 KPUTEPiEM MaKCHMAaJIbHOI BiIIaJIEHOCT] y IPOCTOPi IapaMeTpiB;
BIleplIe po3pobieHO MeTo, ckopodeHHs po3mipHocTi [1Bx]] nyist CIB JIP, B 0CHOBY SIKOrO IIOKJIaAEHO METO],
BKJIQJIEHUX CKaJISIPHUX 3TOPTOK, 10 JO3BOJISIE, HE MOTIPLIyI04Y [TOKAa3HUKIB TOYHOCTI Kiacudikauii KBa,
OIlepaTHBHillle peasli3oByBaTH NIPOLEAypY CKOpPO4YeHHs po3mipHOCTi [1Bx]l Kiacu@ikaTopis; yJOCKOHAIEHO METO],
nobynoBu kiacudikaropa Kba na [IIP, sikuii Binpi3HsI€ThCS Bifi BilOMUX NPOLeLypOIO IIOOYLOBU OCTAaHHbOIO Y



BUIJISIZIi ABOETATHOTrO GiHapHOTro KiacudikaTopa Ha 6a3i gepes piuieHs Ta ckopodyeHux I[1Bx]l, 1mo 103Boise
IiABUIYBaTH OTIIEpaTUBHICTh BUsBJIEHHS i Kinacudikanii ctaniB IKC npu onHoYacHOMY 3abe3nedyeHHi 3a1aHux
[TOKa3HUKIB 3axuieHocCTi JIP. [IpakTiyHe 3HaYeHHS OJleP>KaHUX PE3YyJIbTATIB y CYKYIIHOCTI CKJIafae MigIPyHTS AJIs
BIOCKOHaeHHs knacudikaropis Kba Ha JIIP Ta 3a6e3neuye ¢pynkuionysanss CIb [JIP B maciTabi yacy,
HabJIMKEHOMY JIO PEajsIbHOTO.

2. The object of research: the processes of cyber attacks on governmental information resources detection and
classification. The goal of research is to increase the level of protection of state information resources through the
development of methods of constructing the classifier of cyber attacks on governmental information resources,
ensuring operation of the information security system of the governmental information resources in a scale near
to real time. For the first time a assessment method for information content parameters and selection
governmental network status duets was elaborated, which is based on information content assessment of binary
duets parameters of event patterns - templates of normal system behavior of the system and patterns of attacks,
as well as attacks templates' class duets that allowed to perform duets selection of the last mentioned classes
under the criteria of maximum distance in the parameter space. For the first time a method for dimension reduce
of input data streams was elaborated for the information security system of governmental information resources,
which is based on using a method of inserted scalar convolutions which allowed faster implement reduce
procedure for streams dimension of input data classifiers not compromising the performance of classification
accuracy of cyber attacks. The method of constructing the cyber attacks classifier on governmental information
resources was improved, which differed from the known ones by procedure of constructing the cyber attacks
classifier in the form of a two-stage binary classifier based on decision trees and reduced input data flows, which
allowed increase of the efficiency of detection and classification of condition of the information and
telecommunication systems along with synchronous provision of specified protection indexes of the governmental

information resources.
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