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2. Methods and means to ensure cybersecurity of multi-functional fleets of UAV under conditions of combined
cyber attacks

Pedepar:

1. Mera pucepTaniiiHoi po60Tu noJsirae B mifBUILEHHI PiBHS Kibepbesneku cuctem 6araToQpyHKIiMHUX GIIOTiB
0€e3MiJIOTHUX anaparis 3a JIOIIOMOT0I0 PO3PO6JIEHHS Ta BIIPOBA/IKEHHSI PU3MK-OPi€EHTOBAHUX METO/IIiB Ta 3aCO6IB
OLIiHIOBaHHS Ta BUOOPY KOHTP3ax0/1iB, BpaXxOBYIOUM KOMOiIHOBaHi KibepaTtaku. Y paMmKax 3arajbHoi 3a/1a4i
PO3IJISIAAETHCS PO3POOIIEHHS MOZesiell, METOIiB Ta 3aCO0iB [ aHasi3y Ta 3abe3reyeHHs Kibepbesrneku CUCTeM
6araToPyHKUiNHUX PJIOTiB O€3MiJIOTHUX arapariB B yMOBax pi3HOMaHITHUX aTak. YacTKOBi 3a/1a4i BKJIIOYAIOTh
aHaJli3 TeXHOJIOTiN Ta METOiB OLiHIOBAaHHS KibepOe3neKy, po3pOOJIEHHS KOHLENTYaJIbHUX Ta MAaTEMATUYHNX
Moeslell CUCTeMU, pO3PO6JIEHHSI METOIB aHai3y Kibep3arpo3 Ta KpUTUYHOCTI aTakK, yJOCKOHAIIEHHS METO/IiB

BHOOPY KOHTP3ax0iB, pO3POOJIEHHS aJITOPUTMIB Ta IIPOrpaMHUX 3acO06iB 11711 BUOOPY KOHTP3axoziB. Cepel, HOBUX



HAYKOBMX pe3yJIbTaTiB CJIifl Bil3HAUMTH BIleplle 3alIPpOINIOHOBaHI MoeJli KibepdisznyHoi cucTemu 6araToPpyHKIIHUX
dJ10TIiB 6€e3MiI0THUX anapaTiB, [0 OXOILIIOIT Pi3Hi MOGLIbHI NixcucTemMu Ta iHdopMaLiiiHy iHPpacTpyKTypy.
TakoX yZ0OCKOHAJIEHO METOJ, aHaJIi3y Kibep3arpo3 Ta BIIPOBaKeHO e(HEKTUBHUN METO]] BUOOPY KOHTp3axoiB. Ha
[IPaKTUYHOMY PiBHi pO3pO0JIEHO aJITOPUTMU Ta IPOrPaMHi 3aCO0M 17151 PO3LINPEHOrO aHaJli3y Kibepbesneku
cucreMu 6araToQyHKUiHUX QJI0TIB 6e3MinoTHUX anapaTiB. CTPyKTypa cucTeMu Ta iHdopmaliiHa TEXHOJIOTIS 1St
IIPUMHATTS pillleHb I0A0 PU3UK-OPi€EHTOBAHOTO OLIiHIOBaHHS Ta BUOOPY KOHTP3axOiB TAKOXK pPO3pOOJIEHi.
PesysnbTaTu JOCHiIKEHHS BIIPOBAIKEHO B HAaBYaJIbHUIH Npolec Kadenpy, a TakoXK B HAYyKOBO-0CIiiHI IPOEKTH Ha
3amoBieHHs MOH Vkpainu (N2 JIP 0121U112172, N2 1P 0121U113842, N2 1P 0117U05349, N2 JIP 0118U003822).
3okpema, 3aIIpOIIOHOBaHI METOAM Ta 3aCO6M BUKOPUCTOBYIOThCS B pamkax IpoekTiB OJIIHT ta [PAHIT.

2. The dissertation aims to enhance the cybersecurity of multi-functional fleets of unmanned aerial vehicles (UAVs)
by developing and implementing methods and tools for risk-oriented assessment and selection of
countermeasures, taking into account combined cyberattacks. The overarching objective involves the development
of models, methods, and tools for the analysis and cybersecurity of multi-functional fleets of UAVs under
conditions of both individual and combined attacks. The specific tasks include: 1. Analysis of functions,
technologies, and methods for evaluating and ensuring the cybersecurity of UAV systems, with a justification of the
research's purpose, tasks, and methodology. 2. Development of conceptual and mathematical models for the
cyber-physical system of multi-functional fleets of UAVs as the object of cybersecurity assessment. 3. Formulation
of a method for analyzing cyber threats, consequences, and the criticality of individual and combined attacks on
the assets of the cyber-physical system. 4. Refinement of the method for selecting a set of countermeasures to
ensure the cybersecurity of the cyber-physical system, considering various components of cybersecurity and
addressing both individual and combined cyberattacks. 5. Development of algorithms, software tools, and
information technology for conducting analysis and selecting countermeasures to ensure the cybersecurity of
multi-functional fleets of UAVs. 6. Implementation of the proposed methods and tools in state and international
research projects and educational programs, as well as in substantiating security requirements for UAV systems.
Novel scientific results include: 1. Introduction of models for the cyber-physical system of multi-functional fleets
of UAVs, providing a theoretical-multiset representation of software and hardware components at different
hierarchy levels, intruders, threats, vulnerabilities, and attacks. 2. Enhancement of the IMECA analysis method,
detailing the impact on various security properties and subsystems, along with the development of models for
combined sequential-parallel cyberattacks by different perpetrators and means. 3. Improvement of the method for
selecting countermeasures by forming a set of countermeasures considering the influence on different
cybersecurity components under conditions of individual and combined cyberattacks, using directed search
procedures for coverage options. The proposed methods and tools have been implemented in the educational
process of the department, contributing to the training of bachelor's, master's, and doctoral students specializing
in Cybersecurity and Information Protection. Moreover, they have been applied in scientific research projects
commissioned by the Ministry of Education and Science of Ukraine, including the FLINT project led by Dr.
Harchenko V.S. and the GRANIT project led by Dr. Sklyar V.V.
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