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Pedepar:

1. Incepranis npucBsYeHa 4OCIiIpKeHHIO0 PeHOMEHY LIM(PPOBOro ToTajliTapuaMy Ta KOHLeNTyasizalii iioro 3arpos B
iH(popMaLiTHOMY CYCIiJIbCTBI, 10 BUHUKAIOTh HA OYATKy XXI CTOJIITTS y pe3yJIbTaTi CTPIMKOTO PO3BUTKY
uu@poBisalii K r106a1pHOrO NPOoLEeCy BIPOBAIPKEHHS iHPOPMalLiiHO-KOMYHIKaLilHUX TEXHOJIOTIH B Pi3HUX
cepax KUTTENiSTIBHOCTI CYCIiIbCTBA, SIKi KApAMHAJIbHO 3MIHIOIOTb i IOJIITUYHUIM JlaH AT, BIJIMBAIOTh HA
TpaHc@opMallilo BIaJy B aBTOPUTAPHUX Ta €MOKPATUYHUX Jep>KaBax, [IPo L0 CBiAYaTh Pi3Hi IpOsIBU KPU3U
IeMOKparii, mourpeHHs ii HeibepanlbHUX NPAKTUK Ta HOBi BUKJIMKY i 3arpo3u. B gucepranii noBoguTsCs, mo

M poBUN TOTANITApU3M IPOSIBIISIETHCS Y BUKOPUCTAHHI iHPOPMaLiiHO-KOMYHIKaLiHHUX TEXHOJIOTIN 3 METOI0
3/1iICHEHHSI MaCOBOI'O CIIOCTEPEKEHHSI, KOHTPOJIIO, MAHIIyJISILi, LIeH3ypH Ta iHIMX GOpM BTPyYaHHs y IpMUBaTHE

JKUTTA TPOMAJIFAH, IO CTBOPIOE 3arpO3u ITOPYHIEHHS OCHOBOIIOJIOXKHUX ITIPAB i CBO60,]_I JIIOOVHUA. B YMOBax



ry106aypHOI M@ POBi3allii, 3 0IHOro 60Ky, 3pOCTa€ CTYMiHb U(PPOBOTrO AEMOKPATUYHOIO PO3BUTKY, €JIEKTPOHI
dbopmu yyacTi rpoMaziaHsH, eJIEKTPOHHE BPsLyBaHHS, a 3 iHIIOro — BUHUKAIOTh HOBI popmu 11 POBOI HEPIBHOCTI,
CO1}ia/IbHOTO KOHTPOJIIO, NOJIITUYHMX MaHIIyJIs1iil Ta JOMIHYBaHHS yPsIOBUX CTPYKTYp Hax ocobucTicTio. Came B
TaKOMY CKJIJIHOMY KOHTEKCTi BUHMKJIA HarajbHa MOTPe6a y IIMO0KOMY Ta TPYHTOBHOMY aHali3i CyTHOCTI
(denomeny udPOBOro TOTANITAPU3MY, 100 OCHOBHUX LU(PPOBUX iIHCTPYMEHTIB Ta Cy0'e€KTiB BIJIUBY,
(YHKIIOHYBaHHI Cy4acHMX CUCTEM Ta MEXaHi3MiB 3aXUCTy [1paB JIIOAUHHY, iX afanTaii 10 HOBITHIX 3arpo3
1M(pPOBOro CEpelOBUIIA, @ TAKOX BUPOOJIEHH] e(peKTUBHUX MEXaHi3MiB Ta iHCTPYMEHTIB NpOoTUAii 1MppoBOMy
TOTaJliTapM3My. AKTyaJIbHICTh BUOOPY TEMU AOCJIIPKEHHSI 00YMOBJIEHA aKTUBHUMU IIpoLiecaMy LuPpOBOi
TpaHcopmariii iHpopmalifiHOro CyCIibCTBa, @ TAKOK IOMITHUM 3POCTaHHSIM HassBHUX IPAKTUK OOMEKEHHSI
CcBOOOM CJI0Ba, IpaBa Ha MPUBATHICTb OCOOUCTOrO XXUTTSL, IIpaBa Ha JOCTYI 10 iHpopMallii B iudppoBoMy
cepenosuili. Oco6MBY aKTyalIbHICTh Y KOHTEKCTI JOCJIiIPKEHHSI CTAHOBUJIO BUBYEHHS B3a€MOJi fep>kaBH,
iHpopMaliiHOro CyCHisibCTBa Ta IPMBATHUX TEXHOJIOTIYHUX KOPIOpallill y MTMTaHHSIX 3a6e3le4eHHs [UudpOoBoi
6e3IeKu Ta IPaBOBOrO 3aXUCTY JIOAUHU. Y (POKYCi LOCIII)KEHHS € TIOLIYK ONTUMAaJIbHOIO 6ajlaHCy MiX IoTpedamu
HalliOHaJIbHOI 6€3I€KU Ta 3aXUCTOM OCHOBOIIOJIOXKHUX IIPaB JIIOJUHU B yMOBaX Cy4acHOi Lu(ppoBOi €NoxXu, KOIu
Ilep>XaBu Jefaii akTUBHIIIe BIAIOTHCS 4O BUKOPUCTOBYBAHHS TEXHOJIOTIN LX(POBOrO MOHITOPUHTY, PETYJII0BAaHHS
Iii y Mepexxi I[HTepHeT Ta yceb6iYHOMY KOHTPOJIIO 32 BJIaCHUM CYCIIiJIbCTBOM. B Mekax mucepTaniiiHoro
IOCJiI)KeHHS aBTOPOM yIleplile 0yJI0 IPOBEeHO KOMILJIECHE MDKIMCIUIIIHAPHE NOCTiI)KeHHS] peHOMEHY
M(PPOBOro TOTANITaPU3MY Ha CTHKY MOJITUYHOI (pinocodii, KoHLennil iHnpopmaLiiHOrO CyCHilbCTBA, IPaB
JIIOAVHY Ta iHHOBaliil y cdepi TexHosorii. [[poananizoBaHO Ta NpPeCTaBI€HO TUIOJIOTi0 3arpo3 LU(GPOBOro
TOTaJliTapy3MYy, 1110 BUHMKAIOTh BHACJILOK MOHOMO/Mi3auii nyudposux muatdopm Ta LeHTpanisalii jaHux 3 60Ky
TEXHOJIOTIYHUX Kopriopaliil. Takox akTyasnizoBaHo kaacudikauio GopM HudpoBOro KOHTPOJIIO, sIKa OXOILTIIOE SIK
Ilep>KaBHi, TaK i KOPIOPATHBHI iHCTPYMEHTH BIJIMBY Ha iH(pOpMalliliHe cepefoBUILE Ta COLiaJIbHY IOBEAIHKY.
JloBeneHo, mo UU(POBUII TOTATiTAPU3M BUHUKAE HE BUKJIIOYHO B YMOBAaX aBTOPUTAPU3MY, A TAKOX Y
I€MOKPaTUYHUX JeprKaBax sIK HACJIiIOK nepenayi peryasiTopHUX QyHKIIi BeJIMKUM TEXHOJIOTIYHUM KOPIIOPALIisSIM.
ByB ynocKkoHaseHN KOHLENTyaJlbHUM NMifXif, [0 OLiHKA €(PeKTUBHOCTI IPAaBO3aXUCHUX IHCTUTYLi B yMOBax
udposoi TpanchopMaliii MIIIXOM [IOPIBHAJIBHOTO aHAI3y MOJIeJIel PEryJIl0OBaHHS Y Pi3HUX MOJTITUIYHUX CUCTEMAX.
Cdopmy1bOBaHO TEOPETUKO-METOOJIOTIYHY OCHOBY JJ1 LOCJIiIKEHHS U(POBOrO TOTANTiTaAPU3MY SIK
KOMIIJIEKCHOTO SIBMIIA, 1110 BUHMKAE B PE3YJIbTaTi iHTerpalii LugppoBUX iIHCTPYMEHTIB, CUCTEM iHPOPMaLiITHOrO
KOHTPOJIIO Ta MOJIITUYHOI BlIaau. B quceprauiiHOMy DOCIIiIKeHHi 3'1COBaHO, 110 KJIACUYHi MiZX0AM 10 BUBYEHHS
dbeHoMeHy IUPPOBOro TOTAIiaTPU3MY Ta 3arpo3 IeMOKparTii B iHpopMaLiiiHMX CYCIIiJIbCTBaX OTPEOYIOTh CYTTEBOY,
peTesbHOI MOZEPHi3allii, a TaKoX ajanTariii. bys10 BCTaHOBJIEHO, 110 Aep>KaBHI MTOJIITUYHI pillleHHs, 3HAYHO
BiZICTaIOTb Bif] TEMIIiIB HEKOHTPOJIbOBAaHMX LU(PPOBUX TpaHCPOpMalili, BHACIILOK YOr0 BUHUKAE AePillAT
Bi/I[IOBiIHMX IIPABOBUX rapaHTiil y cepi 3axUCTy MPUBATHOCTI, IPaB 30€pE>KEHHS Ta Helepenadi IePCOHANbHUX
IAHWX, CBOOOU BUpaKeHHs NOIJIsAiB Y LMPpoBOMYy cepenoBulli. OCo6IMBO IPOOIEMHUM aCIIEKTOM €
HEIOCTATHLO YiTKE Ta aJleKBAaTHE PETyJIOBAHHS NisJIbHOCTI BEJIMKMX TEXHOJIOrYHUX IT-Kopriopauii, Bif, IKux
6e3MocepeiHbO 3aJIEKUTh JOCTYII TPOMAISIH 40 UUQPPOBUX IIATPOPM, iHPOPMALIITHAX PECYPCIB Ta MOXKJIMBOCTEN
conianbHOI KOMYHIiKalii y mepexi IHTepHeT Ta nudpoBoMy IpocTOopi. 3HAUHY yBary IpUAiJIeHO aHaJli3y MexaHi3MiB
3aXMCTY IIPaB JIIOJUHY B KOHTEKCTi PO3BUTKY LIM(PPOBUX TEXHOJIOTIN. 30Kpema, AeTaabHO [IpoaHasi3oBaHa AUHaMiKa
IiAXOMiB IO 3aXUCTY NPaAB JIOAVHU B yMOBax LIM(PPOBUX TPaHC(OPpMaLliil, pojib Ta PillleHHs1 EBPONENCHKOrO CyLy 3
IpaB J10AMHU, €Bporneiicbkoi komicii, Pagu OOH 3 npaB moanHu y popMyBaHHI HOBUX ITPABOBUX CTaHAAPTIB

3axXUCTy UU(POBUX [IpaB JIOAUHMU.

2. The dissertation is devoted to the study of the phenomenon of digital totalitarianism and the conceptualization
of its threats in the information society, which arise at the beginning of the 21st century as a result of the rapid
development of digitalization as a global process of implementing information and communication technologies in
various spheres of society, which radically change the political landscape and influence the transformation of
power in authoritarian and democratic states, as evidenced by various manifestations of the crisis of democracy,
the spread of its illiberal practices, and new challenges and threats. The dissertation argues that digital
totalitarianism manifests itself in the use of information and communication technologies for the purpose of mass



surveillance, control, manipulation, censorship and other forms of interference in the private lives of citizens,
which creates threats of violation of fundamental human rights and freedoms. In the context of global
digitalization, on the one hand, the degree of digital democratic development, electronic forms of citizen
participation, electronic governance are increasing, and on the other hand, new forms of digital inequality, social
control, political manipulation and dominance of government structures over the individual are emerging. It is in
such a complex context that there is an urgent need for a deep and thorough analysis of the essence of the
phenomenon of digital totalitarianism, its main digital tools and subjects of influence, the functioning of modern
systems and mechanisms for protecting human rights, their adaptation to the latest threats of the digital
environment, as well as the development of effective mechanisms and tools to counter digital totalitarianism. The
relevance of the choice of the research topic is due to the active processes of digital transformation of the
information society, as well as the noticeable growth of existing practices of restricting freedom of speech, the
right to privacy of personal life, the right to access information in the digital environment. Of particular relevance
in the context of the study was the study of the interaction of the state, the information society and private
technological corporations in matters of ensuring digital security and legal protection of the person. The focus of
the study is the search for the optimal balance between the needs of national security and the protection of
fundamental human rights in the conditions of the modern digital era, when states are increasingly resorting to
the use of digital monitoring technologies, regulation of actions on the Internet and comprehensive control over
their own society. Within the framework of the dissertation research, the author conducted for the first time a
comprehensive interdisciplinary study of the phenomenon of digital totalitarianism at the junction of political
philosophy, concepts of the information society, human rights and innovations in the field of technology. The
typology of threats to digital totalitarianism arising from the monopolization of digital platforms and data
centralization by technological corporations was analyzed and presented. The classification of forms of digital
control, which includes both state and corporate instruments of influence on the information environment and
social behavior, was also updated. It was proved that digital totalitarianism arises not only in conditions of
authoritarianism, but also in democratic states as a result of the transfer of regulatory functions to large
technological corporations. The conceptual approach to assessing the effectiveness of human rights institutions in
conditions of digital transformation was improved through a comparative analysis of regulatory models in different
political systems. A theoretical and methodological basis for the study of digital totalitarianism as a complex
phenomenon arising from the integration of digital tools, information control systems, and political power has
been formulated. The dissertation research revealed that classical approaches to studying the phenomenon of
digital totalitarianism and threats to democracy in information societies require significant, thorough
modernization, as well as adaptation. It was found that state political decisions significantly lag behind the pace of
uncontrolled digital transformations, resulting in a shortage of appropriate legal guarantees in the field of privacy
protection, the rights to preserve and not transfer personal data, and freedom of expression in the digital
environment. A particularly problematic aspect is the insufficiently clear and adequate regulation of the activities
of large technological IT corporations, on which citizens' access to digital platforms, information resources, and
opportunities for social communication on the Internet and digital space directly depend.
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