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Pedepar:

1. Incepraris npucBsYeHa AOCTiIKeHHI0 GpeHOoMeHY u(poBOro ToTajgiTapuaMy Ta KOHIeNTyasizauii 1oro 3arpos B
iHpopmalifiHOMY CYCIi/IbCTBI, 1110 BUHUKAIOTh HA NIOYaTKy XXI CTOJIITTS y pe3yJbTaTi CTPIMKOTO pO3BUTKY
M@poBisalii K r106aJbHOr0 NPOLECY BIPOBAIKEHHS iH(POpMaLiIHO-KOMYHIKaLiTHMX TEXHOJIOTiH B Pi3HUX
cdepax KUTTENISIIBHOCTI CYCIibCTBA, SIKi KApAMUHAJIbHO 3MIHIOIOTh i IOJIITUYHUN JlaHAmadT, BIJIMBAIOTh HA
Tpancdopmallio BIaay B aBTOPUTAPHUX Ta IEMOKPATUYHUX JIep>KaBax, Mo IO CBiT4aTh Pi3Hi IPOSIBU KPU3U
IleMOKparii, momupeHHs ii HesibepaibHUX NPAKTUK Ta HOBI BUKJIMKY i 3arpo3u. B nucepratii JOBOAUTHCS, 1110
M(pPOBUI TOTANITAPU3M NPOSBIISIETbCS Y BUKOPUCTAHHI iHQOPMaLiiHO-KOMYHIKALiHAX TEXHOJIOTIN 3 METOI0
3MiFICHEHHS MacOBOI'O CIIOCTEPEsKeHHSI, KOHTPOJIIO, MAHIITY IS, eH3ypH Ta iHmuX GopM BTPyYaHHS y [IpHUBaTHE
JKUTTS TPOMA/ISIH, 10 CTBOPIOE 3arpO3M MOPYIIEHHS OCHOBOIIOJIOKHUX TPaB i CBO6O/, MOJMHNU. B ymoBax
ry106aypHOI U@ POBi3allii, 3 0HOro 60Ky, 3pOCTa€ CTYMiHb LU(PPOBOTrO AEMOKPATUYHOIO PO3BUTKY, €JIEKTPOHI
(dopmu yyacTi rpoMasiaHsH, €JIeKTPOHHE BPSIyBaHHS, a 3 iHIIOrO — BUHUKAIOTh HOBi (pOopMU LIMPPOBOI HEPIBHOCTI,

COLIia/IbHOT'O KOHTPOJIIO, MOJITUYHMX MaHIIy IS Ta JOMIHYBaHHS YPSIIOBUX CTPYKTYP Han ocobucTicTio. Came B



TaKOMY CKJIJHOMY KOHTEKCTi BUHMKJIA HarajabHa NOTpe6a y IIIM60KOMY Ta TPYHTOBHOMY aHasli3i CyTHOCTI
dbeHomMeHy IUPPOBOro TOTANITAPU3MY, HOTO OCHOBHUX LX(POBUX IHCTPYMEHTIB Ta Cy6'€KTIB BILJIUBY,
(YHKLiOHYBaHHI Cy4acHMX CMCTEM Ta MEXaHi3MiB 3aXUCTy [1paB JIIOAUHY, iX afanTalii 10 HOBITHIX 3arpo3
M(pPOBOro CEpeloBUIIA, a TAKOX BUPOOJIEHH] e(peKTUBHUX MEXaHi3MiB Ta iHCTPYMEHTIB NPOTUAii L1M(PPOBOMY
TOTaJIiTapyu3My. AKTyaJIbHICTb BUOOPY TEMU LOCIIiIKEHHS 00YMOBJIEHa aKTUBHMMHU IIpoLecaMu IUPPOBOi
TpaHcopmaliii iHpopMallifflHOro CyCIibCTBa, @ TAKOK IOMITHUM 3POCTaHHSIM HasBHUX IPAKTUK OOMeEKEHHSI
CBOOOJM CJI0Ba, IpaBa Ha MPUBATHICTb OCOOUCTOrO XXUTTSL, IIpaBa Ha JOCTYI 10 iHpopMallii B 1udppoBoMy
cepenoBuii. OCO6IMBY aKTyalIbHICTb Y KOHTEKCTI JOCIIIP)KEHHSI CTAHOBUJIO BUBYEHHS B3a€MOJi fepkaBH,
iHdopmaniitHOro CcycninibCcTBa Ta MPUBATHUX TEXHOJIOTTYHMX KOPIIOpaLliil y NUTaHHSX 3ab6e3rnedeHHs 1udpoBoi
0e3I1eKu Ta IIPaBOBOTr0 3aXUCTY JIOAUHM. Y (OKYCi AOCIII)KEHHS € IIOLIYK ONTUMAaJbHOIO 6ajlaHCy MiX NoTpedamu
HalliOHaJIbHOI 6€3IEKU Ta 3aXUCTOM OCHOBOIIOJIOXKHUX IIPAB JIIOIUHU B YMOBaX Cy4acHOi Lu(pPOBOi €1oXu, KOIU
Ie€p>KaBU Jle/1ajli aKTUBHillle BAAIOTHCS 10 BUKOPUCTOBYBAHHSI TEXHOJIOTH 1IM(POBOrO MOHITOPUHTY, PETYJIIOBAaHHS
Iii y Mepexxi IHTepHeT Ta yceb6iYHOMY KOHTPOJIIO 32 BJIaCHUM CYCIIiJIbCTBOM. B Mexkax nucepTrauiiiHoro
IOCJiI)KEHHS aBTOPOM yIepile 0yJI0 IPOBEAEHO KOMILJIECHE MDKIVMCUUIIIIHAPHE NOCTiIKEeHHS! (PEHOMEHY
M(PPOBOro TOTANITaPU3MY Ha CTHKY MOJITUYHOI (Pinocodii, KoHLennil iHpopMaLiiHOrO CyCHiNbCTBA, NIPAB
JIIOJVHY Ta iHHOBaliN y cdepi TexHosoril. [IpoaHasnizoBaHo Ta IpeJCcTaBIeHO TUIIOJIOTII0 3arpo3 LUQPPOBOro
TOTaJliTapy3MYy, 1110 BUHMKAIOTh BHACJIiIOK MOHOMOi3aLjii nyudpoBux naat@opm Ta LeHTpanisalii jaHux 3 60Ky
TEXHOJIOTIYHUX Kopropaliil. TakoxX akTyanizoBaHO Kaacudpikauio GopM HudpoBOro KOHTPOJIIO, sIKa OXOILJIIOE SIK
IeP>KaBHi, Tak i KOPIIOPATUBHI iIHCTPYMEHTHU BILJIMBY Ha iHdoOpMalliliHe cepeJOBULIE Ta COLiabHY OBEiHKY.
JloBeneHo, mo UU@POBUII TOTATiTAPU3M BUHUKAE HE BUKJIIOYHO B YMOBAaX aBTOPUTAPU3MY, a TAKOX Y
I€MOKPaTUYHUX Jep>KaBax sIK HACJIiIOK Nepenayi peryasiTopHUX QyHKIi BeJIMKUM TEXHOJIOTTYHMM KOPIIOPALIisSIM.
ByB ynoCcKOHaI€eHNY KOHLENTyaJlbHUM MifXif, [0 OLiHKA €(EeKTUBHOCTI IPaBO3aXUCHUX IHCTUTYLi B yMOBax
udposoi TpaHchopMaliii MISIXOM [TOPIBHAJIBHOTO aHAi3y MOJieJiel PeryJloBaHHs Y Pi3HUX IOJIITUYHUX CUCTEMAX.
Cdopmyib0BaHO TEOPETUKO-METOOJIOTIYHY OCHOBY JJI LOCJIiIKEHHS M(POBOr0O TOTANTiTaPU3MY SIK
KOMIIJIEKCHOTO SIBMIIA, 110 BUHMKAE B PE3YJIbTaTi iHTerpauii LuppoBUX iIHCTPYMEHTIB, CUCTEM iHPOPMALiITHOTO
KOHTPOJIIO Ta MOJIITUYHOI BlIaau. B muceprauiliHOMy DOCJiIKeHHi 3'1COBaHO, 110 KJIACUYHi MiX0AM 0 BUBUYEHHS
dheHoMeHy IUPPOBOro TOTANiaTPU3MY Ta 3arpo3 IeMoKparTii B iHpopmaliliHuX CYCIIisIbCTBaX IOTPEOYIOTh CYTTEBOY,
peTebHOI MOZEPHi3alii, a TakoX aganralii. bys10 BCTaHOBJIEHO, 110 Aep>KaBHI MTOJIITUYHI pilleHHs, 3HaYHO
BiZICTaIOTb Bif] TEMIIiB HEKOHTPOJIbOBAaHMX LU(PPOBUX TpaHCPOPMaLLili, BHACIILOK YOTO BUHUKAE AePilAT
BiATIOBIIHMX [TPABOBUX rapaHTill y cdepi 3aXxUCTy NPUBATHOCTI, [TpaB 30epekeHHs Ta Hellepeayi nepCcoHaNIbHUX

I AHUX, CBOOOIY BUPaKeHHsI NOIJIsiB Y LMPPoBOMY cepenoBulli. OCo6MBO IPOOIEMHUM aCIIEKTOM €
HEJIOCTATHbO UiTKE Ta aJleKBAaTHE PETyJIOBAHHA isJIbHOCTI BEJIMKMX TEXHOJIOrYHUX IT-Kopropauii, Bifg, SKux
6e3rnocepeiHbO 3aJIEKUTh JOCTYII TPOMA/ISH A0 UUPPOBUX M1aTHOPM, iHPOPMaLITHMX peCypCiB Ta MOKIMBOCTEM
coliasibHOI KOMYHiKallii y Mepexi IHTepHeT Ta uudppoBOMy IpoCTOpi. 3HAUHY yBary NpUAijIeHO aHaji3y MexaHi3MiB
3aXMCTY IIPaB JIIOJUHY B KOHTEKCTi PO3BUTKY LIM(PPOBUX TEXHOJIOTIN. 30Kpema, AeTaabHO [IpoaHaji3oBaHa AUHaMiKa
IiAXOMiB IO 3aXUCTY MPAB JIOAVHU B yMOBaxX LIM(GPOBUX TPAaHC(OPMaLi, pOJib Ta PillleHHsI EBPONENCHKOrO CyLy 3
Ipas JirouHY, €Bpornericbkoi KoMicii, Pagy OOH 3 npas moauHu y GOpMyBaHHI HOBUX IIPABOBUX CTaHIAPTIB

3aXUCTy UU(PPOBUX [IPaB JIOAUHMU.

2. The dissertation is devoted to the study of the phenomenon of digital totalitarianism and the conceptualization
of its threats in the information society, which arise at the beginning of the 21st century as a result of the rapid
development of digitalization as a global process of implementing information and communication technologies in
various spheres of society, which radically change the political landscape and influence the transformation of
power in authoritarian and democratic states, as evidenced by various manifestations of the crisis of democracy,
the spread of its illiberal practices, and new challenges and threats. The dissertation argues that digital
totalitarianism manifests itself in the use of information and communication technologies for the purpose of mass
surveillance, control, manipulation, censorship and other forms of interference in the private lives of citizens,
which creates threats of violation of fundamental human rights and freedoms. In the context of global
digitalization, on the one hand, the degree of digital democratic development, electronic forms of citizen



participation, electronic governance are increasing, and on the other hand, new forms of digital inequality, social
control, political manipulation and dominance of government structures over the individual are emerging. It is in
such a complex context that there is an urgent need for a deep and thorough analysis of the essence of the
phenomenon of digital totalitarianism, its main digital tools and subjects of influence, the functioning of modern
systems and mechanisms for protecting human rights, their adaptation to the latest threats of the digital
environment, as well as the development of effective mechanisms and tools to counter digital totalitarianism. The
relevance of the choice of the research topic is due to the active processes of digital transformation of the
information society, as well as the noticeable growth of existing practices of restricting freedom of speech, the
right to privacy of personal life, the right to access information in the digital environment. Of particular relevance
in the context of the study was the study of the interaction of the state, the information society and private
technological corporations in matters of ensuring digital security and legal protection of the person. The focus of
the study is the search for the optimal balance between the needs of national security and the protection of
fundamental human rights in the conditions of the modern digital era, when states are increasingly resorting to
the use of digital monitoring technologies, regulation of actions on the Internet and comprehensive control over
their own society. Within the framework of the dissertation research, the author conducted for the first time a
comprehensive interdisciplinary study of the phenomenon of digital totalitarianism at the junction of political
philosophy, concepts of the information society, human rights and innovations in the field of technology. The
typology of threats to digital totalitarianism arising from the monopolization of digital platforms and data
centralization by technological corporations was analyzed and presented. The classification of forms of digital
control, which includes both state and corporate instruments of influence on the information environment and
social behavior, was also updated. It was proved that digital totalitarianism arises not only in conditions of
authoritarianism, but also in democratic states as a result of the transfer of regulatory functions to large
technological corporations. The conceptual approach to assessing the effectiveness of human rights institutions in
conditions of digital transformation was improved through a comparative analysis of regulatory models in different
political systems. A theoretical and methodological basis for the study of digital totalitarianism as a complex
phenomenon arising from the integration of digital tools, information control systems, and political power has
been formulated. The dissertation research revealed that classical approaches to studying the phenomenon of
digital totalitarianism and threats to democracy in information societies require significant, thorough
modernization, as well as adaptation. It was found that state political decisions significantly lag behind the pace of
uncontrolled digital transformations, resulting in a shortage of appropriate legal guarantees in the field of privacy
protection, the rights to preserve and not transfer personal data, and freedom of expression in the digital
environment. A particularly problematic aspect is the insufficiently clear and adequate regulation of the activities
of large technological IT corporations, on which citizens' access to digital platforms, information resources, and
opportunities for social communication on the Internet and digital space directly depend.
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