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Pedepar:

1. Y po6oTi gocmimKeHo Cy4acHUI CTaH PO3BUTKY TEOPETUYHOI Ta IPAKTUYHOI 623U, 1[0 BUKOPUCTOBYETHCS 1JISI
IIPOTrHO3YBaHHS Ta iHpopMaLifIHO-aHaNITUYHOI NiJTPUMKUY [IPOLie-CiB IPUMHSTTS pillleHb o0 3abe3nedeHHs 1B
Iep>XaBH, 30KpeMa, 0COOJIMBOCTI Cy4aCHUX METO/IIB Ta 3aCc00iB BUsIB/IEHHS BTOPrHeHb B IKC. BussieHo, 1o
OCHOBHMM H€[I0JIiKOM OCTaHHIX € HEMO>XJIUBICTb ifleHTU(]iKallii KOHKpETHOI KaTeropii NopymHuKa. 3 orjsaay Ha Lie,
BA3HAY€HO MHOKMHY XOCTOBUX Ta MEPEKEBUX [TAPAMETPIB, XapaKTePHUX JJ151 BU3HA-YE€HUX KaTeropill NOPYIIHNUKIB,
po3po6ieHO 6a30By MOJEJIb [IapaMeTPiB Ta YHiBepCabHy MOZEJIb €TaJIOHIB, & TAaKOXK MOOYIOBAaHO MOJIEJIb
BYpilllaJIbHUX IIPaBUJI BUSIBJIEHHS NOpYIIHKKA. KpiM TOro, po3pobsieno metoq ta ctpykrypy CBIIT B IKC, mo nae
MO>KJIMBICTb PO3IIMPUTHA MOKJIMBOCTI Cyd4aCcHUX iHCTpyMeHTanpHuX 3aco6iB CERT / CSIRT 3a paxyHOK
ineHTH@ikauii nopymHuKa B HEYiTKUX ymoBax. Po3po6seHo nporpamMHe 3abe3leyeHHs Ta IPOBEJEHO
€KCIIEPMMEHTAJIbHE OCIII>KEeHHS, SIKi MiATBEPANIN afleKBaTHICTb po3pobiieHnx Mmogeneit, merony Ta CBIIL.
Kittodosi cioBa: iHpopMaliifiHa 6e3neka, NopyuHMK iHpopMaliiiHoi 6e3nexy, iHpo-pmaliiiHO-KOMyHiKalliliHa

cuctema, iHnuneHT iHdpopManiiiHoi 6e3rexku, TeXHOJIOTis honeypot, koedillieHTH BaXKJIMBOCTI, BUpilaJIbHi [1paBuIa,



MOJeJli €TaJIOHIB JIIHIBICTUY-HUX 3MiHHMX, CUCTEMA BUSIBJIEHHS Ta ifeHTUiKaLii nopylmHuKa.

2. In this work the current status of theoretical and practical framework for prediction and analytical support of
decision making processes in state information security providing was researched. In particular, features of
modern intrusion detection methods and means in information & communication systems were analyzed. The
main disadvantage of these is an inability of intruder's concrete category identification. Given this, the set of host
and network specific parameters of intruder was defined; the basic parameter model and universal model of
standards were developed. Also the method and system of intruder detection and identification in information &
communication systems were worked out - it gives a possibility to expand the capabilities of modern CERT /
CSIRT instruments by intruder identification in fuzzy environment. Software was engineered end experimentation
was carried out - it confirmed the adequacy of developed models, methods & system of intruder detection and
identification. Key words: information security, intruder of information security, information & communication
systems, information security incident, honeypot technology, importance coefficients, decision rules, models of
linguistic variables standards, system of intruder detection and identification.
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