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Pedepar:

1. MeTo0 po60TH € po3p0oOKa HOBYX Ta BILOCKOHAJIEHHS iCHYI0UMX KpUNTOrpadiuHux Mojesiel, IpOTOKOJIB Ta
MeTO[iB KpunTorpadiyHoi MiATPUMKHU [IOCIYT 3aXUCTY Bifl HECAaHKLIOHOBAHOT'O JOCTYIY, 10 O3BOJISIE 3a0€31eUNTHU
IIOKa30BUM piBE€Hb CTiMKOCTI IIOCIIYT IPMBAaTHOCTI Y HEOBipeHOMY cepenoBuili. O6'eKTOM IOCIiI>KEHHS € IPoLEecH
3axucTy iHdopMallii, o peanisyoTh [IOCIYTH IPUBATHOCTI. [I[peiMeToM IOCTiIKEeHb € MOAEi, IPOTOKOJIU Ta
MeToau KpunrorpadidHoi MiATPUMKU ITOCIYT IPUBATHOCTI. MeTOAM NOCTiIKEeHb CIINPalOThCS HA BUKOPHUCTaHHS
Teopii rpy1, Kijielp Ta 110J1iB, TeOPii iMOBIPHOCTI Ta MAaTEMATUYHOI CTATUCTUKHU, METOJiB CUCTEMHOTO Ta
CTPYKTYPHOT'O aHaJjli3y Ta METOLiB IIPOrPAMHOI0 MOJEJIIOBAHHS. MeTonu Teopil rpy1l, Kijielp Ta M0JIiB
BUKOPHMCTOBYBAJIMCS TiJl 4aC AOCIIIKEHHSI METO/IiB XaMeJIEOH-TEIYBaHHS, TPYIIOBUX MiANKCIB Ta XaMeJIEOH-
MiJNMCiB; METOIU TeOpii IMOBIPHOCTEN Ta MaTEMATUYHOI CTATUCTUKYU 3aCTOCOBYBAJIMCS DU BU3HAYEHHI
KpUNTorpagivyHoi CTiMKOCTi IEPETBOPEHD TUILY €JIEKTPOHHOTO HU(POBOrO MiANNUCY; METOY CUCTEMHOTO Ta
CTPYKTYPHOT'O aHaJi3y BUKOPUCTOBYBAJIMCS I1if] YaC PO3POOKY MOAEJIi MOMITUKY 6e31eKN IIOCIYT IIPUBATHOCTI 3

IIOKa30BAM PiBHEM CTiMKOCTi; METOIM IPOTPAMHOTO MOJIEJIIOBAHHS 3aCTOCOBYBAJIMCS B MpoLeci peanizanii



KpunrorpadiyHux nepeTsopeHs. I1in yac BUKOHaHHS NUCePTaLitHOro JOCTiIKEeHHsI 6yJI0 OIeP>KaHO TaKi HOBI
HAyKOBI Ta [IpaKTU4Hi pe3yspTaTi: 1. Biepiie 3arpornoHOBaHO MOZEJIb MOJIITUKY O6€3I1eKU [T0CIIYT IPUBAaTHOCTI y
cucTeMax 0O6CIyrOBYBaHHS 3aMOBJIEHD, SIKa XapaKTEPU3Y€eThCS HAIAHHAM (POPMAJIbHOTO J10Ka3y BiICYyTHOCTI y
TaK/UX CUCTEMAX ifeHTUPiKaLiTHMX JAaHUX CY0'€KTiB 3a paxyHOK 3aCTOCYBAaHHS ME€XaHi3My IPYIIOBOrO MiNNCY,
IIPOTOKOJIY AE€JIETyBAHHS IIOBHOBKEHD 3 IPM3HAYEHHS IICEBIIOHIMY Ta HEIHTEPAKTUMBHOIO AJIFTOPUTMY CIIOBIIIEHHS
KOPHUCTYBauiB, 1110 [103BOJIs€ 320€3M1eYNTH 1OKa30BUI piBeHb CTIMKOCTI IOCJIYTY IPUBATHOCTI Y HEJJOBIpEHOMY
cepenoBuli. 2. Biepiue 3aporoHOBaHO METO], XaMeJIEOH-TEIIyBaHHS, SIKUI XapaKTePU3YETbCsl BUKOPHUCTAHHIM
KpUNTOrpadiyHuX epeTBOPEHb y IPYIli TOYOK €JINTUYHOI KPMBOI, IO JO3BOJISI€ HAIaBaTU KPUIITOrpadiuny
HigTPUMKY IIOCJYT IPUBATHOCTI i3 €KCIIOHEHIINHUM PiBHEM CTiMKOCTI. 3. YIOCKOHATIEHO METOJ, €JIEKTPOHHOTO
1M(pPOBOro NiAnucy y rpymni TO4oK eJiNTUYHOI KpUBOI, IKUI Ha BiIMiHY Bifl BiTOMUX BUKOPUCTOBYE METO
XaMeJIEOH-TeLIyBaHHs Ta JeTePMiHOBAaHUI METO/, BilOOPaKeHH: 6iTOBOro psiiKa y TOUKY Ha €JIiNTUYHIN KPUBIi, 10
Ilae MOXJIMBICTb 3a6€3MeYNTH KpUNITOrpadiuny NifTPUMKY [IOCIYT IPUBATHOCTI. [IpakTH4He 3HaY€HHSI OTPUMaHUX
Pe3yJbTaTiB MoJIsIrae y: OTPMMaHHI IPaKTUYHUX peKOMEHT ALl 1010 BIIPOBAIKEHHSI po3p06JIeHoi Moei
IIOJIiITUKY O€3IeKY 3 OKa30BO CTIMKUM PiBHEM 3a0€3I1€U€HHsI TI0CIIYT [IPUBATHOCTI Y CUCTEMHU OOCIIyTOBYBaHHS
3aMOBJIEHb; p0o3po6bLi kpunTorpadidvHoro MpoTokosy Ha ocHoBi JICTY 4145-2002, 1m0 BOJIOfIi€ BIACTUBOCTSIMU
IIPUXOBAHOCTI [1OBiZJOMJIEHHS Ta HellepelaBaHOCTi eJIEKTPOHHOTO LU(POBOro MiAnucy; popMyBaHHI IIPOIO3ULLiiL
10/I0 CTBOPEHHS HOBOTO popMarty ceprudikaTa BiIKpUTOTO KJII0Ya 3 METOIO 3aCTOCYBaHHS BIIOCKOHAJIEHOTO
METOJly €JIEKTPOHHOT0 IM(POBOTro MiJIMCy B iCHYIOUiN HalliOHA/IbHIA CUCTEMI €JIEKTPOHHOrO LM(POBOrO MiANUCY;
CTBOPEHHI TECTOBOI'O MaKeTa IIPOrPaMHOI0 KOMILJIEKCY IHTEPHET-ayKLiOHY, 110 BUKOPUCTOBYE 3aIIPOIIOHOBAHUN

METOJ, €JIeKTPOHHOTr'0 LU(PPOBOro MiANNUCY Y IPYIi TOUOK eJINTUYHOI KPUBOI.

2. The aim is to develop new and improve existing models, protocols and methods for cryptographic support
services privacy from unauthorized access, which allows for provable level of services stability of privacy in
untrusted environments. The object of research are the processes of information security services that implement
privacy. The subject of research is a model of cryptographic protocols and methods of support services privacy.
Research methods use the theory of groups, rings and fields, the theory of probability and mathematical statistics,
methods, systems and methods of structural analysis and simulation software. Methods of group theory, rings and
fields used in the study of methods chameleon-hash of group signatures and chameleon-signatures, methods of
probability theory and mathematical statistics used in determining the strength of cryptographic transformations
such as digital signatures, methods of systemic and structural analysis were used to develop a model policy
security services with a demonstrable level of confidentiality of resistance, methods of simulation software used in
the implementation of cryptographic transformations. During the dissertation research were obtained by these
new scientific and practical results: 1. For the first time a model of service privacy policy security systems service
applications, which is characterized by providing a formal proof of the absence of such systems, the identity of the
subject through the use of the mechanism of group signature, protocol, delegating authority to appoint an alias
and non-interactive algorithms alert users that can provide provable level of persistence services privacy in
untrusted environments. 2. For the first time a method is proposed chameleon hashing, which is characterized by
the use of cryptographic transformations in the group of points of an elliptic curve, that allows to provide
cryptographic services to support the level of privacy with the exponential stability. 3. Improved method of digital
signature in the group of points of elliptic curve, which, unlike the existing uses hashing and chameleon-
deterministic method of displaying a bit string to point to the elliptic curve, which makes it possible to provide
cryptographic services to support privacy. The practical significance of these results is to provide practical
guidance on implementation of the model of security policy demonstrably sustainable level of service provision in
the privacy of service orders, designing a cryptographic protocol based on DSTU 4145-2002, has the properties of
message hiding and non-transferability of digital signature; proposals for the formation of a new format of the
certificate's public key to an improved method of digital signature in the existing national system of digital
signature, creating a test layout software package online auction, which uses the proposed method signature in
the group of points of elliptic curve.
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