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1. llapoB B.O. Moaemni, metonu Ta iHpopmalifiHa TEXHOJIOTIsS MigBUIIEHHS HAiHHOCTI i 3aXUIIeHOCTi nepenadyi
IaHUX y Mepeskax — KeasigikauiliHa HayKkoBa IIpallsd Ha IIpaBax pyKonucy. Jlucepralis Ha 31,00yTTs CTyIIeHs
nokropa (pinocodii 3a cnenjanpHicTio 122 — Komm'totepHi Hayku. — HaljioHabHUI TeXHIYHMI YHIBEPCUTET
«XapKiBChKUII MOJITEXHIUHMI iIHCTUTYT», XapkiB, 2026. [Juceprauifiny pobOTy NPUCBSIYEHO BUPIIIEHHIO aKTyaIbHOI
HAyKOBO-TEXHIYHOI 3a7a4i NiABUILIEHHS HaliMHOCTI Ta 3aXUILEHOCTI [IepeJaBaHHs JaHUX Y KOMITIOTEPHUX MEpesKax
B YMOBaXx Jiii 3aBaj i Kibep3arpo3s MIsIxoM po3po6JI€HHS iHTerPOBAaHUX MOJesIel, METOAIB Ta iHpopMaLifiHO]
TEXHOJIOTI, [0 [TOEIHYIOTh MEXaHI3MH 3aBaIOCTIMKOr0 KOJYBAaHHS Ta 3aXUIIEHOTO TyHe I0BaHHA. O6 eKT

IOCJIiIKeHHS — IpoLiec lepefaBaHHs JaHUX Y KOMITIOTEPHUX Mepeskax 3a HasiBHOCTI 3aBajl i Kibep3arpos. [Ipegmer



IOCJIiIKeHHS — MOJIeJTi, MeTou Ta iHdopMaliiliHa TeXHOJIOris 3abe3eyeH s HalilHOCTi 1 3aXUIIEHOCTi
IeperaBaHHs JaHUX HA OCHOBI iHTerpallii 3aBaloCTiKOro KoiyBaHHS Ta OBEepJIeTHUX TEXHOJIOTi. MeToio poboTH €
nigBuieHHs epeKTUBHOCTI, HaAiMHOCTI Ta 3aXUIEHOCTI repefiaBaHHs JaHUX IIJISIXOM PO3pObJIeHHs Ta
BIIPOBAPKEHHS IHTETPOBAHOTO MiAXOAY N0 3a0e3Me4YeHHs iX HafitHOCTi Ta 3aXMIIEHOCTI. Y BCTYIIi OO PYHTOBAHO
aKTyaJbHICTb TEMU, BUBHAYEHO HAYKOBY [TPOGJIEMY HEIOCTAaTHbOI €(PEKTUBHOCTI i30JIbOBAHOTO 3aCTOCYBaHHS
3aco0iB 3aXMCTy Ta 3aBaJlOCTINKOCTI. Y IepuioMy po3fiiji MpoaHaai30BaHO CyYaCHUM CTaH METO[IiB 3a0e31euyeHHs
e(eKTUBHOCTI, Ha[IiIMHOCTI Ta 3aXUILEHOCTI IEPEJAaBaHHS JAHUX, BUBHAYEHO iXx 0OMe>XXeHHSI Ta CHOPMYJIbOBAHO
HAyKOBY 3a/iauy iHTerpauii BiilIOBiIHAX MEXaHi3MiB. Y IPyromMy po3#ijli OOI'PYHTOBAaHO CUCTEMY ITOKa3HUKIB
OLIiHIOBaHHS e(PeKTUBHOCTI, pO3pOOJIEHO KOHIEITyalbHy MOZEJb ri6pUAHOrO 3aXUMILEHOr0 KaHaly IepeiaBaHHs
IAQHUX Ta METOU CUHTe3y Ta GOPMYBaHHs Moro napaMeTpis. Y TpeTbOMY pO3[iji po3po6s1eHo MOoelli Ta METOLU
iHTerpauii 3aBafjOCTIIKOro KOJyBaHHS Ta OBEPJIENHUX TEXHOJIOTIH, yIOCKOHAJIIEHO METOJ, aIalITUBHOIO KePyBaHHS
napameTpaMy CMCTEMH Ta 3alIPOIIOHOBAHO iHGOPMaLifiHy TEXHOJIOTIIO 6araTOPiBHEBOTO 3aXUCTY. Y YETBEPTOMY
PO37iJi TPOBeIeHO iMiTallifiHe MOJeTI0OBaHHS Ta eKCIIEPUMEHTAJbHI JOCTiIKeHHs e(DeKTUBHOCTI 3alIpOITOHOBAHUX
pileHs i3 BUKopucTaHHIM npo@isis VPN Ta KackafHUX KOJiB. Y BUCHOBKAaxX AUCEPTaLiliHOI pOOOTH y3arajbHEHO
Pe3yJIbTaTU NIPOBEIEHUX NOCIIiI’KEHb Ta MiITBEPIKEHO NOCITHEHHS I0CTABJIEHOI MeTU. Y POOOTi pO3p0O06JIEHO
ribpuHy MOZeJIb 3aXUIIEeHOT0 KaHaJly [1IepelaBaHHs JaHuX, MEeTOI CUHTe3y IPodiio KaHaly Ta afalTUBHOTO
KEepyBaHHs NapaMeTpaMU CUCTEMH, a TAKOX peaslizoBaHo iHpopMalliliHy TeXHOJIOTIIO iHTerpallii 3aBaloCTilikoro
KoZyBaHHs Ta VPN-IIpOTOKOJIIB. 3a pe3ybTaTaMy JOCJIiI’)KEHHSI OTPMMAHO TaKi HAyKOBi pe3yJIbTaTU: —
yIOCKOHAJIEHO Ti6pUIHy MOJieJIb 3aXUIIEHOr0 KaHaly IepelaBaHHs JaHUX, II00y10BaHy Ha NO€IHAHHI MeXaHi3MiB
3aBaJlOCTiMIKOro KonyBaHHs Ta VPN-TyHe I0BaHHS 3 ypaxyBaHHSIM BIUJIMBY 3aBaj i Kibep3arpos pisHoi Ipupony; —
YIOCKOHaJIEHO METOJ, AIalITUBHOTO HAJIAIITYBAHHS TIapaMETPIB 3aBaOCTIMKOr0 KOAYBaHHS Ta OBEPJIEHHUX
IIPOTOKOJIiB HA OCHOBI OL[iHIOBAaHHS CTaHy MEPEXi I IOKa3HUKIB €()eKTUBHOCTI NepelaBaHHs JAHUX; — OTPUMAIIU
[IOA/IbIINI PO3BUTOK MeTony GOopMyBaHHS IPodiio KaHaly nepenaBaHHs JaHUX i T00YI0BY iHPOpMaLiliHO]
TEXHOJIOTii 6araToOpiBHEBOr'O 3aXMCTy HA OCHOBI KOMIIJIEKCHOT'O BpaxyBaHHs [TapaMeTpiB KOAYyBaHHS Ta
xapakrepucTuk VPN-npoTokois. [IpakTu4He 3HaYEHHS1 OTPUMAHUX PE3YJIbTATIB I10JIrae y 6€310CepPeIHbOMY
BUKOPUCTAHHI 3alIPONIOHOBAHUX MOJIeJIeil, MeTOIB Ta iH(OopMaliiiHOi TexHOIoTii Ipy NO00YI0Bi 3aXUILEHUX
KOMITIOTEpHUX MePeX i KaHaliB repefaBaHHs JaHUX, 3aBASKYA YOMY JOCSTaeThCs MiBUILEeHHS €(peKTUBHOCTI,
HaJiHOCTI Ta 3axMIeHOCTi 0OMiHy iH(popMallielo B yMOBax Aii 3aBaji, BTpaT MaKeTiB i Kibep3arpos pi3Hoi Ipupoau.
[IpakTU4YHa LiHHICTh OTPUMAHUX PE3YJIbTATIB AOCIIPKEHHS MOJISITA€ Y MOXJIABOCTI iX BIIPOBAIPKEHHS Y TAKUX
BaYKJIMBUX Tajly3sX YKPaiHChKOI eKOHOMIKM: — 6e3reKka Ta 000poHa, e iHTerpalis MexaHi3miB 3aBafjOCTIIKOTO
KonyBaHHs Ta VPN-TyHes1I0BaHHS [03B0OJIsi€ 3a0€3M1e4nTH 3aXUIleHe 11 cTabiyibHe NepeiaBaHHs JaHUX Y CUCTEMax
3B'S13Ky, YIIPaBJIiHHS, MOHITOPUHTY Ta B3aeMOZii 6€3MiJIOTHUX M1aTPOopM; — iHpOopMaLifiHO-TeJIeKOMYHIKalilHi
cucreMu Ta HudpoBa iHPPacTPyKTypa, AJ1s HiJBUILEHHS HAAiMHOCT] (PYHKIIOHYBaHHS KOPIIOPATUBHUX MEPEXK,
IaTa-1eHTPiB, XMapHUX CEPBICiB Ta PO3MOoiieHnX iHhOopMaIiHUX CUCTEM; — TIPOMHUCIIOBICTh Ta aBTOMATHU30BaHi
CHACTEMHU YIIPaBJiHHS, Jje 3aCTOCYyBaHHS 3a0e3redye cTabilbHICTh 0OMiHY iHpOpMalliel0 MK KOMIIOHEHTaMU
ABTOMATM30BAHUX i KiGep(Pi3NUHUX CUCTEM Y PEXKMMI peasbHOro Yacy; — TPAHCHOPT i JIOTICTHKA, AJ1s MiABULIEHHS
CTIMKOCTIi TeJIEKOMYHIKalliltHUX KaHaJiB 10 TOMMJIOK i BTPAT IIAKETIiB y CUCTEMax HaBirallii, Aucrnerdepusalii ta
MOHITOPUHTY TPaHCIOPTHUX IIOTOKIB; — L1(POBi3allis eKOHOMIKY Ta iHpopmalliiiHa 6e3neKa, e 3alporoHOBaHi
pillleHHs T03BOJISIIOTh Peasi3yBaTy THyYKe HAJAMITYBAHHS 3aXUIE€HNUX KaHAJIiB 3B’I3KY BiTIOBIHO 10 BUMOT
KOPUCTYBauiB, XapaKTePUCTUK MepexXi Ta yMOB PYHKLIOHYBaHHS iHPOPMaLiiHAX cuCTeM. 3a pe3yIbTaTaMu
IOCJiIKeHHS MigTBePI)KEHO TEOPEeTUYHY OOI'PYHTOBAHICTb i NPaKTUYHY e(eKTUBHICTb 3aIIPOIIOHOBAHUX PillleHb,

110 CBiIL‘{I/ITI) npo SaBepIHeHiCTb pO6OTI/I Ta MOXKJIMBICTb iX I104aJIp1IIOro 3aCTOCYBaHHA i PO3BUTKY.

2. Sharov V.O. Models, methods and information technology for increasing the reliability and security of data
transmission in networks- Qualified scientific work on the rights of the manuscript. Dissertation for the degree of
Doctor of Philosophy for specialty 122 — Computer Science. - National Technical University “Kharkiv Polytechnic
Institute”, Kharkiv, 2026. The dissertation work is dedicated to the most pressing scientific and technical problem
of increasing the reliability and security of data transfer from computer networks in the minds of factories and
cyber threats in the way of fragmentation of integration models, methods and information technology that



combines the mechanisms of secure coding and secure tunneling. The object of surveillance is process of
transmitting data from computer monitors for the detection of problems and cyber threats. The subject of
research is models, methods and information technology for ensuring reliability and security of data transfer based
on the integration of advanced coding and overlay technologies. The goal of this work is to increase efficiency,
reliability and security of data transmission through fragmentation and the promotion of an integrated approach
to ensure its reliability and security. The introduction highlights the relevance of those who identified the
scientific problem of the insufficient effectiveness of the isolated stagnation of the properties of protection and
contamination. In the first section, the current state of methods for ensuring the efficiency, reliability and security
of data transmission is analyzed, their interchange is identified and the scientific problem of integration of related
mechanisms is formulated. In another section, a system of indicators for evaluating the effectiveness were
developed, a conceptual model of a hybrid stolen channel for data transmission and methods for the synthesis and
formation of its parameters was developed. In the third section, a model and method of integrating complex
coding and overlay technologies was developed, the method of adaptive processing was strengthened with system
parameters, and the information technology of rich protection was introduced. In the fourth section, simulation
modeling and experimental investigation of the effectiveness of derived solutions from different VPN profiles and
cascading codes were carried out. In the dissertation summary, the results of the research are documented and
the achievement of the goal is confirmed. The robot has developed a hybrid model of data transmission via a
secure channel, a method for synthesizing the channel profile and adaptive processing of system parameters, and
has also implemented information technology for integrating complex coding and VPN protocols. The following
scientific results were derived from the research results: - the hybrid model of a stolen data transmission channel
was improved, based on the combined mechanisms of secure coding and VPN tunneling with the protection of
influx of plants and cyber threats of various natures; - the method of adaptive adjustment of parameters of
industrial coding and overlay protocols based on the evaluation of indicators of the effectiveness of data transfer
was improved; - further development of the method of forming a profile for the data transmission channel and
using information technology for rich protection based on a comprehensive understanding of coding parameters
and characteristics of VPN protocols was undertaken. The practical significance of the results obtained lies in the
invariable use of different models, methods and information technology in the event of theft of computer networks
and data transmission channels, which is why advancement is achieved. efficiency, reliability and security of
information exchange in the minds of factories, packet wastage and cyber threats of various natures. The practical
value of obtaining the results of the investigation lies in the possibility of their implementation in such important
areas of the Ukrainian economy: - secure defense, de-integration of heavy-duty coding mechanisms and VPN
tunneling make it possible to ensure the secure and stable transmission of data from communication, control,
monitoring and interaction systems of unmanned platforms; - information and telecommunication systems and
digital infrastructure, to improve the reliability of the functioning of corporate networks, data centers, security
services and distributed information systems; - industry and automated control systems, where the system
ensures the stability of the exchange of information between the components of automated and cyberphysical
systems in real time; - transport and logistics, to increase the stability of telecommunication channels to
interruptions and wastage of packets in navigation systems, dispatching and monitoring of traffic flows; -
digitalization of the economy and information security, where established decisions.
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BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI Kyuyk I'eopriit AHaTos1ifioBUY
TOJIOBH paju

BaacHe IlpizBuie Im's [10-6aTbKOBI Kyuyk I'eopriit AHaTO/i0B1Y
rOJIOBYIOYOrO Ha 3aCiflaHHi

BigmoBigasbHUH 32 MiATOTOBKY [llapoB Biagucias OneroBu4
00JIIKOBHX JJOKYMEHTIB

PeecTpartop IOpuenko TetsiHa AHaToiiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiZJaJIbHUM 32 PEECTpalLilo HayKoBoi IOpuenko TeTsHa AHaToiiBHA
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