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2. Methods for increasing the speed of asymmetric cryptosystems using elliptic curves in Edwards form

Pedepar:

1. PO60Ty MpUCBSY€HO AOCIIKEHHIO KpUNTorpadiuHmx BIaCTUBOCTEN €JINTUYHUX KpUBUX Y popMi Ensapaca
(EK®E) 3 MeTO10 BUKOPUCTAHHS iX B aJITOPUTMaxX aCUMETPUYHUX KPUIITOCUCTEM JJIs MTifBUIIEHHS IX MIBUAKOLIL.
OcHoBHy yBary 3ocepemkeHo Ha EKOE nan nosnsimu 3 MmozyseMm p, fe p oP. Y poboTi npefcrapieHa yI0CKOHaJIeHa
xiacudikalisg KpUBUX B y3arajgbHeHil popmi EgBapaca, sika nopisse MHOXKUHY UUX KPUBUX HA TPU KJIACH, 1O HE
nepeTrHanThCsl. OTpUMaHO pes3ysbTaT aHalidy BaactuBocTeil EKOE pisHux, knacis. [JaHO OLiHKY KiZbKOCTI Ta
BU3HauYeHO ymoBH icHyBaHHs EKOE 3 MiHiManbHUM KOpaKTOpOM NMOPsAKY KpuBoi. OTpUMAaHO aHaJiTU4HI OLiHKU
IIBUJIKOCTI €KCIIOHeHIioBanHs Touky Ha EKOE Ta Ha kpuBux y popmi Beltepurpacca Ta OTpUMaHO pe3yJbTaTh
MIOPIBHSJIBHOIO aHaJIi3y KiJIbKOCTI Omepaliil eKCIIOHEHLII0OBAHHS TOYOK HA LIUX KPUBUX. JIOBELEHO, 110

€KCIIOHEHI{I0BaHHS TOYKHU KJIaciB OBHUX i ckpyueHux EKQE mBupiie B 1,6 pa3iB HK €KCIIOHEHI{I0BaHHS TOYKM Ha



KpuBUX Beilepmrpacca. Po3po6s1eHO HOBUIT METO/L, 3HAXOIPKEHHSI TOYKYM IIPOCTOTO MOPSIIKY Ha MOBHUX Ta
CKpy4Y€eHUX, 32 HOBoM Kyacudikauieio EKDE, Ha OCHOBI SIKOTO CTBOPEHO HOBi aJIFTOPUTMU IIOIIYKY reHepaTopa
kpunrocucremu Ha EKQE. 3a 10o1oMorow po3po6JIeHHX aIrOPUTMIB IOIIYKY T€HepaTOpa KPUIITOCUCTEMU Ta 3
3aCTOCYBaHHSIM 3alIPOIIOHOBAHOIO METOMY 3HMKEHHS CKJIALHOCTI Olepalil po3paxoBaHO 3arajlbHOCUCTEMHI
napameTpu 25 KpUNTOCTIMKUX CKpyYeHUX KpuBUX EnBapaca Haf, MPOCTUMU MOJISIMU 3 JOBKUHOIO MOJYJIB, SIKi
peKkoMeH0BaHi ctangaptamu FIPS-186-2-2000, FIPS-186-4-2013 Ta ISO /IECCD 15946.

2. This work is dedicated to studying the cryptographic properties of elliptic curves in Edwards form (ECEF) and to
the subsequent use of those in the asymmetric cryptosystems in order to increase their speed. The main focus is
on the elliptic curves in the Edwards form over fields modulo p, where p is prime. An improved classification of
elliptic curves in generalized Edwards form is presented, which splits the set of these curves into three non-
intersecting classes. New analytical results about properties of newly introduced ECEF classes are obtained. The
existence conditions are determined and a cardinality are evaluated for elliptic curves in Edwards form with the
minimum cofactor that can be used in the cryptographic algorithms. Analytical estimates of the point
exponentiation efficiency on the elliptic curves in Edwards form and on curves in Weierstrass form are obtained.
Comparative performance analysis are provided in terms of the number of scalar products. It is proved that the
point exponentiation in complete and twisted ECEF classes is many times faster than the exponentiation of a point
on the Weierstrass curves. Analysis of published works has shown that some inaccuracies arise in the ECEF
properties describing because of the incorrect classification of curves proposed by D. Bernstein and co-authors.
However, known results about the properties of the Edwards curves have not been sufficiently mathematically
researched for the purpose to find the fastest and easiest-to-implement curves for use in cryptosystems. Based on
the new proposed classification, conditions were obtained for the existence of ECEF with a minimum order
coefficient of the curve, which allowed to calculate the number of curves that can be used to find crypto-resistant
ECEF for use in the asymmetric cryptosystems. As a result of the calculations, it was obtained that over a prime
finite field there are about 3 /8 of the total number of elliptic curves in the generalized Edwards form which have
order 4n, where n is prime, which can be used to find cryptographically strong curves for use in the asymmetric
cryptosystems. A comparative analysis of the point exponentiation on the Edwards curves and the Weierstrass
curves was performed, using the method of calculating the number of operations for the scalar product of the
curve points, which allowed to estimate analytically the efficiency of point exponentiation on different curves. The
results of the analysis show that the point exponentiation of classes of complete and twisted ECEF (by new
classification) is 1.6 times faster than the point exponentiation on the Weierstrass curves used in the modern
digital signature algorithms. In particular, the Edwards curves win with the ternary representation of k. A new
method for determining the order of random points of the ECEF has been developed on the base of three
theorems about properties of points and curve parameters, which makes it possible to simplify the finding of a
prime order point by testing the coordinate of a random point. A new algorithm for finding a cryptosystem
generator using the proposed method of determining the order of the random points is formulated, which allows
to find the cryptosystem generator on the Edwards curves in O(logn) times faster than on the Weierstrass curves
(here n is the order of the group of points of the elliptic curve). Using the new algorithms of cryptosystem
generator search and the method of minimization of complexity of operations, parameters of 25 twisted and 39
complete cryptographically strong elliptic curves in Edwards form over the prime fields with a modulo length p =
192, 224, 256, 384 i 521 bit (recommended by standards FIPS-186-2-2000, FIPS-186-4-2013 and ISO /IECCD 15946)
are found, that allows to use them in asymmetric cryptoalgorithms. A new, simpler and faster than known, method
of finding the ECEF order and reconstructions of all points of the complete Edwards curve is proposed. It can be
used for teaching disciplines related to elliptic mathematics. The dissertation consists of an introduction, four
sections, conclusions, a list of sources used, five appendices. The introduction substantiates the relevance of the
topic of the dissertation, formulates the purpose and objectives of the research, scientific novelty and practical
significance of the obtained results. The information about implementation of work results, their validation,
publications and personal contribution of the applicant are given.



Jep>kaBHHHM peecTpauiiiHuii Homep [iP:

IIpiopuTeTHHH HaNIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHu# NpiopHTETHHUI HAIIPSIM iHHOBaLLiHHOI AiSJILHOCTI:
IlizcyMKu JOCIiAKEHHS:

ITy6ostikamii:

HaykoBa (HayKOBO-TE€XHiYHa) MPOAYKILis:
ConiasibHO-€KOHOMIYHA CIIPSIMOBaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaaykeHHS pe3yJIbTaTiB AHCEpTalii:

3B's130K 3 HAYKOBUMH T€MaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTaHTA)

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Beccasnos AHaroJiii BosioguMuposuy

2. Bessalov Anatoliy V

KBasigikanis: n.r.1., 20.02.12
InenTudikarop ORCID ID: He 3acrocosyetscs
HoparkoBa indopmamist:

IloBHe HallMeHYBaHHS IOPHIHNYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasstiHHS:

Imentudikarop ROR: He zacrocoyerbcs

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€HTiB
OdiuiiiHi OTIOHEHTH
Baacwue IlpizBumie Im'a Ilo-6aTbKOBI:

1. flpemuyk KOpiit €BreHOBUY

2. Yaremchuk Yuriy Ye
KBasigikamis: 1. 1. 1., 05.13.21
InenTudgikarop ORCID ID: He 3acrocosyerbcs

JoparkoBa iHpopmamist:



TloBHe HaliMeHYBaHHS IOPHIHNYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByracHOCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBuuie Im's I1o-6aThbKOBI:
1. Kopneiiko Onekcanzap BacunboBruy

2. Korneyko Olexander V

KBasmigikamis: x.1.1., 20.02.12
InenTudikarop ORCID ID: He 3acrocosyetscs
JopaTrkoBa indpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocosyerbcs

PeuenseHTu

VIII. 3aKkJIr04Hi BiZoMOCTi
BiiacHe IIpizBuie Im's ITo-6aTbKOBI
TOJIOBH paju

BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI
roJIOBYIOYOro0 Ha 3acigaHHi
BignoBigasibHHUI 3a HiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTparop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 3a peecTpallilo HayKOBOi

OisIIBHOCTI

Tenenuk Cepriét Pegoposuy

HosgikoB Onekciii MukoJjiaioBu4

IOpuenko T.A.



