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Pedepar:

1. MeTo1o nucepTaniitHoi po60TH € HayKOBe OOI PYHTYBaHHSI MiBUILIEHHS PiBHA iHOpMaLiliHO] 6€3TeKN CUCTEMU
YIPaBJIiHHS KOMILJIEKCOM 00’€KTiB KPUTUYHOI eHepreTUyHoi iHppacTpyKTypH 3a paxyHOK yIOCKOHaJIEHHS
nigcucremy iHpopmaliiHoi 6e3nexu. Y nepuomy posfiji guceprallii po3rysiHyTO METOAY MiABUILEHHS PiBHA
inpopmaliitHoi 6e3neKkn Ha 06'eKTaXx KPUTUYHOI iHPPACTPYKTYPH, B TOMY YUCJIi 00'€JTHAHMX B TEPUTOPiabHi 260
rajiy3eBi KOMIJIEKCU Ta 3p0O0JIEHO BUCHOBOK IIPO MOXKJIUBICTh OTPUMAaHHS KOMILJIEKCHOTO eeKTy OnTuMizariii
BUTpAT pecypciB Ha 3abe31eYeHHs Hajle>KHOTo PiBHS iH(popmalliiiHoi 6e311eKu Ta OTPUMAaHHS H0ro MifjBUIIeHHS IIPU

BUTpaTax aHaJIOTiYHOTO OOCATY PECYPCiB 3a YMOBU yIOCKOHAJIEHHSI CUCTEMHU YIIPABJIiHHA iH(POPMALiTHOIO



6esnekoro. Ha 3a6e3neueHHs HeOOXiAHOro piBHS iHPopMaliliHOi 6e31eKu Ha 00'eKTi KPUTUYHOI iHPPACTPYKTYpU
BIUIMBA€E HU3Ka (PaKTOPiB, 30KpeMa CKIAIHICTb iHPPaCTPyKTypH, CepeloBUILE 3arpo3, IPaBUJIa T BUMOTH
BiATIOBiHOCTI, JIIO[ICBKi pecypcH, TEXHOJIOTI], HEOOXigHICTh HAKONIMYEHHSI 3HaHb Ta HaBYyaHHS. OJIHaK BapTiCTh
HEe3axXUIIeHOi KpUTUYHOI iHppacTpyKTypu MoXKe OyTH 1€ BUIIOI, BKIIOYao4X (piHAaHCOBI BTpaTH, peryTaliiHy
IIKOJY Ta HaBiTh BTPATY JKUTTA B JEAKUX BUMaJKax. HENpUNHATHUM € 19X eKOHOMIi peCcypcCiB Ha eJleMeHTax
indopmauiitHoi 6e3neky, B TOH ke Yac HasiBHi pecypcy ob6MesKeHi i Ipkepesa ix OTprMaHHs MaloTh BU3HAYeHI
MOXJIMBOCTI. TakuM 4MHOM, B raynysi Kibepoesreku iCHye HarajabHa 1oTpeda B OTpUMaHHi 04AaTKOBUX PECYPCIB Ha
3a6e3neyeHHs iHPopMaLiliHOI 6e3MeKH, SIKy MOXKIIMBO 33[I0BOJIbHUTH 32 PAXYHOK yIOCKOHAJIEHHSI CUCTEMU
yrnpasitiHHS iHpopMmaliiliHoo 6e3rexo0. ToMy po3po6ka Kpauux IpaBu 106yI0BYU CUCTEMU YIIPABIIiHHS
iHopmauiitHoi 6e3neKy, 3aCTOCYBaHHSI SIKUX J03BOJIsIE MiABUIMTY pPiBeHb iHPopMaliliHoOi 6e3nexku 6e3 BUTpaTu
IOJATKOBUX PECYPCIB € aKTyabHOIO 33[1a4€el0. Y IPpyroMy po3aisi quceprauii IpeCcTaBIeHO OO PYHTYBaHHS
MaTeMaTU4HOI MO, 110 3aCTOCOBYETHCS [1J1s1 OLIHKM PU3UKIB, XaPaKTEPHUX IJ151 00'€KTiB KpUTUUHO]
iHdpacTpykTypu. Y TpeTboMy pO31isi AucepTaliii HaBeJeHO aHali3 MeTOIiB BUBHAYEHHSI IOKA3HUKIB ePeKTUBHOCTI
CHACTEMHU YIIPaBJIiHHS 3aXUCTOM KPUTUYHOI iHPPaCTPyKTypH, aKLIEHT 3p00JIeHO HA 00’€eKTaX KPUTUYHOI
eHepreTrnyHoi iHppacTpykrypu. OGIPyHTOBaHI MOKJIMBOCT] ONITUMIi3allii IPOLECiB yIIpaBJliHHA pecypcamu Ipu
3abe3nevyeHHi HaJIe)KHOTo PiBHS 6e31eKy 00'€KTIB, HaBeleHa pO3PaxyHKOBa MOIe/Ib BU3HAYEHHS ONTUMAJIbHUX
BUTpAaT Ha 3a0€3e4eHHs NTapaMeTpiB 06e311eKU 00'€KTy KpUTUYHOI eHepreTUyHoi iHppacTpyKTypu. 3anpoI1OHOBAHO
TUIIOBY CTPYKTYPY CUCTEMU aBTOMATU30BAaHOTO YIIPABJIiHHS, 3aBJaHHSIM SIKOi € MOHITOPUHT Ta OL[iHKa [IOTOYHOTO
CTaHy PU3UKIB CUCTEMU KPUTUYHOI iHPPACTPYKTypH, MiATPUMKA IPUMHSTTS PillleHb IIPU YIIPaBJiHHI CUCTEMOIO
6e3mnexu. YeTBepTuil po3zis aucepTauiiHoi pobOTH MICTUTb pe3ybTaTy aHajli3y PU3UKIB KDUTUYHOI
iHpacTpykTypu KniBcbKoro periony, 1o 6a3yeTbcs HA OCHOBI KOMITIOTEPHOTO MOJIE/II0BaHHSI 3 BUKOPUCTAaHHSIM
06paHOro MaTeMaTUYHOTO aapary Ta peajbHUX JAHUX 3arpo3 Ta CTaHy 00'eKTiB KPUTUYHOI iHppacTpyKTypu. Ha
OCHOBI ITPOBEJIEHUX OCIIIKEHD i po3paxyHKiB po3po6yeHo MeTOoAuKy OLiHKY pU3UKiB KpUTUIHO]
iH(pacTpyKTypH, sIKa 3aCTOCOBaHa NpU po3poodli HOpMAaTUBHO-TIPABOBOTO aKTy AlMiHicTpalii [Jepkcnenss’si3Ky,
SAKW Mae TIPOITH peecTpaliio B MiHicTepCTBi 1ocTullii YKpaiHu i IpUHATAN 10 BUKOHAHHA [0 KiHLg 2023 pOKy.
MeToMKa MiCTUTB NepeJliK BUMOT Ta OMUC MPAKTHUK, 3aCTOCYBAHHS SIKUX 3a6€311€UYNTh BUKOHAHHS YNHHUX BUMOT
0e3IeKu [1JIs1 CUCTEMU 3aXUCTy KPUTUYHOI iHppacTpyKTypu YKpainu. [IpoBenene nucepTalifine JOCiIPKEHHS
I03BOJIMJIO OTPUMATH HACTYIIHI HOBI HAYKOBi pE3YyJIbTATH: - BIIEPILIE PO3POOIEHO METOJIUKY OLiHIOBAaHHS
edeKTUBHOCTI cucTemMu iH(pOpMaLiiiHOi 6e311eK1 KOMILTIEKCY 00'€KTiB KPUTUYHOI €eHepreTUYHOi iHppacTpyKTypH,
sIKa BiZIpi3HSIETHCS Bif iCHYI0UMX CHCTEMOIO KpUTEpiabHUX ITOKA3HUKIB i aJITOPUTMOM OOYMCIIEHHS, 110
IO3BOJISIIOTH MiBULIUTY PiBEHb 3aXUILEHOCTi 00'€KTIiB, B TOMY UMCJIi B YMOBaX PakeTHO-APOHOBUX yJapiB 110
00'€KTax KpUTUYHOI €HepreTU4HOI iIHPPaCTPYKTYPHU. - YIOCKOHAJIEHO MAaTEMAaTUYHY MOJI€/Ib O0YUCIIEHHS 3arpo3
17151 KOMILJIEKCY 00’€KTiB KPUTUYHOI €HEPreTU4HOI iH(PPaCcTPyKTypU B yMOBAX 30pOMHOrO KOHQJIKTY, siKa
BiZIpi3HSETHCA Bifl iCHYI0UMX 3aCTOCYBAHHSM arapaTy HEYiTKUX MHOXXUH, 110 JO3BOJIsIE OTPUMATHU OL[iHKU 3arpo3 B
yMOBax arpiopHOi HEBU3HAYEHOCTi 3aCO0iB YPOKEHHS 00’€KTiB KDUTUYHOI €HEePreTUYHoi iHppacTpyKTypu. -
OTpUMaJIM NOJAJBIINI PO3BUTOK HAYKOBO-METOANYHI i HAYKOBOOPraHi3aliliHi peKkoMeHaaLii mono GopMyBaHHS
ONITUMAaJIbHOI 32 cKyIazioM iHdopMaLifiHOro pecypcey nipcucremu iHpopmaniitHoi 6e31eKky 3a paxyHOK 3aCTOCYBAHHS
Ccy4yacHUX iHpopMaLifiHUX TEXHOJIOTH, 1110 JO3BOJISIIOTh JOCATTH MiJBUIEHHS PiBHS iHPopMaliliHoi 6e3nexu s
CHACTEMU aBTOMAaTU30BAHOT'O YIIPaBJIiHHS KOMIIJIEKCOM 00'€KTiB KPUTUYHOI €HEPreTUYHOI iH(PPACTPYKTYPH KpaiHu.
2. The aim of the dissertation is the scientific justification of increasing the level of information security of the
management system of a complex of critical energy infrastructure objects due to the improvement of the
information security subsystem. In the first chapter of the dissertation, the methods of increasing the level of
information security at critical infrastructure facilities, including those united in territorial or sectoral complexes,
are considered, and a conclusion is drawn about the possibility of obtaining a comprehensive effect of optimizing
resource costs to ensure the appropriate level of information security and obtaining its increase at costs of a
similar amount of resources under the condition of improving the information security management system. A
number of factors, including the complexity of the infrastructure, the threat environment, regulations and
compliance requirements, human resources, technology, and the need for knowledge and training, affects



ensuring the required level of information security at a critical infrastructure facility. However, the cost of
unprotected critical infrastructure can be even higher, including financial loss, reputational damage, and even loss
of life in some cases. It is unacceptable to save resources on elements of information security, at the same time the
available resources are limited and the sources of their receipt have certain capabilities. Thus, in the field of cyber
security, there is an urgent need to obtain additional resources to ensure information security, which can be met
by improving the information security management system. Therefore, the development of better rules for
building an information security management system, the application of which allows you to increase the level of
information security without spending additional resources, is an urgent task. The second chapter of the thesis
presents the justification of the mathematical model used to assess risks specific to critical infrastructure objects.
The third chapter of the dissertation provides an analysis of the methods of determining the performance
indicators of the critical infrastructure protection management system, with an emphasis on critical energy
infrastructure facilities. Reasoned opportunities for optimization of resource management processes while
ensuring the proper level of safety of objects, a calculation model for determining the optimal costs for ensuring
the safety parameters of a critical energy infrastructure object are presented. A typical structure of the automated
management system is proposed, the task of which is to monitor and assess the current state of risks of the critical
infrastructure system, support decision-making in the management of the security system. The fourth chapter of
the dissertation contains the results of the risk analysis of the critical infrastructure of the Kyiv region, which is
based on computer modeling using the selected mathematical apparatus and real data on threats and the state of
critical infrastructure objects. Based on the conducted research and calculations, the Critical Infrastructure Risk
Assessment Methodology was developed, which was used in the development of a regulatory act of the State
Special Communications Administration, which must be registered with the Ministry of Justice of Ukraine and
accepted for implementation by the end of 2023. The methodology contains a list of requirements and a
description of practices, the application of which will ensure the fulfillment of current security requirements for
the system of protection of critical infrastructure of Ukraine. The conducted dissertation research made it possible
to obtain the following new scientific results: - for the first time, a methodology for evaluating the effectiveness of
the information security system of a complex of critical energy infrastructure facilities was developed, which
differs from the existing system of criteria indicators and a calculation algorithm that allow to increase the level of
security in the conditions of missile and drone strikes on critical energy infrastructure facilities. - the
mathematical model for calculating threats for a complex of critical energy infrastructure objects in conditions of
armed conflict has been improved, which differs from the existing ones by using the apparatus of fuzzy sets, which
allows obtaining threat estimates in conditions of a priori uncertainty of the means of damage to critical energy
infrastructure objects. - the scientific-methodical and scientific-organizational recommendations regarding the
formation of an information security subsystem optimal in terms of the composition of the information resource
received further development due to the use of modern information technologies, which allow to achieve an
increase in the level of information security for the system of automated management of the complex of objects of
the country's critical energy infrastructure.
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