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Pedepar:

1. MeTom0 gucepTauiiHOi poOOTH € HAyKOBE OOI'PYHTYBAaHHS MiBUIIEHHS PiBHS iH(POpPMaLiHOI 6€3M1€KU CUCTEMU
yIIPaBJIiHHS KOMILJIEKCOM O0’'€KTiB KDUTUYHOI €HepreTUYHOi iHPPaCTPYKTypH 32 PaxyHOK YAOCKOHATIEHHS
nigcucremu iHpopmariitHoi 6e3neku. Y nepuomy pospii gucepraliii po3rysiHyTO METOAY MiABUILEHHS PiBHS
iHopmariitHoi 6e3nexkyu Ha 06'eKTax KpUTUYHOI iIHPPaCTPYKTypH, B TOMY YUCJIi 06'€JHAHUX B TEPUTOpiajbHi a60
rajiy3eBi KOMIUIEKCU Ta 3pO6JIEHO BUCHOBOK IIPO MOXJIMBICTh OTPUMAaHHSI KOMILJIEKCHOTO €(eKTy ONTUMi3arlii
BUTpAT pecypciB Ha 3a6e3Me4YeHHs Hajle>KHOTo piBHSI iHpopmaliiiHoi 6e3reKku Ta OTpUMAaHHS HOTro MifBUILEHHS IIPU
BUTpaTax aHaJIOTiYHOTO 0OCSTy PeCypCiB 32 YMOBU yJIOCKOHAaJIEHHSI CUCTEMMU YIIPaBJliHHS iH(popmMalliiiHoO
6e3mnekoro. Ha 3abe3nedeHHst HEOOXigHOTO piBHA iHQOpMaLifHOI 6e31eKn Ha 00'€KTi KpUTUYHOI iHPPACTPYKTYpHU
BIUIMBA€ HU3Ka (PaKTOPiB, 30KpeMa CKJIAHICTb iHpacTpyKTypH, cepeoBUIlLEe 3arpo3, IPaBUIa Ta BUMOTH

BiITIOBiTHOCTI, JIIO[ICBKi pecypcH, TEXHOJIOTI], HEOOXiIHICTh HAKONIMYEHHSI 3HaHb Ta HaByaHHS. OJlHaK BapTiCTh



HEe3aXUIIEeHOI KpUTUYHOI iHppacTpyKTypu MoXKe OyTH Il BUIIOI, BKIIOYa04X (piHAaHCOBI BTPaTH, peIyTalifiHy
IIKOJly Ta HaBiThb BTPATy KUTTA B JESIKNX BUNIaJKaxX. HENpUIHATHUM € IIJIIX €KOHOMIi PeCypCiB Ha eJleMeHTax
iHdopmariitHoi 6e3neKy, B TOH >ke yac HasiBHi pecypcy o6MesKeHi i Ipkepesa ix OTprMaHHs MaloTh BU3HAYEHI
MOXJIMBOCTI. TakuM 4MHOM, B rajnysi Kibepoesneku iCHye HarajabHa IoTpeda B OTpUMaHHi I04AaTKOBUX PECYPCiB Ha
3abe3neyeHHs iHPOpMaLiliHOI 6€3MeKH, SIKy MOXKJIMBO 33[I0BOJIbHUTH 32 PaXYHOK yJIOCKOHAJIEHHS] CUCTEMU
ynpasiliHHS iHpopMmalliiiHowo 6e3rexko0. ToMy po3pobka Kpauux IpaBu 106y10BYA CUCTEMU YIIPABJIiHHS
iHopmauiitHoi 6e3neKy, 3aCTOCYBaHHS SIKAX JO3BOJIsIE MiABUIMTY PiBeHb iHPOpMaliliHOi 6e3nexku 6e3 BUTpaTu
IIOOATKOBUX PECYPCIB € aKTyasbHOIO 337a4€el0. Y IPYyroMy po3ziii qucepTallii NpefcTaBleHo OOIpyHTYBaHHS
MaTeMaTHU4HOI MOJIeJIi, 110 3aCTOCOBYETHCS [1J1s1 OL[iHKY PU3HUKIB, XapaKTE€PHUX IJ1s1 00’€KTiB KpUTUYHO]
iHpacTpyKkTypH. Y TpeTbOoMy pO37isi AucepTaliii HaBeJeHO aHali3 METOIiB BUBHAUEHHSI IOKA3HUKIB €PeKTUBHOCTI
CHUCTEMH YIPABJIiHHS 3aXMCTOM KPUTUYHOI iHPPACTPYKTypH, aKLIEHT 3p06JIeHO Ha 06'€KTaX KPUTUYHOI
eHepreTnyHoi iHppacTpykTypu. OGIPyHTOBaHI MOXKJIMBOCTI ONTMMI3allil TPOLIECiB YIIPABJIiHHS pecypcamu Ipu
3a0e31e4yeHHi HaJlle>KHOTo PiBHs 6e31eKy 00'€KTIB, HaBe/leHa PO3PaxyHKOBA MO/Ie/Ib BU3HAUEHHS OIITUMAJIbHUX
BUTpAaT Ha 3a6€3[e4eHHs NapaMeTpiB 06€311eKU 006'€KTy KpUTUYHOI eHepreTUyHoi iHppacTpyKTypu. 3anpOIIOHOBAHO
TUIIOBY CTPYKTYPY CUCTEMU aBTOMATU30BAaHOTO YIIPABJIiHHS, 3aBJaHHSM SIKOi € MOHITOPYHT Ta OL[iHKA IIOTOYHOTO
CTaHy PUBUKIB CUCTEMU KPUTUYHOI iHpacTpyKTypH, MiATpHUMKA IPUMHSITTS PillleHb [IpY YIIPaBJIiHHI CUCTEMOIO
6e3mnexu. YeTBepTuil po3zis AucepTrauiiHoi pobOTH MiCTUTh pe3yJbTaTy aHaJli3y PU3UKIB KDUTUYHOI
iHppacTpykTypu KniBcbKOro periony, mo 6a3yeTbCs HA OCHOBI KOMITIOTEPHOTO MOJIEJIIOBaHHS 3 BUKOPUCTAaHHSIM
06paHOro MaTeMAaTUYHOTO arapary Ta peajbHUX JAHUX 3arpo3 Ta CTaHy 00'eKTiB KPUTUYHOI iHppacTpykTypu. Ha
OCHOBI IIPOBEJIEHUX NOCIIiIKEHD i po3paxyHKiB po3po6sieHO MeTOoAUKY OLIiHKY pU3UKiB KPUTUYHOI
iH(pacTpyKTypH, sIKa 3aCTOCOBaHa NIpU po3poodli HOpMAaTUBHO-IPABOBOTO aKTy AIMiHicTpalii [lepXcnenss’si3Ky,
AKWM Mae IIPONTH peecTpaliio B MiHicTepCTsi ocTullii YKpainu i IpuiHATAN 10 BUKOHAHHA [0 KiHUg 2023 pOKy.
MeTopnyKka MiCTUTH I1epestik BUMOT Ta OIKC IPAKTUK, 3aCTOCYBAaHHS SIKUX 320€3[1e4YNTh BUKOHAHHS YMHHUX BUMOT
0e3IeKu [1JI1 CUCTEMU 3aXUCTy KPUTUYHOI iHppacTpyKTypu YKpainu. [IpoBenene nucepTaliiiHe JOCIiIPKEHHS
IO3BOJIMJIO OTPUMATH HACTYIIHI HOBI HAYKOBi PE3YyJIbTATH: - BIIEPILIE PO3POOIEHO METOUKY OLiHIOBAHHS
eeKTUBHOCTI cucTemu iH(pOpMaLiiHOi 6e311eK1 KOMILIEKCY 00'€KTiB KPUTUYHOI €eHEePreTUYHOi iHdpacTpyKTypH,
sIKa BifIpi3HSIETHCS Bifl iCHYI0UMX CUCTEMOIO KpUTepialbHUX NIOKA3HUKIB i1 aJITOPUTMOM OOYMCIIEHHS, 1110
IO3BOJISIIOTH MiJIBULIUTY PiBEHb 3aXUILEHOCTi 00'€KTIiB, B TOMY UMCJIi B YMOBaxX PakeTHO-APOHOBUX yJapiB 110
00’eKTax KpUTUYHOI €HepreTUYHOI iHPPACTPYKTYPU. - YL,OCKOHAJIEHO MaTEMAaTU4YHy MO/IEJIb OOUMCIIEHHS 3arpo3
IJ151 KOMILJIEKCY 00’€KTiB KpUTUYHOI eHepreTHIHoi iHPpPacTPYKTypy B yMOBaX 30pOMHOr0 KOH(IIIKTY, sIKa
BiZIpi3HS€THCA Bifl iCHYI0UMX 3aCTOCYBAHHSM arapaTy HEYiTKUX MHOXXUH, 110 J03BOJIsIE OTPUMATHU OLiHKU 3arpo3 B
YMOBax alpiopHOi HEBU3HAYEHOCTI 3aCO0iB YPOKEHHS 00’€KTiB KDUTUYHOI €HEPreTUYHOi iHppacTpyKTypu. -
OTpUMaJIM NOJAJbIINI PO3BUTOK HAYKOBO-METOAMYHI i HAYKOBOOPraHi3aliliHi peKoMeHaaLii mono GopMyBaHHS
ONTUMAaJIbHOI 3a ckyIazoM iHpopMalLifiHoro pecypcey nigcucremu iHpopmalliiiHoi 6e3neKky 3a paxyHOK 3aCTOCYBaHHS
Cy4yacHUX iH(popMaLifiHUX TEXHOJIOTIH, 110 AO3BOJISIIOTh NOCATTU NiJBUIEHHS PiBHS iHPopMaliiliHoi 6e3nexu s

CHUCTEMHU aBTOMATU30BAHOTO YIIPaBJIiHHS KOMIIJIEKCOM 00'€KTiB KPUTUYHOI €HepreTUYHOI iHPPaCTPYKTYPU KpaiHU.

2. The aim of the dissertation is the scientific justification of increasing the level of information security of the
management system of a complex of critical energy infrastructure objects due to the improvement of the
information security subsystem. In the first chapter of the dissertation, the methods of increasing the level of
information security at critical infrastructure facilities, including those united in territorial or sectoral complexes,
are considered, and a conclusion is drawn about the possibility of obtaining a comprehensive effect of optimizing
resource costs to ensure the appropriate level of information security and obtaining its increase at costs of a
similar amount of resources under the condition of improving the information security management system. A
number of factors, including the complexity of the infrastructure, the threat environment, regulations and
compliance requirements, human resources, technology, and the need for knowledge and training, affects
ensuring the required level of information security at a critical infrastructure facility. However, the cost of
unprotected critical infrastructure can be even higher, including financial loss, reputational damage, and even loss
of life in some cases. It is unacceptable to save resources on elements of information security, at the same time the



available resources are limited and the sources of their receipt have certain capabilities. Thus, in the field of cyber
security, there is an urgent need to obtain additional resources to ensure information security, which can be met
by improving the information security management system. Therefore, the development of better rules for
building an information security management system, the application of which allows you to increase the level of
information security without spending additional resources, is an urgent task. The second chapter of the thesis
presents the justification of the mathematical model used to assess risks specific to critical infrastructure objects.
The third chapter of the dissertation provides an analysis of the methods of determining the performance
indicators of the critical infrastructure protection management system, with an emphasis on critical energy
infrastructure facilities. Reasoned opportunities for optimization of resource management processes while
ensuring the proper level of safety of objects, a calculation model for determining the optimal costs for ensuring
the safety parameters of a critical energy infrastructure object are presented. A typical structure of the automated
management system is proposed, the task of which is to monitor and assess the current state of risks of the critical
infrastructure system, support decision-making in the management of the security system. The fourth chapter of
the dissertation contains the results of the risk analysis of the critical infrastructure of the Kyiv region, which is
based on computer modeling using the selected mathematical apparatus and real data on threats and the state of
critical infrastructure objects. Based on the conducted research and calculations, the Critical Infrastructure Risk
Assessment Methodology was developed, which was used in the development of a regulatory act of the State
Special Communications Administration, which must be registered with the Ministry of Justice of Ukraine and
accepted for implementation by the end of 2023. The methodology contains a list of requirements and a
description of practices, the application of which will ensure the fulfillment of current security requirements for
the system of protection of critical infrastructure of Ukraine. The conducted dissertation research made it possible
to obtain the following new scientific results: - for the first time, a methodology for evaluating the effectiveness of
the information security system of a complex of critical energy infrastructure facilities was developed, which
differs from the existing system of criteria indicators and a calculation algorithm that allow to increase the level of
security in the conditions of missile and drone strikes on critical energy infrastructure facilities. - the
mathematical model for calculating threats for a complex of critical energy infrastructure objects in conditions of
armed conflict has been improved, which differs from the existing ones by using the apparatus of fuzzy sets, which
allows obtaining threat estimates in conditions of a priori uncertainty of the means of damage to critical energy
infrastructure objects. - the scientific-methodical and scientific-organizational recommendations regarding the
formation of an information security subsystem optimal in terms of the composition of the information resource
received further development due to the use of modern information technologies, which allow to achieve an
increase in the level of information security for the system of automated management of the complex of objects of
the country's critical energy infrastructure.
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