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Pedepar:

1. Inceprarnist npucBsyeHa o6IPyHTYBAHHIO TEOPETUYHUX I10JIOKEHD Ta YIOCKOHAJIEHHIO MEXaHi3MiB (pOpMyBaHHS i
peasnizatii ep>kaBHOI KpUMiHaIbHO-TIPABOBOI MOJIITUKY TPOTUi] Kibep37I0YNMHHOCTI. MeTolo gucepTaliii nossrae B
OOI'PYHTYBaHHI TEOPETUYHUX MOJIOXKEHb Ta PO3POOKA OPraHisaliiiHUX Ta METOLO0JIOTIYHUX MOJIOKEHD 100
dopmyBaHHS i peasnizaii nep>kaBHOI KPUMiHAIbHO-TIPABOBOI [OJITUKY 3 TUTaHb NIPOTUIi KiOep3/I0YMHHOCTI.
O6’exTOM [OCIiIPKEHHS € Ipolecu (OPMYBaHHs Ta peasisallii ep>KaBHOI KpUMiHAIbHO-ITPABOBOI MOJIITUKU IOJ0
npotuii Kibep3nounHHOCTI. [IpegMeToM SOCHimKeHHs € TEOPETUYHI, OPTaHi3alliiiHi Ta METOL0JIOTiUHI OJI0KEHHS
mono GopmMyBaHHS Ta peasidaliii MexaHi3MiB Aep>kaBHOI KPUMiHAJIbHO-TIPABOBOI ITOJITUKYU 3 TIPOTUIIT
Kibep3JI0UMHHOCTI. 3alIpONIOHOBAHO 6araTopiBHEBY Ky1acuQikalliio, 110 J03BOJIUIJIO BUSBUTU OiJIbIIICTh O3HAK

KiO€P3JI0UMHHOCTI He JIUIIE 3 TIO3ULIii [IpaBa, KPUMiHAIiCTUKK, KPUMIHOJIOT], a 1 Aep>KaBHOTO YIIPaBJIiHHSA Ta



IepskaBHOI nostituku. Knacudikauis mae 6araTopiBHeBuUI XapakTep, 30KkpemMa: 1) 3arasbHi kinacudikaniiiHi o3Haku
(32 obcsiramMu HaCIIiTKIB; 32 METOI0 CKOEHHS Kibep3JI0YMHY; 32 CYKYIIHICTIO OCi6, 3aliIHUX Y CKOEHH] 3JI09MHY; 32
0Cc006010 3710YMHIS; (Ki6EP3J10UNHY, 1110 [10Bs13aHi i3 10BOJKEHHS! 31 LIKiAJIMBUMU IPOrPaMHUMU IIPOLIYKTaMH;
BTpy4YaHHS y (PyHKIIOHYBaHHS iHPOPMaLIITHUX CUCTEM; 32 0OCSATaMU TEXHIYHMX HACJIIIKIB; 32 TOBOJKEHHSIM 3
inpopmatiero); 3) inpopmaLiiHO-KOMITIOTEPHI TEXHOJIOTI 5IK 3aCi6 CKOEHHS 37I0YMHY (32 00'€KTOM MOCSITAaHHS; 3a

BUJIaMU HaCJIiIKiB; 3a BIJINBOM Ha PiBHi 06€3I1eK; 32 BIIJIMBOM Ha BUAU HAlliOHAJIbHOI 6e3I1eKn).

2. The dissertation is devoted to substantiating theoretical principles and improving the mechanisms for the
formation and implementation of the state criminal law policy to combat cybercrime. The aim of the dissertation is
to substantiate the theoretical foundations and to develop organizational and methodological principles for the
formation and implementation of the state criminal law policy on combating cybercrime. The object of the
research is the processes of forming and implementing the state criminal law policy to counter cybercrime. The
subject of the research includes the theoretical, organizational, and methodological principles for the formation
and implementation of mechanisms of the state criminal law policy to combat cybercrime. A multi-level
classification is proposed, which makes it possible to identify most of the characteristics of cybercrime from the
perspectives of law, forensics, criminology, as well as public administration and public policy. The classification is
multi-tiered and includes, in particular: 1) general classification criteria (based on the extent of consequences; the
purpose of committing the cybercrime; the number and types of individuals involved; the identity of the offender;
cybercrimes related to handling malicious software; interference in the functioning of information systems; the
scale of technical consequences; and the handling of information); 2) information and computer technologies as
tools for committing crimes (classified by the object of infringement; types of consequences; the impact on levels
of security; and the effect on various aspects of national security).
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