O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0826U001982
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 27-05-2026

Craryc: Haka3 npo Bugady gumnioma

PexBi3utu Hakasy MOH / Haka3y 3akjazgy: N°HCBC /59 /26 six 04.08.2026

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. O603HUIt JMuTpo MuxkonaioBuy

2. Dmytro M. Oboznyi

KBasmigikamis:

InenTudikarop ORCID ID: 0000-0003-0108-4587

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 123

Ha3zBa HayKoBOi creniaIbHOCTI: Komm'iotepHa iHxeHepis
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HAayKOBa Mporpama 3i creniaJbHOCTi: KommoTepHa iHkeHepis
JaTa 3axHCTy: 17-07-2026

CnenianbHICTB 32 OCBiTO0: KommioTepHa iHXeHepis
Micue po6oTH 3400yBaya: Oprawuiszanis BincyTHs

Kopg 3a €JPIIOY: 00000000

Micue3HaxoaKeHHS: ------ , Kuis, 00000, Vkpaina
dopma ByracHOCTI: 3mimana

Cdepa ynpasiriHHS:

InmenTudikarop ROR:




I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIIudp cnenianizoBaHoi BYU€HOI pagH (pa30Boi Cleliajai30BaHOi BYE€HOI pazu). PhD 14130

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanjioHanbHuit TexHiuHuil yHiBepeuTeT Ykpainu "KuiBchKuit

MOJITEXHIYHUI IHCTUTYT iMeHi Irops Cikopcpkoro”

Kopg 3a €IPIIOY: 02070921

Micuesnaxo,zm(eﬂnﬂz npocnekT bepecreiicekuii, Kuis, 03056, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL 0CO0M: HarionanbHuil TexHiuHMi yHiBepcuTeT YKpainu "KuiBchKuii
MOJIITEXHIYHM IHCTUTYT imMeHi Irops Cikopcpkoro”

Kopg 3a €IPIIOY: 02070921

Micue3HaxoO KeHHS: npocnekT Bepecreiicbkuii, Kuis, 03056, Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
MoBga guceprTaiiii: Vkpaincoka
Koau TeMaTHYHHUX py6puK: 49.33.35, 50.39.15, 50.39.17

Tema guceprauii:
1. MeTon no6y0BY BiMOBOCTIHKOI MpOrpaMHO-BU3HAYEHOI MepesKi 3 AMHAMIYHUM pO3Ii3HaBaHHSIM Tpadiky

2. Method for building a fault-tolerant software-defined network with the possibility of dynamic traffic
recognition.

Pedepar/anoTanis:

1. Incepranifina po60Ta IPUCBIYeHA PO3B'SI3aHHIO HAYKOBO-TIPAKTUYHOI 3a7ja4i I0OYJ0BH BilMOBOCTINKOI
[IPOrpaMHO-BU3HAYEHOI Mepexi 3 iHTerpoBaHNMU MeXaHi3MaMH AHAaMIiYHOro po3nizHaBaHHs Tpadiky. Y
IOCJiIKEeHHI OO PYHTOBAaHO KOMIIEKCHUM MiAXif 10 BUKOPUCTAHHS TEXHOJIOTIi ITIMOMHHOrO aHasli3y [IAKeTiB B
iHppacTpyKTypi NpOrpaMHO-BU3HAYEHUX MEPEX. [0JI0BHOIO METOIO € PO3pOOKa iHHOBALIiITHOTO METOLY
MiJIBUIIEHHS BiZIMOBOCTIMKOCTI Ta SIKOCTi 06CIyrOBYBaHHS 3 ypaXyBaHHSIM IIPiIOPUTETHOCTI TPAQiKy MIJIIXOM HOTO
aJaNTHBHOTO PO3MNOiJIEHHS MiXK iCHYIOUMMU KaHaslaMu 3B'513Ky. JI71s1 HOCSITHEHHST MeTH BUKOHAHO JIeTaJIbHUM aHali3
Cy4yaCHUX MiAXO/iB A0 yIpaBiiHHA TPapikoM Ta METO/IIiB BUSIBJIEHHSI aHOMAJIi B YMOBaX TOTQJIbHOTO BUKOPUCTaHHS
3amn@poBaHuX JaHUX. Y MeXXax NOCIiIKeHHs 6yI0 po3pobJeH0 TEOPETUYHY MOZesIb Ha 6a3i MaTeMaTUIHOTO

arapary Teopii cucteM MacoBOro 00CJIyTOByBaHHS 3 0OMe>KeHUM po3mipom Oydepa. Lle 103BoInII0 aHaTiITUYHO



OLIiHIOBATU MIMOBIPHICHI XapaKTE€PUCTUKU BTPAT MaKeTiB, YACOBi 3aTPUMKHU Ta 3arajbHy €(PEKTHUBHY ITPOIYCKHY
3IATHICTh MepeXi 3aJIesKHO Bi KoedilieHTa 3aBaHTa)KEHOCTi CUCTEMHU, SIKUIT BU3HAYAETHCS SIK BiTHONIEHHS
iHTEHCUBHOCTI HaJ X0 KEHHSI [IaKeTiB 10 iIHTEHCUBHOCTI ix 06cyroByBaHHs. OOIPYHTOBAHO JOLiJIbHICTh
KOMOIHOBaHOTO MiAXO0y, 1O iHTErpy€e TEXHOJIOTI0 IMIMOMHHOrO aHasli3y NaKeTiB 3 IPOCYHYTMMU MeXaHi3MaMu
KepyBaHHS 4epr Ha OCHOBI KJIACiB Ta aIropuTMamu 3Ba’K€HOTr0 MMOBIpHiCHOTO BigkugaHHs. O6’eKTOM JOCIIiIKeHHSI
BUCTYIIa€e 6araToOBUMIpHUI IIpoliec po3Ni3HaBaHHs Ta Kiacuikanii mudposaHoro Tpadiky y nporpaMHoO-
BU3HAaYEHUX Mepexkax, a MpeIMeTOM — BiATIOBiAHI aropuTMiuHi METOAM Ta IPOrpaMHO-arapaTHi 3acoou
opkecTpallii NoToKiB. HaykoBa HOBU3HA OTPMMAHUX PE3YJIbTATiB BUSHAYAETHCS PO3POOKOIO KOMILIIEKCY
iHHOBaLIIHVMX METOJiB oNTHUMI3alii nepenadvi ganux. [lo-nepuie, Briepiie po3pobsieHo Ta HAYKOBO OOIPYHTOBAHO
METOJ], iIBULIIEHHS IKOCTi 06p0O6KU MepeskeBoro Tpadiky 3 BUKOPUCTAHHSIM CUHEPTii TEXHOJIOTI] IIMOUMHHOTO
aHaJli3y MMakeTiB, KEPyBaHHA YepramMmy Ha OCHOBI KJIACIB Ta 3BAXKEHOT'O MMOBIPHICHOTO PaHHLOTO BiKuaaHHs. Ha
BiIMiHY BiJl iCHYI0YMX METO[IiB MapIIPyTH3aLlii, el MifXii BAKOPUCTOBYE CIIeLialIbHO C(POPMOBaHY JUHAMIYHY
MaTPUILIIO IIPIOPUTETIB, 0 JO3BOJISIE CUCTEMI Ha JIbOTY BU3HAYATU IIPIOPUTETHICTh KOXKHOTO OKPEMOTO IIOTOKY Ha
OCHOBI pe3yJIbTaTiB INIMOMHHOTO aHaJli3y NaKeTiB Ta HOro [OBEiHKOBUX XapaKTepucTuk. [lo-npyre, Brepie
PO3p06JIEHO METOJ, PO3IIoAieHoi KOMOiHOBaHOI Kiacuikauii mr@poBaHOro MepexeBoro Tpadiky, crnewiaabHO
aJanToOBaHUM J1s1 apXiTeKTypU [IPOrPpaMHO-BHU3HAUYEeHUX MepesX. Po3pobsieHnit MeTo, JOKOPIiHHO 3MIiHIOE 1110
[apaJurmy 3a paxyHoK [IepeHeCEeHHs YaCTUHM 00U CIII0BaIbHOTO HAaBaHTAXXEHHS 3 IIJIOLMHY KepyBaHHS
6e3nocepeHbO Ha IUIOMIMHI JAaHUX Ta BUiIEHi 30BHIIIHI ceHcopu. [To-TpeTe, HabyB MOJAJIBIIOTO CYTTEBOTO
PO3BUTKY METOJ, pO3ITi3HaBaHHS PO3INOiJIEHUX aTaK Ha BiIMOBY B 0OCJIyrOBYBaHHi y IpOrpaMHO-BU3HAYEHUX
Mepekax. 3alpONIOHOBAHUN BLOCKOHAJIEHN METO, BiJIpi3HSAETHCS 3aCTOCYBAaHHSM CKJIAIHOTO iHTETPAJILHOTO
IoKa3HMKa. Llell IoKa3HUK [0€JHY€ JaHi IPo IOTOYHUIH piBEHb 3aBaHTAXKEHOCTI (Pi3MYHOTO KaHaJy 3
BUKOPMCTaHHSIM KOB3HUX CTaTUCTUYHUX MTOPOTIiB Ta MEXaHi3MiB rictepesncy, TOYHUM Kyac Tpadiky Bifi MOy
IJIMOMHHOTO aHasli3y, a TAKOK MaTeMaTUYHUI [IOKa3HUK CaMOIIOIiOHOCT YaCOBUX PsZiB — IOKa3HUK XepcCTa.
[TpakTUyHe 3HaUY€HHSI OTPMMAHUX PE3yJIbTATiB IUCEPTAalliiiHOi pO6OTH NOJISITae y CTBOPEHHI OBHICTIO
IIpaue3faTHOro IPOrpaMHO-anapaTHoOro KOMILJIEKCY, FOTOBOTO [0 BIIPOBAIKEHHS B CY4aCHi BUCOKO HaBaHTaKEHi
iHppacTpyKTypu KOPIOPaTUBHUX MepeX. B paMKkax nmpakTu4yHoi peasnizatii focifgskeHHs 6yj10 po3po6sieHO
cIieliasiioBaHe IporpaMHe 3a6e3eyeHHsl [J1s KOHTPOoJlepy IPOrpaMHO-BU3HAYEHOI MepesKi BiTKpUTO]
apxiTeKTypu. 30Kpema, 6yJI0 CTBOPEHO MEPEXKEBUI 3aCTOCYHOK, SIKUI ITIOBHOIO MipOI0 peaslidye JIoriKy opKecTpaliii
Ta 6aslaHCyBaHHS KM(POBAHOro TpadiKy 3rifHO i3 3aIPONOHOBAHUMU AJITOPUTMAaMU. AHaJIi3 eKCIIEPUMEHTAIbHUX
PEe3yJIbTaTiB, OTPUMAHUX I1if], YaC TECTYBaHHS PO3POO6JIEHOrO IIPOrPaMHO-aNapaTHOrO CepeoBUIIa, IOBHICTIO
IiATBEPXYy€E BUCOKY €(PEKTUBHICTb TEOPETUYHUX MOZesel. 3aBlIK1 BUKOPUCTAHHIO PO3PO0JIEHOTO METOLY
KEPyBaHHS Ye€pPraMy Ha OCHOBI KJIACiB Ta MaTpULli IPiOPUTETIB, KJIIOYOBI IIOKAa3HUKU Yacy 00pOOKY MPiOpUTETHOTO
Tpadiky cyTTeBO NnoKpamuancs. Takum YMHOM, eKCIIepUMEHTAJIbHO MiATBEPAKEHO, 10 MTOIIPY BIPOBAIKEHHS
CKJIQJHOTO IOBEIiIHKOBOTO aHaJIi3y, 3arajabHi XapaKTE€PUCTUKHU MTPOIYCKHOI 3TaTHOCTI MEPEXKi 3aJIMIIAI0ThCA

abCOJIIOTHO CTAJIMMU i He 3a3HAIOTh Jlerpajariii.

2. The thesis is devoted to solving the scientific and practical problem of building a fault-tolerant software-defined
network with integrated mechanisms for dynamic traffic recognition. The study substantiates a comprehensive
approach to using deep packet inspection technology in the infrastructure of software-defined networks. The
main goal is to develop an innovative method for increasing fault tolerance and quality of service, taking into
account traffic priority, through its adaptive distribution among existing communication channels. To achieve the
goal, a detailed analysis of modern approaches to traffic management and anomaly detection methods in
conditions of total encrypted data usage was performed. Within the research, a theoretical model based on the
mathematical apparatus of queuing theory with a limited buffer size was developed. This allowed for the analytical
evaluation of probabilistic characteristics of packet losses, time delays, and overall effective network throughput
depending on the system load coefficient, which is defined as the ratio of packet arrival intensity to their service
intensity. The feasibility of a combined approach integrating deep packet inspection technology with advanced
mechanisms of class-oriented queue management and weighted probabilistic dropping was substantiated. The
object of the research is the multidimensional process of recognizing and classifying encrypted traffic in software-



defined networks, and the subject encompasses the corresponding algorithmic methods and software-hardware
means for flow orchestration. The scientific novelty of the obtained results is determined by the development of a
complex of innovative data transmission optimization methods. First, a method for improving the quality of
network traffic processing using the synergy of deep packet inspection technology, class queues, and weighted
random early detection of congestion was developed and scientifically substantiated for the first time. Unlike
existing routing methods, this approach uses a specially formed dynamic priority matrix, allowing the system to
determine the priority of each individual flow on the fly based on the results of deep inspection of its behavioral
characteristics. Second, a method for the distributed combined classification of encrypted network traffic,
specifically adapted for the software-defined network architecture, was developed for the first time. The
developed method radically changes this paradigm by transferring a portion of the computational load from the
control plane directly to the data transmission layer and dedicated external sensors. Third, the method for
recognizing distributed denial-of-service attacks in software-defined networks received further substantial
development. The proposed improved method is distinguished by the application of a complex integral indicator.
This indicator combines data on the current physical channel congestion level using moving statistical thresholds
and hysteresis mechanisms, the exact traffic class from the deep inspection module, and the mathematical time
series self-similarity indicator - the Hurst exponent. The practical significance of the obtained dissertation results
lies in the creation of a fully functional hardware-software complex ready for implementation into modern highly
loaded corporate network infrastructures. As part of the practical implementation, specialized software was
developed for an open-architecture software-defined network controller. Specifically, a network application was
created that fully implements the logic of orchestration and load balancing of encrypted traffic according to the
proposed algorithms. The analysis of experimental results obtained during the testing of the developed hardware-
software environment fully confirms the high efficiency of the theoretical models. Thanks to the use of the
developed processing method based on class queues and a priority matrix, key indicators of priority traffic
processing time improved significantly. Thus, it was experimentally confirmed that despite the introduction of
complex behavioral analysis, the overall network throughput characteristics remain absolutely stable and do not
experience degradation.
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rOJIOBYIOYOTO Ha 3acCiiaHHi
BinmoBigabHUH 32 MiZTOTOBKY O603Huit IMUTPO MUKOJIAI0BUY

00JIiKOBUX JOKYMEHTIB



PeecTpaTop IOpueHko TetsiHa AHaToOJiiBHA

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisIIbHOCTI




