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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYyOPHK: 20.51.35

Tema gucepranii:
1. MaTeMaTryHi Ta 06YMCIIIOBAJIbHI METOAM IPOTHO3YBAHHS KiJIbKOCTI CJIa0KMX KJIIOUiB PEXMMY BUOIPKOBOTO

ramyBaHH$ 3 IPUCKOPEHUM BUPOOJIEHHSIM iMITOBCTaBKU

2. Mathematical and computational methods of forecasting the number of GCM & GMAC weak keys

Pedepar:

1. Incepraujiiina po60Ta IpUCBIY€Ha BUPIlIEHHIO Ba)KJIMBOI HAYyKOBO-TEXHIYHOI 3a/1ayi, sIKa MoJIsIrae B po3pooLi
MaTeMaTUYHUX Ta 004YUCIII0OBAJIBHUX METO/IB TPOTHO3YBAHHS KiIbKOCTI CJIa0KUX KJIIOYiB PESKUMY BUOGIPKOBOTO
raMyBaHH$ 3 IPUCKOPEHUM BUPOOJIEHHSIM iMITOBCTABKM, OOIPYHTYBAHHI MPAaKTUYHUX PEKOMEHAALi oA0 Horo
3aCTOCYBaHHs B YKpaiHi. B nuceprauiiiniit po6oTi Briepiie po3po6ieHo MaTeMaTUYHi MOJiesli Ta MeTOIU OLiHKU
KiJIBKOCTi CJIaOKUX KJII0UiB PEXXMMY BUOIPKOBOIO raMyBaHHS 3 IPUCKOPEHUM BUPOOJIEHHSIM iMITOBCTaBKH, 30KpEMa,
OTPUMAHO aHAJITUYHI OL[iHKY MMOBIPHOCTi BUHUKHEHHS CJ1a0KUX KJII0YiB, 1[0 IPU3BOISTH 10 BUPOIKEHOI pOOOTH
3aCTOCOBYBaHOI (PyHKLI remyBaHHs, JOBEIEHO, 10 MIMOBIPHICTb NOSIBY CJIa0KUX KJIIOYiB HE 3aJIeXKUTD Bif iXHbOI
IOBXUHM, @ BUBHAYAETHCS 3BOPOTHO 10 MOTYKHOCTI MHOXKMHU 6JI0KIB [1OBiZlOMJIEHHS. Briepiie po3po6sieHo
MaTeMaTU4HYy MOJIeJIb 3MEHIIEHOI (MiHi) Bepcii pe>xuMy BUGIPKOBOTO raMyBaHHS 3 IPUCKOPEHUM BUPOOJIEHHSIM
iMITOBCTaBKHY, SIKY 3aCHOBaHO Ha MacCIITa0yBaHHI 3aCTOCOBYBAaHNX CUMETPUYHUX KPUIITOIIEPETBOPEHD 3i

30epeskeHHsIM X anredbpaiuHoi CTPYKTYPH, IO [L03BOJISIE€ IPOTHO3YBATU Pi3Hi NOKA3HUKY KPUIITOrpadivyHoi CTilKOCTi



IIOBHOI Bepcii pe>XXUMy NpY 3aCTOCYBaHHI MMpiB-opuriHaiis. OTprMaB NOAAIbIIMIA PO3BUTOK OOYMCIIIOBAIbBHAN
METO/I, TPOTHO3YBaHHS KPUIITOrPAQiuHMX BIACTUBOCTEN 6I0KOBUX CUMETPUYHUX WUQPiB, IKUI IPU3HAYEHO IJIS
BMBYEHHS KOJIi3iHUX BJIaCTUBOCTEN (POPMOBAHMX iMiTOBCTABOK i3 IPOTrHO3yBaHHSIM BiITIOBITHNX XapaKTEPUCTUK
Ha BUIIAJJOK 3aCTOCYBaHHS IIOBHOI Bepcii pexxumy i mudpis-opurinanis. Kiaro4oBsi cioBa: pexxum mMu@pyBaHHS,
iMmiTOBCTaBKa, MiHi-BepCis, remyBaHHs, IPOTHO3YBaHHS, I'elI-3Ha4Y€HHS], CJIAOKUI KJII0Y, FaMyBaHHS,

KPpUIITOIIEPETBOPEHHSI.

2. The thesis is devoted to the solution of important scientific and technical problem, which is to develop
mathematical and computational methods for forecasting the number of GCM & GMAC weak keys, the justification
of practical recommendations for its use in Ukraine. The thesis first developed the mathematical models and
methods for estimating the number of GCM & GMAC weak keys. Analytical evaluations of the probability of weak
keys, which leads to a degenerate work hashing function, were obtained. It was proved that the probability of
occurrence of weak keys do not depend on their length, and is determined by back to the power of the blocks
messages set. The thesis first developed the mathematical model of reduced (mini) version of GCM & GMAC based
on the scaling symmetrical cryptotransformations preserving their algebraic structure. This allows to forecast the
various cryptographic strength parameters of the full version mode when using originals ciphers. The
computational method of forecasting the cryptographic properties of block symmetric ciphers was further
developed. It designed to study collisional properties of formed message authentication codes with forecasting the
corresponding characteristics when applying the full mode version and originals ciphers. Keywords: encryption
mode, message authentication code, mini-version, hashing, forecasting, hash-code, weak key, counter,
cryptotransformation.
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