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Pedepar:

1. Incepranjiiina po60Ta IpUCBIY€Ha BUPIIEHHIO aKTyaJIbHOI HAyKOBO-TIPUKJIAIHOI IPOGJIEMU PO3POOJIEHHS
METOJI0JIOTii aHasi3y Ta CUHTE3y CKJIQIHUX F€TEPOT€HHUX iHPOKOMYHIKALiMHAX CUCTEM 3 METOI0 CTBOPEHHS HOBOI
MIPOrpamMHO-KOHQIrypoBaHoOi iHTEH1iHHO-0Pi€HTOBaHOI MepeXi, sIKa MOCTITHO Ha OCHOBI MiHJIMBUX BUMOT
KOPHUCTYBauiB 1010 SIKOCTi HaJlaHHsI CEPBICiB Ta po3ropTaHHs iHPPaCTPYKTypU HaBYAETHCS, alallTyEThCS,
aBTOMAaTHU3YEThCS | 3aXUIIAETHCS Bifl MOTEHLIHUX KibepaTak MIJISXOM BUKOPUCTaHHSI HOBUX METOMIB PO3IOAiNy
PecypciB, imkeHepii Tpadiky, MEpEKeBOi aHATITUKYU Ta iICHYIOYMX aJITOPUTMIB MAalIMHHOTO HaBYaHHS. [Is
BUpilIeHHs pob6ieMu CUHTe3y iHPOKOMYyHIKaLiliHOI MepesXi, BUKOPUCTAaHO OCHOBHI IPUHLIUIIY i METOAU
CHACTEMHOTO aHali3y, 3TiJIHO SIKOT0 3a[IPOIIOHOBAHO KOHILEIITYalbHY MOZEJb I00YA0BY FeTEPOreHHOI IPOrpaMHO-
KOHQIrypoBaHoi iHTEHLiTHO-Opi€HTOBAHOI MEPEXI, SIKa 1a€ 3MOTY 3a0€3M1e4YNTH ePEeKTUBHUI PO3NOLiT i
[Iepepo3IO/Li 3araJlbHUX PECyPCiB afanTy4NCh ITiJ MiHINBI BUMOTH 6i3HEC-KOPUCTYBAUiB 1010 SIKOCTi HalaHHS

cepsiciB. Po3po6iieHo mozesnb eHeproe@eKTUBHOI MapIIpyTH3aLlii 115 iHTeHLIHO-OpieHTOBAaHUX MePeX, L0 Jaja



3MOTY HiATPUMYBAaTU KOMIIPOMIC MK O2KaHOIO SIKICTIO OOCJIyTOBYBaHHSI KOPUCTYBAUiB, 3aBAaHTAKEHICTIO Ta
eHeproedeKTHUBHICTIO MepesKi. 3aIIPOIIOHOBAHO HOBUM METO[ aJalITUBHOTO KJIiEHT-OPi€EHTOBAHOTO yIIpaBJliHHS
SKICTIO ITOCTIYT 1J1s1 iHTeHIiIHO-0pieHTOBaHUX MepeX. PO3po6ieHo iHTe1eKTyaJlbHy CUCTEMY MOHITOPUHTY Ta
aHaJli3y MEPEeXXeBOro Tpagiky, o Aasna 3MOry e(pEeKTUBHO YIPABJISITU TPaQikoM Ta CEpBiCHUMMU MOJIITUKAMU B
peXuMi peasbHOro 4acy, aBTOMaTHM30BaHO CTBOPIOBATH 60 ONTHUMI3yBaTH CEPBICHI IPONO3KLLii, MigBUILyBaTU
SKiCTb IOCTYT Ta 3a0e3IevyBaTy 3aX1CT MepeXKi Ha OCHOBI 3aIIPOIIOHOBAHOT0 METO/Y BUSIBJIEHHS aHOMaJIill.
Po3po6seH0 MeTOAM PO3IOJiNly Y4aCTOTHO-4aCOBUX PECYPCiB, 6alaHCYyBaHHS HaBaHTaKE€HHSI Ta (POPMYBaHHS
CTPYKTYpH PiBHS paliofoCTyIy s 3a0€3I€4eHHs aJallTUBHOTO HAIaHHS CEPBICiB. 3alIPOIIOHOBAHO METOM0JIOTII0
CHHTe3y IHTeHLiiHO-Opi€EHTOBAaHMX MEPEe3X [JIs I1oeTarHoi TpaHchopMalil cyyacHUX iHPOKOMYHIKALIHHUX Mepex.
Po3po6s1€HO NPOTOTUNY iHTEHIiITHO-OPieHTOBaHOi MepesKi Ha OCHOBI TEXHOJIOTIi IPOrpaMHO-KOHQIrypoBaHUX

MEPEK Ta aBTOMAaTH3allii 3alIPOINIOHOBAHMX YIIPABJIiHCHKUX Pilll€Hb.

2. The thesis is devoted to solving the actual scientific problem of developing the methodology of analysis and
synthesis of the complex heterogeneous infocommunication systems in order to develop a new intent-based
software-defined network, which is constantly learning, adapting, automating and protecting against potential
cyber-attacks based on changing user requirements regarding the quality of service and infrastructure
deployment by using the new methods of resource allocation, traffic engineering, network analytics and machine
learning algorithms. A conceptual model for the construction of a heterogeneous intent-based software-defined
network has been proposed. This model, unlike the existing ones, provides an efficient allocation and
redistribution of common resources, adapting to the changing requirements of business users regarding to the
quality of service provision. A mathematical model for determining the subjective level of user satisfaction,
depending on changes of the objective parameters of the quality of service of the network was developed. An
energy-efficient flow routing model for intent-based networks has been developed. This model allowed to achieve
a better balance of network channel resources load due to the rational choice of paths for heterogeneous traffic
and to reduce to 3 times the average latency of real-time flows service. The model also allowed for a 53.56%
reduction in network energy consumption under low load conditions. A new method for adaptive customer-
oriented quality of service management for intent-based networks has been proposed. This method allowed the
end customers of services to influence the functional configuration of the network, and with the use of machine
learning techniques to respond to the degradation of the quality of service and prevent situations when the user is
dissatisfied with the received quality of services for adaptive prediction of the network reconfiguration moment.
The method for detecting anomalies in network traffic has been improved, which differs from the known ones by
forming a set of informative features that characterize normal and abnormal behavior of the infocommunication
system based on the Hurst parameter estimation with the possibility of self-learning. An intelligent system for
network traffic monitoring and analysis was developed. This system made it possible to effectively manage traffic
and service policies in real time, automatically create or optimize service offers, improve the quality of services
and provide network protection based on the developed method of detecting anomalies. Methods of time-
frequency resource allocation and load balancing in modern mobile networks for adaptive provision of IoT services
have been developed. An adaptive intent-based method of resource allocation and formation of radio access level
structure was developed. This method allowed a 25% more efficient use of available time-frequency resources and
reduced the energy consumption of radio access level network by 8.7% to provide the ordered quality of service
for users, as compared to traditional methods. The methodology of synthesis of intent-based networks for stage-
by-stage transformation of modern infocommunication networks is proposed. Prototypes of intent-based
networks based on the technology of software-defined networks and automation of the proposed management
decisions are developed. The algorithm for selecting a wireless access network in a heterogeneous environment
using Big Data has been developed. The developed algorithm takes into account and analyzes the assessments of
the ordered quality of service perception and allows to improve the quality of service of high-priority services on
demand. The prototypes of mobile and operator application for adaptive client-oriented service provision in a
heterogeneous network are developed, which allows to obtain the ordered quality of service based on the feedback
between the customer and the network operator.
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