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Pedepar:

1. ¥V nuceprauiiiziit pob0Ti po3B’s13aHO BakJIMBE HAYKOBO-IIPAaKTUYHE 3aBJAHHS PO3POOKU HOBUX MOJesieil Ta
MEeTO[iB KpunTorpagidyH1X CUCTEM Ha OCHOBI (PYHKLiH AiiicHOI 3MiHHOI. OBIPYHTOBAaHO aKTyaJIbHICTb TEMU
IucepTallii, 3a3Hau€HO 3B'SI30K pOOOTH 3 HAYKOBUMU TeMaMu, CPOPMYJIbOBAHO METY Ta 3a7jayi JOCIiIPKEeHHS,
BU3HA4YE€HO 00'€KT, IpeJMeT Ta METOAU AOCIiIKEHHS, [I0Ka3aHO HAayKOBY HOBU3HY Ta MPAKTUYHE 3HAUYEHHS
OTPUMAaHUX Pe3yJIbTaTiB, allpoballilo pe3ysbTaTiB Ta iX BUCBITJIEHHS Yy Ny0JiKalisX. AKTyalbHICTb JOCIiIyKEHHs
3YMOBJIEHA KOMILJIEKCOM (PAKTOPIB, 10 (POPMYIOTh CydacCHi BUKJIMKU y cpepi iHpopmaliitHoi 6e3nexu ta
Kpunrorpadii, BKJII04a04X B IOTEHLiHi OOMEXKEHHS iCHYI0UMX KPUIITOCUCTEM Ha OCHOBI L[IIMX YKCEI, 3aTPo3y 3
OOKY KBaHTOBMX OOYMCJIEHD, TA MOTPEOY B HOBUX MiIXOAAX [0 3aXUCTY Pi3HUX TUIIIB JaHUX. O6'€KTOM OCIIiIPKEHHS
€ nponecy KpunrorpadivyHoro 3axXucTy JaHux. [IpegmMeTom JoCliIpKeHb € MOZEi, METOAM Ta aJIFOPUTMU
Kpunrorpa@iyHux CUCTEM Ha OCHOBI QYHKIiH HificHOI 3MiHHOI. O6paHi MeTOIY AOCIIIPKEHHS 6a3yI0ThCs Ha
NPUHLMIAX i MeTogax Kpunrorpadii, MeTogax posmnizHaBaHHS CUTHAJIB i PYHKIiSIX HENPONOpPLiHOCTI. Y po6oTi
IIOCTaBJIEHO Ta BUpilIeHO HACTYIHI 3aBfaHHs: 1. [IpoBeeHo aHasi3 cyyacHUX KpUNTorpadiuHux CUCTeM, iX riepesar
Ta HEJO0JIiKiB. 2. PO3p06sieHO MaTeMaTU4Hy MOJI€Jlb KPUIITOCUCTEM Ha OCHOBI (PYHKLIM AilicHOI 3MiHHOI. 3.
CTBOpeHO MeTo/, IM(PYBAHHS JAHUX 3 BUKOPUCTAHHIM CyMU (PYHKILiH AilicHOI 3MiHHOI SIK CUMETPUYHUX KJIIOUiB.
4. Po3pobieHo MeTo[ Aemn@pyBaHHS JaHUX, SKi 3ainpoBaHi 3a OIIOMOr010 06YMCIIeHHS HEBiIOMUX
KoedilieHTiB K10YOBUX QYHKIIiN. 5. AjanTOBaHO pOo3p0bJIeHi MeTOAU 1J1sl IM(pPyBaHHS Ta AelndpyBaHHSs
300pakeHb. 6. PO3p06sIeHO aIrOPUTM BUKOPUCTAHHS 300paKeHHSI SIK KpUIITOrpadidyHoro Kiwyda 1 MudpyBaHHS
iHmMX 306pakeHb. 7. CTBOPEHO MIPOrpaMHy peasisalilo po3po6aeHrX KPUITOCUCTEM Ta TPOBEIEHO
€KCIIEpMMEHTAJIbHI JOCIiIKeHHs iX e(peKTUBHOCTI. [IpakThyHe 3HaYeHHsI OTPUMaHUX Pe3YJIbTaTiB MOJIsITae B
PO3po0Li NporpaMHoro 3abe3nedeHHs AJ1s1 peasisaliii 3anponoHoBaHUX KpunrorpadiyHux anropurmis. e
IIporpamHe 3a6e3Ne4eHHs] MOXKe OYyTH BUKOPUCTAHE SIK IJ1s1 IOJAJIbIIMX HAYKOBUX NOCJIiIKEHb, TaK i 1715
IIPAKTUYHOTO 3aCTOCYBaHHS B Pi3HUX cdepax, [e NOTPibeH BUCOKUI PiBEHb 3aXUCTy AaHUX. HaykoBa HOBM3HA
II0JISITa€ B TOMY, 110 1. YIOCKOHAIEHO MOJieli Ta METOI Y CTBOPEHHS KPUIITOCMCTEM Ha OCHOBI (PYHKIIii AiliCHO]
3MiHHO, 110 TOBMHHO 30i/IbIIMTH KPUIIOCTIUKICTB. 2. YIiepiie po3po6eHO0 MeTOM, BUKOPUCTAHHS iHTerpajbHUX
(yHKLil HEMPOIIOPLINHOCTI A4J14 Aen(PyBaHHS JAHUX, 10 AO3BOJIS€E BUKOPUCTOBYBATU B KPUIITOCUCTEMI
IycKpeTHi pyHKUii-kmoui. 3. Yiiepiie po3po6yeHO KpUIITOCUCTEMY, 1110 0eHY€e MUPPyBaHHS 32 JOIIOMOI0I0 CyMHU

dyHKUil #ificHOi 3MiHHOI Ta IKQPYyBaHHA 3a JOIIOMOTOI0 iHTerpasbHOI PyHKLii HEITPONopLifiHOCTI. BinbyBaeTbcs



IIBOX-€TalnHe MuQPyBaHHS, IPU IKOMY PE3yJIbTaT IIEPIIOTO eTany Wu@pyeThCs 1ie pas, o CYTTEBO YCKIAAHIOE
371aM KpUNTOCUCTEMU. 4. YIOCKOHATIEHO METO, N(PyBaHHS AaHUX IIJISIXOM BIIPOBAI>)KEHHS 1OTATKOBOTO
€JIEMEHTY [IepeCTaHOBKU (PYHKLIN-KJII0YiB, 1J0 TAKOX MifiBUIILye KPUNITOCTINKICTb CUCTEMU. 5. Briepiie po3pobieHo
KPUINTOCUCTEMY [JIS1 3aXUCTYy 300pPaKEHb, [I€ iHIIe NOBilbHE 300Pa>KEHHSI BUKOPUCTOBYETLCS B SIKOCTI
KpunTorpadivyHoro Kioya, IUIsIXOM BUKOPUCTAHHS (PYHKIii1 iHTerpasbHOI HermponopuiHocTi. Lie 3HauHO cripouiye
nepenayvy Kjioua IOpPiBHSIHO 3 Nepenayeto QyHKIiN-KII0UiB B aHAIITUYHOMY BUTJIsT]. lle 300paskeHHs sierme
HETIOMITHO NepeaTy MPpUINMabHill CTOPOHI ITPpY BUKOPUCTAHHI CUMETPUYHUX Kpurnrtocuctem. Kpim Toro,
3JI0BMHMCHUKY CKJIQ[IHillle BUSIBUTHU 300pake€HHS-KIII0Y cepel, 6araTb0x 306paxkeHb, 10 IKUX BiH OTPUMAaB OCTYIL. 6.
ExcriepuMeHTasbHO IPOJEMOHCTPOBAHO BUCOKY KPUIITOCTIMKICTh pO3p006IeHUX METOIB IN(PYyBaHHS IO aTaK
rpy6oi cusnm yepes3 HeoOXigHICTb MifOOPy 3HaYeHb KJII0Ya 3 BUCOKOIO TOYHICTIO. TaK0X IPOAEMOHCTPOBAHO BUCOKY
3i6HICTb O JeKOopeJsislii 3Ha4eHb INQPOTEKCTyY. Pe3yabTaTy JOCHiIXeHb AUCEPTALiiHOI pO60TU NONOBIIANNCS Ta
06roBOPIOBAJIMCS HA MDKHAPOJHMX HAYKOBO-TIPAKTUYHUX KOH(EPEHIiSIX. 32 TEMOIO AUCEPTaLiiHOI po60TH
ony6sikoBaHO 10 HAyKOBUX ITpalip, 3 HUX: 4 CTATTi y HAyKOBUX (PaxOBUX BUNAHHIX YKpaiHY, 3 SIKUX 2 BKJIIOYEHI 10

MDKHApOJHUX HAyKOMETPUYHUX 6a3, Ta 4 ny6Jlikallii 3a maTepianamu KOHQepeHLin.

2. The dissertation solves an important scientific and practical task of developing new models and methods of
cryptographic systems based on real variable functions. The relevance of the dissertation topic is substantiated,
the connection of the work with scientific themes is indicated, the purpose and objectives of the research are
formulated, the object, subject, and methods of research are defined, the scientific novelty and practical
significance of the obtained results are shown, as well as the approbation of results and their coverage in
publications. The relevance of the research is determined by a complex of factors that shape modern challenges in
the field of information security and cryptography, including potential limitations of existing cryptosystems based
on integers, the threat from quantum computing, and the need for new approaches to protecting different types of
data. The object of the research is the processes of cryptographic data protection. The subject of the research is
models, methods, and algorithms of cryptographic systems based on real variable functions. The chosen research
methods are based on the principles and methods of cryptography, signal recognition methods, and
disproportionality functions. The following tasks were set and solved in the work: 1. Analysis of modern
cryptographic systems, their advantages and disadvantages. 2. Development of a mathematical model of a
cryptosystem based on real variable functions. 3. Creation of a data encryption method using the sum of real
variable functions as symmetric keys.4. Development of a method for decrypting data encrypted by calculating
unknown coefficients of key functions. 5. Adaptation of the developed methods for encryption and decryption of
images. 6. Development of an algorithm for using an image as a cryptographic key for encrypting other images. 7.
Creation of a software implementation of the developed cryptosystems and conducting experimental studies of
their effectiveness. The practical significance of the obtained results lies in the development of software for the
implementation of the proposed cryptographic algorithms. This software can be used both for further scientific
research and for practical application in various fields where a high level of data protection is required. The
scientific novelty lies in the following: 1. Improved models and methods for creating cryptosystems based on real
variable functions. 2. For the first time, a method of using integral disproportionality functions for data decryption
has been implemented, which allows determining unknown coefficients in the sum of real variable functions. 3. For
the first time, a cryptosystem has been developed that combines encryption using the sum of real variable
functions and encryption using the integral disproportionality function. 4. The data encryption method has been
improved by introducing an additional element of key function permutation. 5. For the first time, a cryptosystem
for image protection has been developed, where another arbitrary image is used as a cryptographic key, using
integral disproportionality functions. 6. High cryptographic resistance of the developed encryption methods to
brute force attacks has been experimentally demonstrated, due to the need to select key values with high
accuracy. High ability to decorrelate ciphertext values has also been demonstrated.
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