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Pedepar:

1. Y pucepTauiiiHiii po60Ti po3B’s13aHO BasKJIMBE HAYKOBO-TIPAKTUYHE 3aB/IAHHS PO3POOKU HOBUX MOZesel Ta
METO/iB KpUNTOrpaidyHUX CUCTEM Ha OCHOBI (PYHKIIii AiliCHOI 3MiHHOI. OGI'PYHTOBAHO aKTyasbHiCTb TEMU
Iyceprallii, 3a3Ha4€HO 3B'5130K pOOOTH 3 HAYKOBUMHU TeMaMU, CPOPMyIbOBAHO METY Ta 3a7adi AOCIiIKEHHS,
BM3HAUY€HO O0'€KT, IPEIMET Ta METOAM JOCiIKEHHS], I0OKa3aHO HAayKOBY HOBU3HY Ta IIPAKTUYHE 3HAYEHHS]
OTPUMAaHUX Pe3yJIbTaTiB, alpoballilo pe3yIbTaTiB Ta X BUCBIT/IEHHS Yy Ny6JiiKalisiX. AKTyalbHICTb JOCHTiTKEHHS
3yMOBJIEHA KOMILJIEKCOM (PaKTOPiB, 110 POpMYIOTh CydacHi BUKIMKY y cepi iHpopmaniitHoi 6e3nexu Ta
Kpunrorpadii, BK104aloyu B NOTEHLiIHI 0OMeXXeHHS iCHYI0YMX KPUIITOCUCTEM Ha OCHOBI LIIJIMX YKCel, 3arpo3y 3
00Ky KBaHTOBUX O0YMCJIEHD, Ta IOTPEOY B HOBUX MiXOAAX 10 3aXUCTY Pi3HUX THUIIIB AaHUX. O0'€eKTOM JOCIiIKEHHS
€ npouecy KpUunrorpagpivHoro 3axXucTy gaHux. [IpegmeTom qoCliIkeHb € MOZei, METOOU Ta AJITOPUTMU
KpunrorpadiyHux cUCTeM Ha OCHOBI QYHKIiH fificHOi 3MiHHOI. O6paHi MeToY AOCHiIKeHHs 6a3yI0ThCs Ha
IIPUHLUIAX i MeToax Kpunrorpadii, MeToax posnisHaBaHHS CUTHAJIB i PYHKLISIX HEIPONOPLiHHOCTI. Y poboTi
IIOCTABJIEHO Ta BUPIlIEHO HACTYIHI 3aBHaHH: 1. [IpoBeieHO aHai3 CyYaCHUX KPUNTOrpadiyHUX CUCTEM, iX IiepeBar
Ta HEJOJIiKiB. 2. PO3po6ieHO MaTeMaTH4Hy MOJIeJib KPUIITOCUCTEM Ha OCHOBI PyHKLIH AilicHOi 3MiHHOI. 3.
CTtBOpeHO MeTo, M(PYBaHHS AAaHUX 3 BUKOPUCTAHHIM CyMU QYHKIiH NifiCHOI 3MIHHOI SIK CHMETPUYHUX KJIIOUiB.
4. Po3po6aeHo meTop, aemundpyBaHHS AaHUX, SIKi 3alIMPPOBaHi 32 JONTOMOTr0I0 O0YHCIEHHS HEBITOMUX
Koe(DillieHTiB KJIIOUOBUX PYHKIiH. 5. ATanTOBaHO pO3pobseHi MeToau 11 mrU(PyBaHHS Ta JemuppyBaHHS
300pakeHb. 6. PO3p0o6sieHO aNropuTM BUKOPUCTAHHS 300paskeHHs! sIK KpunTorpadidyHoro Ki4da 1js udpyBaHHS
iHmmx 306paxkeHs. 7. CTBOPEHO IPOrpaMHy peasisallilo po3p0o0eHUX KPUIITOCUCTEM Ta IIPOBEAEHO
€KCIIEPMMEHTAJIbHI JOCIIIPKEHHS iX €(PEKTUBHOCTI. [IpakTUYHEe 3HaYEHHS] OTPMMAHUX PE3YJIbTATiB MOJISITa€E B
pO3po06I1Ii mporpaMHOro 3abe3nevYeHHs JIs1 peasizailii 3arporoHOBaHUX KPUMITOrpadiYHUX anroputmis. Lie
IIporpamHe 3a6e31e4eHHs] MO>XKe OyTH BUKOPUCTaHe SIK 1J1s1 IOJAJIbIIMX HAYKOBUX OCiIKeHb, TaK i 1715
IIPaKTUYHOTO 3aCTOCYBaHHS B Pi3HUX cpepax, e NOTPibeH BUCOKMI PiBEHb 3aXUCTy JaHUX. HaykoBa HOBH3HA
I0JISITa€ B TOMY, 10 1. YIOCKOHAIEHO MOJIeli Ta METOIY CTBOPEHHS KPUIITOCUCTEM Ha OCHOBI PYHKLI iFiCHO]
3MiHHOI, [1I0 TOBUHHO 30i/IbIIUTU KPUIIOCTINKICTh. 2. YIiepiie po3po6ieHo MeTo ], BUKOPUCTaHHS iHTETPaIbHUX
(YHKUiN HEMPONOPLINHOCTI 151 AemnpPyBaHHS JAaHUX, 1O [O3BOJIsSIE BAKOPUCTOBYBATU B KPUIITOCUCTEMI
nuckpeTHi pyHKuUii-kmoui. 3. Yiepuie po3po6yieHO KPUIITOCUCTEMY, 110 NoenHy€e mMudpyBaHHS 3a OIIOMOI0I0 CyMU
dyHKLil nificHOi 3MiHHOI Ta WK(PYyBaHHS 32 JOIIOMOTOI0 iHTerpasbHOI PyHKLii HeITponopLiliHOCTI. BinbyBaeTbcs
I BOX-€TallHe MUQPYBaHHS, IIPU SIKOMY Pe3yJbTaT [EPIIOro eTany mMupyeTses Lie pas, o CYTTEBO YCKIAAHIOE
371aM KPUNTOCUCTEMU. 4. YIOCKOHAIEHO METOJI, INM(PPYBaHHS AAHUX LIJIIXOM BIIPOBA/I)KEHHSI 10LATKOBOTO
€JIEMEHTY IIePeCTaHOBKU (PYHKIIiM-KJIIOUiB, 1[0 TaKOXK MifBUIy€e KPUITOCTIKICT CUCTEMMU. 5. Briepie po3po6ieHo
KPUIITOCHUCTEMY [1JIs1 3aXUCTYy 300paKeHb, [i€ iHIlle NOBilbHE 300pasKeHHSI BUKOPUCTOBYETHCS B SIKOCTI
KpUnrorpa@iyHoro Kimoua, MJISXOM BUKOPUCTAHHS QYHKIiH iHTerpajbHOI HETPONOpLifiHOCTI. lle 3HauHO crpolye
nepenavy Kiaro4a IOpPiBHSIHO 3 Nepenaveio GyHKIIN-KIII0UiB B aHATITUYHOMY BUTJIAT]. lle 306paskeHHs sierme
HEINOMITHO NepefaTu NPUNMabHill CTOPOHI IIpU BUKOPUCTAaHHI CUMETPUYHUX KpuIitocuctem. Kpim toro,
3JI0BMUCHUKY CKJIQ[IHillle BUSIBUTHU 300paXKeHHS-KJII0Y cepel, 6araTbox 300pakeHb, 10 SKUX BiH OTPUMAaB JOCTYII. 6.
ExcriepuMeHTasIbHO IPOJ€MOHCTPOBAHO BUCOKY KPUIITOCTIMKICTh pO3PO06JIEHUX METO/IB IIN(PPYBAHHS [0 aTaK
rpy6o0i cuim yepe3 HeoOXiIHICTh Nif6opy 3HaYeHb KJII0YA 3 BUCOKOIO TOUHICTIO. TaKOX NPOAEMOHCTPOBAHO BUCOKY
3M1i6HICTb 1O JeKopessLii 3HaueHb Inu@poTeKCTy. Pe3yabraTy JocliIKeHb AUucepTaliliHoi po60oTH NONoBifanucs Ta
00roBOPIOBAIMCS HA MDKHApOOHUX HAYKOBO-IIPAKTUYHUX KOHpEpeHLisX. 3a TeMOIO IUCePTaliiiHOi po6oTu
ony6s1ikoBaHO 10 HayKOBUX ITpalib, 3 HUX: 4 CTATTi y HAYKOBUX (PaxOBUX BUJAHHSIX YKpAiHHM, 3 IKUX 2 BKJIIOYEHI 10

Mi’KHApOJHUX HAYKOMETPUYHUX 6a3, Ta 4 nmybJiikallii 3a maTepiasamu KoHbepeHIii.



2. The dissertation solves an important scientific and practical task of developing new models and methods of
cryptographic systems based on real variable functions. The relevance of the dissertation topic is substantiated,
the connection of the work with scientific themes is indicated, the purpose and objectives of the research are
formulated, the object, subject, and methods of research are defined, the scientific novelty and practical
significance of the obtained results are shown, as well as the approbation of results and their coverage in
publications. The relevance of the research is determined by a complex of factors that shape modern challenges in
the field of information security and cryptography, including potential limitations of existing cryptosystems based
on integers, the threat from quantum computing, and the need for new approaches to protecting different types of
data. The object of the research is the processes of cryptographic data protection. The subject of the research is
models, methods, and algorithms of cryptographic systems based on real variable functions. The chosen research
methods are based on the principles and methods of cryptography, signal recognition methods, and
disproportionality functions. The following tasks were set and solved in the work: 1. Analysis of modern
cryptographic systems, their advantages and disadvantages. 2. Development of a mathematical model of a
cryptosystem based on real variable functions. 3. Creation of a data encryption method using the sum of real
variable functions as symmetric keys.4. Development of a method for decrypting data encrypted by calculating
unknown coefficients of key functions. 5. Adaptation of the developed methods for encryption and decryption of
images. 6. Development of an algorithm for using an image as a cryptographic key for encrypting other images. 7.
Creation of a software implementation of the developed cryptosystems and conducting experimental studies of
their effectiveness. The practical significance of the obtained results lies in the development of software for the
implementation of the proposed cryptographic algorithms. This software can be used both for further scientific
research and for practical application in various fields where a high level of data protection is required. The
scientific novelty lies in the following: 1. Improved models and methods for creating cryptosystems based on real
variable functions. 2. For the first time, a method of using integral disproportionality functions for data decryption
has been implemented, which allows determining unknown coefficients in the sum of real variable functions. 3. For
the first time, a cryptosystem has been developed that combines encryption using the sum of real variable
functions and encryption using the integral disproportionality function. 4. The data encryption method has been
improved by introducing an additional element of key function permutation. 5. For the first time, a cryptosystem
for image protection has been developed, where another arbitrary image is used as a cryptographic key, using
integral disproportionality functions. 6. High cryptographic resistance of the developed encryption methods to
brute force attacks has been experimentally demonstrated, due to the need to select key values with high
accuracy. High ability to decorrelate ciphertext values has also been demonstrated.
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