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Pedepar:

1. Inceprariist npucBsYeHa KOMILJIEKCHIM KPUMIHOJIOTIYHIN XapaKTepUCTULi Kibep3JI0UNHHOCTI B YKpaiHi B yMOBax
BilfHM Ta pO3pOO6JIEHHIO Ha 11ii1 MifCcTaBi peKoMeHaallill i mpono3utiil moao npotuiii i BinTBopeHHo. BuzHayeHo
IIOHSITTSI Kibep3JI0YMHHOCTI, C(POPMOBAHO ii pO3yMiHHS K 00’€KTy KpUMiHOJIOTiYHOrO aHaniy. I1in
KiGep3JI0YMHHICTIO 3alIPOIIOHOBAHO PO3YMITU MacOBuIl, 6araToQyHKLiOHAIBbHNN KOMYHIKATUBHO-TEXHOJIOTIYHUI
deHOMEH, 1110 PO3rOpPTAETHCS Yepe3 arapaTHe Ta porpaMHe KOMITIOTepHe 3a0e3eyeHHs! y IPOCTOopi
KOMITIOTEPHUX MEPEX Ta MEPEXK €JIEKTPO3B’sI3KY (KibepIrpocTopi), popMu NPOSIBY SIKOrO NepeadadeHi 3aKOHOM IIpO
KpUMiHasbHY BinnosiganbHicTe. Cepen cneundivyHux, TUX, SKi He BJIACTUBI iHIIMM BUIaM 3JI0YMHHOCTI, BUZJIEHO
IIPOTUIIPABHUX 1liJIell y IIMPOKOMY CIEKTPi cep CYyCHiNIbHUX BiTHOCUH: BiJ IPUBATHO-KOPUCJINBUX,
KOPIOPaTUBHO-€KOHOMIUHUX U [0 BillCbKOBO-TIOJIiITUYHUX; 6) KOMYHIKaTUBHO-TEXHOJIOTiYHA (PEHOMEHOJIOTiYHa
[IpUpO/a, sKa Bimobpaskae BUKOPUCTAHHS, IIO-TIeplie, KOMyHIKATUBHOTO CEPEeIOBUIIA i /ISl BU3HAYEHHS LiieH, i [is

00paHHS iHCTPYMEHTApil0 KPUMIHAJIbHO [IPOTUIIPABHUX ITPAKTHK Ta, IO-[pyTe, TEXHOJIOTIUHY crienudidHicTb



CaMOTO LIbOTO CE€PEJOBUIIA, ITOBSI3aHOTO 3 BUKOPUCTAHHSIM KOMITIOTEPHUX MEpeX (arapaTHe Ta IpOrpamHe
KOMITIOTE€pHE 3a0€31e4eHHs) Ta MepPeX eJIeKTPO3Bs13Ky. OOIPYHTOBYETHCS MO3ULLS IOA0 [TPEIMETHOIO 3MIiCTy
dheHOMeHY Kibep3JIOUMHHOCTI, IKUI IPeCTaBIeHN TPbOMAa CETMEHTaMU KPUMiHaIbHOI aKTUBHOCTI: 1) opAuHapHi
KpUMiHaJ/IbHI IPaBONOPYLIEHHS Y C(PEPi BUKOPUCTAHHS KOMITIOTEPIB, CUCTEM, KOMITIOTEPHUX MEPEX i MEPEX
€JIEKTPO3B'SI3KY; 2) OpJIMHAPHI KpMMiHaJ/IbHi IPABONOPYIIEHHS, 110 BUMHSIIOTHCS 3 BUKOPUCTAHHSIM KOMITIOTEPIB; 3)
BOEHHO-KOHTEKCTyaJIbHi Kibep3sounHu. [lToBHOMacITabHa 36poiiHa arpecist pd LOKOPiHHO 3MiHUIIA IPUPOLY Ta
CTPYKTYpPY KiGep3J7I04MHHOCTI B YKpaiHi, NepeTBOPUBIIY ii 3 IEPEBaXXHO 3arajbHOKPMMiHAJIbHOTO KOPUCJIUBOTO
SIBUILA HA iIHCTPYMEHT ri6puaHoi BiliHU. KiI040BOIO J€TEpMIiHAHTOIO CTajla LiJeCIPsSMOBaHa JisJIbHICTb JepKaBU-
arpecopa, CIIpsiMOBaHa Ha IiIpyB HallioHAaJIbHOI 6€3I1eKU, pyHHYBaHHS KPUTUYHOI iHPPaCTPYKTypH Ta IPOBEL€HHS
iHpopMaliiiHO-TICUXOJIOTIYHUX orepaliiii. BcTaHOBIeHa BKpail HECTIpUSTIMBA TeHAEeH1is 1o iHTeHcudikaii
Kibepaso4nHHOCTI mpoTsirom 2015-2024 pp. 3 iCTOTHUM IPUPOCTOM IIiCJIsl TIOYATKy TOBHOMACHITAOHOI POCiiiCbKOI
36poriHoi arpecii. BunineHo, HagaHO ONKUC Ta MOSICHEHHS IepiofjaM AMHAMIYHNX KOJIMBaHb Kibep3JI0YNHHOCTI
npotsrom 2015-2024 pp. 3's1coBaHoO, 10 1171 KpMMiHaJIbHO-TIPAaBOBOI CTPYKTYPH OpJMHAPHOI Kibep3I04NHHOCTI
[IpUTaMaHHe [1epeBaXaHHS TSDKKUX 3JI0YMHIB. Y NIepiof] BillHM CTPYKTYPHO abCOJIIOTHO OMIHYIOTh [Ba BUAU
OpIMHAPHUX KibepKpHUMiHaIbHUX [IPABONOPYIIEHD — Ti, o nepenbdadeHi cT. 361 KK Ykpainu (51,3 %) Ta ct. 362 KK
Ykpainu (41,5 %), cykynHa yacTka akux — 92,8 %. BcTaHOBJIEHO HAasIBHICTh TEHIEHLIII 10 3DOCTaHHS OPraHi30BaHO]
KOMIIOHEHTHU y CTPYKTYpi Kibep3s104nHHOCTi. HagaHOo KpUMiHOJIOrO-TUIIOJIOTiYHY XapaKTepPHUCTUKY 0Co0U
Kibep3/104MHLISL. 3aIIPOINIOHOBAHO 6araTOKpUTEpiabHy MAaTPULI0 KPUMIHOJIOTIYHUX TUIIIB KiG€P3JI0UMHLIIB, B SIKii
[IOENHAHO KpUTEPii JOMiHYI04O0i MOTHBALLi], XapaKTep iX TEXHIYHUX, TEXHOJIOTIYHMX 3HAHb i HABUYOK, 0COOJIMBOCTI
KPUMIiHaJIbHO MIPOTHUIIPABHOTO LIiJIENIOKIIaIaHHs, OpraHis3aliiiHa CTpyKTypa. BcTaHOBJIEHO, HAZJaHO ONUC Ta
IIOSICHEHHS BiliICbKOBO-TIOJIITUYHUM (aKTOpaM Kibep3s0uMHHOCTI B YKpaiHi B yMoBax BillHU. BifncToroeTbCs AyMKa,
110 30pOIiHA arpecis Ta €KCIIaHCIOHICTChKA 30BHILIHS MOJIITUKA POCIMChKOI efepallii € OCHOBHUMU [IpaliBEpaMu y
CTPYKTYpHO-AMHAMIYHUX 3MiHaX BiliCbKOBO-TIOJIITUMHUX YMHHUKIB JeTepMiHallii Kibep3s104nHHOCTI B Ykpaini. Pocis
iMIeMeHTye Kibeponepatlii NpoTu YKpaiHu y €JMHY CUCTEMY YIIPaBJIiHHS 3JI04MHOM arpecii, BOEHHUX 3JI0YHMHIB,
iHmwoi nigpuBHOI AisNBHOCTI IPOTH Hamoi fepKasu. Kibeponepallii € 4aCTUHOIO €JMHOrO BilICbKOBOTO I1JIaHYBaHHSI.
BusHayeHO OCHOBHI LIijli pOCiiiCbKUX Kibeponepauiil NpoTy YKpaiHu B yMOBax BiliHU: 1) iIpMB CIIPOMOKHOCTEN
Ilep>KaBHOTO yIPaBJIiHHS Ta AeMOPali3aliisi CyCIibCTBA; 2) 3HWKEHHSI CTUMYJIIB 11711 MDKHAPOIHOI iTPUMKU
Ykpainy, puckpepuranis YKpaiHu Ha MiDKHAPOIHIN apeHi; 3) [UCKpeAUTallisi OpraHiB A€p>KaBHOI Baaay YKpaiHu B
uinomy ta IlpesuneHTta Ykpainu, 30Kpema, B o4axX rpoMaisiH; 4) IeKOHCOifalis yKpaiHChKOTO CYCIIiIbCTBA; 5)
oTpuMaHHs iHdopMallii, o Mae 3HaYeHHs 17151 6e3110CepeHbOT0 BeleHHs O0MOBHUX il (Kibep3IOUNHHICTD K
€JIEMEHT BilICbKOBOI PO3BiikM); 6) MigTPMMaHHS BHYTPIIIHbOI PENPECUBHOI [IOJIITUKY BCEPEIMHI caMoi pocii Ta Ha
OKYIIOBaHIl i aHEKCOBAHI HEI0 TEPUTOPIAX YKpaiHU.

2. The dissertation is devoted to a comprehensive criminological characteristic of cybercrime in Ukraine in
wartime and the development of recommendations and proposals on this basis to counteract its reproduction. The
concept of cybercrime is defined, its understanding as an object of criminological analysis is formed. Cybercrime is
proposed to be understood as a mass, multifunctional communicative and technological phenomenon that unfolds
through hardware and software in the space of computer networks and telecommunications networks
(cyberspace), the forms of manifestation of which are provided for by the law on criminal liability. Among the
specific, those that are not inherent in other types of crime, the following features are highlighted: a)
multifunctionality, which is the use of cyberspace to achieve criminally unlawful goals in a wide range of spheres of
social relations: from private-interest, corporate-economic and to military-political; b) communicative and
technological phenomenological nature, which reflects the use, firstly, of the communicative environment both for
determining goals and for choosing the tools of criminally unlawful practices and, secondly, the technological
specificity of this environment itself, associated with the use of computer networks (hardware and software) and
telecommunications networks. The position on the substantive content of the phenomenon of cybercrime, which
is represented by three segments of criminal activity, is substantiated: 1) ordinary criminal offenses in the field of
using computers, systems, computer networks and telecommunications networks; 2) ordinary criminal offenses
committed with the use of computers; 3) military-contextual cybercrimes. The full-scale armed aggression of the



Russian Federation has radically changed the nature and structure of cybercrime in Ukraine, transforming it from
a predominantly general criminal self-interested phenomenon into an instrument of hybrid warfare. The key
determinant has become the purposeful activity of the aggressor state, aimed at undermining national security,
destroying critical infrastructure and conducting information and psychological operations. An extremely
unfavorable trend towards the intensification of cybercrime during 2015-2024 has been established with a
significant increase after the start of full-scale Russian armed aggression. Four conditional periods of dynamic
fluctuations in cybercrime during 2015-2024 have been identified, described and explained. The criminal-legal
structure of ordinary cybercrime is characterized by the predominance of serious crimes. During the war, two
types of ordinary cybercrime offenses are structurally absolutely dominant - those provided for in Art. 361 of the
Criminal Code of Ukraine (51.3%) and Art. 362 of the Criminal Code of Ukraine (41.5%), the total share of which is
92.8%. A tendency towards an increase in the organized component in the structure of cybercrime has been
established. If in 2022 23 organized groups in the field of cybercrime were exposed and terminated, then in 2023 -
already 42, and in 2024 - 57. Currently, there is every reason to believe that this dynamics will continue in 2025
and 2026. A criminological and typological characteristic of the cybercriminal is provided. A multi-criteria matrix
of criminological types of cybercriminals is proposed, which combines the criteria of dominant motivation, the
nature of their technical, technological knowledge and skills, the features of criminally unlawful goal-setting, and
organizational structure. The military-political factors of cybercrime in Ukraine in wartime are identified,
described, and explained. The idea is defended that armed aggression and the expansionist foreign policy of the
Russian Federation are the main drivers in the structural and dynamic changes in the military-political factors of
cybercrime determination in Ukraine. Russia implements cyber operations against Ukraine into a unified system
for managing the crime of aggression, war crimes, and other subversive activities against our state. Cyber
operations are part of a unified military planning. The main goals of Russian cyber operations against Ukraine in
wartime are determined: 1) undermining the capabilities of state administration and demoralizing society; 2)
reduction of incentives for international support for Ukraine, discrediting Ukraine in the international arena; 3)
discrediting the state authorities of Ukraine in general and the President of Ukraine in particular in the eyes of
citizens; 4) deconsolidation of Ukrainian society; 5) obtaining information that is important for the direct conduct
of hostilities (cybercrime as an element of military intelligence); 6) maintaining internal repressive policies within
Russia itself and in the territories of Ukraine occupied and annexed by it.
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