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Pedepar:

1. CeBepiH A. 1. AnropuTmiuHe Ta IporpaMHe 3a6e3nevYeHHs 3aX1CTy IPMBATHUX HAOOPIB JaHUX y 3a1a4ax
xiacudikauii. - KeasnidikauiiHa HaykoBa pals Ha IIpaBax pyKonucy. JJuceprallis Ha 31,00y TTs HAYKOBOT'O CTYIIEHS
Iokropa (pinocoii B ranysi 3HaHb 12 InpopmaliiiHi TexHosorii 3a crienianpHicTio 121 InkeHepis nporpamHoro
3abe3nevyeHHs. — HallioHanbHU TeXHIYHUI yHiBepcUuTeT YKpainu «KuiBCcbKuil MOJliTeXHIYHUI iHCTUTYT iMeHi Irops
Cikopcpkoro», Kuis, 2024. BipoBa/)kKeHHS! CUCTEM aHaJIi3y JaHUX i LITY4HOTO iHTEJIEKTy HabyBa€e Bce GibLUIOro
[IOIIMPEHHS Y PI3HMX aCleKTax JIIOACHKOro XUTTS. OKPiM BKe 3BUYHUX BUINAJIKIB 3aCTOCYBAHHS TaKUX CUCTEM Y
€JIEKTPOHHI KoMeplLii (Hanpukian, Nifdip peKoMeHJalliil KOpUCTYBA4€eBi) Ta coLianbHiil cepi (BUSBIEHHS ClIamy,
MOJI€pyBaHHS KOMEHTApiB), TaKi iHCTDYMEHTHU CTPIMKO MOIIMPIOIOTHCS 1 1JIs1 IEPCOHAILHOTO BUKOPUCTaHHS

(nanpuxiapn, yatéotu ChatGPT, Google Bard, Microsoft Copilot, xo4a BoHU 3'IBUJIMCh JIALIE BIPOJOBX OCTaHHIX



IBOX POKiB). B OCHOBI cucTeM, 0 BUKOPUCTOBYIOTh METOIM MALIMHHOT'O HABYaHH4, JIEXKATh AaHi. BoHu €
HEOOXiIHUM eJIEMEHTOM SIK [JIs1 HAaBYaHHS CUCTEM aHaJIi3y JaHuX i MITyYHOro iHTeJIeKTy, TaK i AJ1s iX TeCTyBaHHSI.
Yum Gisblle Pi3HOIIAHOBUX JAHUX, aHAJI3YEThCSl, TUM TOYHIIIOO € MOOYyJ0BaHA IporpamHa cucrema. Haituacrime
IPKEPEJIOM JIAHUX [JIs1 IPOTPAMHUX PillleHb 3 BUKOPMCTAaHHSIM MAIIMHHOIO HAaBYaHHS € peaJIbHUM CBIT. [HOfi naHi
FeHEPYIOTh IPOrPaMHUM LIJISIXOM, HAMaralounch BilTBOPUTY ME€BHI XapaKTePUCTUKY AaHuX. [IpoTe, He3BaKaw4y Ha
Te, IO KiJIbKiCTh CTBOPIOBAHUX Ta 06POOJIIOBAHUX TAHUX CTPIMKO 3POCTAE, aHi JOCUTb YaCTO MICTSTh
IIOHaMMEHIIe YaCTUHY NPUBATHOI iHpopMallii, 110 06MeXXye iX BUKOPUCTaHHS [IJIsl CUCTEM aHali3y JaHUX i
IITY4YHOTO iHTeseKkTy. [IpuBaTHi AaHi - iHpopMmallis, siKa € KOHPiIEeHLINHOI0, YyTIUBOIO a60 CEKPETHOIO.
[TpuknamamMu CeKpeTHUX aHUX € BilChKOBI, (piHaHCOBI Ta mep>kaBHi AaHi. Kondinenuifiai gaxi — gaHi, mo
IO3BOJISIIOTH ieHTU(IKyBaTU JIIOAMHY a0 KOMIIaHilo, ix NpUKIajaMU € cepisl Ta HOMEP 1aclopTy, peecTpaliiitHui
[IOJATKOBUI HOMED Ta HOMEP aBTOMOOi. [IpuKiIazjaMy 4yTIMBUX JAHUX € JaHi, 1[0 MiCTSITh MEIUYHI 1iarHO3U1
nauieHTiB. 36epekeHHs IPUBATHOCTI IAHMX € BKPail BXKJIMBUM, aJPKe BTPATa IPUBATHOCTI MOKe IIPU3BECTH J10
Iy’Ke HeraTHBHUX HACJIi[IKiB (IeperyciM pi3HOMaHITHUX 3JI04MHIB Ta HeJJOOPOCOBICHOI KOHKYpeH1ii). Takum YNHOM,
BUIIIE ONKMCaHI 33/1a4i BU3HAYAIOTh aKTyaJlbHy HAYKOBO-TEXHIYHY 33ja4y BJOCKOHAJIEHHS aJIFTOPUTMIYHOTO Ta
IIPOrPaMHOTO 3a6€3MeYeHHs 3aXUCTy IPUBATHUX HAOOPIB IAHUX Y CUCTEMAX 3 BUKOPUCTAHHSIM LITYYHOTO
iHTeJIeKTy, sika BUPIIYeThCs y JaHil nucepTaniiiHii poboTi 115 3agadi kiuacudikarii. MeTolo gucepraliiiHOi po60oTH
€ YI,OCKOHaJIEHHS IIpoliecy 06po6IeHHS IPYMBAaTHUX HAOOPIB JAHUX [1J1 IPOTPAMHHUX CUCTEM iHTEJIEKTYaJIbHOTO
aHaJli3y JaHuX. Y NepuoMy po3fii ucepTaliiiHol poO0TH PO3IJISIHYTO OCHOBHI €TUYHI aCIIEKTH BUKOPUCTAHHS
CHCTEM LITYYHOTO iHTEJIEKTy Ta MPOGIEMHU [0 SIKUX MOXKe TPU3BECTH iX irHOpyBaHHs. [IpoaHasni3oBaHO 3arpo3u
IIPUBATHOCTI y TAKUX CUCTEMAX, 30KpeMa aTaky iHBePCii, OTPy€EHHS Ta JIOTIYHOTO BUCHOBKY. [IpoBeneHo
KOMILJIEKCHU NTOPIBHSJIbHUI aHasli3 METO/iB 30€peKeHHs IPUBATHOCTI B MALIMHHOMY HaBYaHHI (MeTOIY reHepariii
CHHTETUYHUX JAHNVX, aHOHIMi3alii JaHuX, JudepeHLifHOI IPUBATHICTi, FOMOMOP(QHOro MNQPyBaHHS Ta
dbenepaTUBHOTO HaBYaHHS), IO 103BOJINJIO BUSIBUTH OCHOBHI ITPO6JIeMU iCHYIOUMX METOZIB, SIKi IOTPEOYIOTh
ociinxkeHb. Po3po6sieHo BUMOTHY [0 IPOrPaMHOro 3abe3redeHHs 3aXUCTy IPUBaTHUX HAOOPIB JaHUX Y 3a7iayax
iacudikauii. ¥ 1pyromy posfizi po3po6aeHo aIropuTMidyHi METOIN MDKOA3UCHUX IIEPETBOPEHD €JIEMEHTIB
CKiHY€HHUX M10J1iB. [IpoaHanizoBaHO 0CO6IMBOCTI BUKOPUCTAHHS 10J1iB ['ajiya B roMOMOpGHUX METOax
30€peskeHHs IPUBATHOCTI, & TAKO>XX BU3HAYEHO 3aJIEXKHICTb 4acy BUKOHAHHS oIlepallili Ha/l eleMeHTaMU CKiHY€HHUX
I10J1iB Bif, 6a3ucy (110iHOMiaJIbHOTO Y HOPMaJIbHOTO), B SIKOMY IIPE/ICTaBJIEH] €JIeMEHTH. 3alIpONIOHOBAHO METO],
IIOLIYKY IIOJIIHOMIB, IKW¥1 BiZlpi3HAETLCA Bif, iCHYI0YOTO BUKOPUCTAHHAM IIPOCTUX YUCEN Y IECATKOBOMY
IIpeJCTaBJIeHHI 3aMiCTb MTOJTIHOMIB I 103BOJISIE 3BMEHIIUTH OOYNCIIIOBAJIbHY CKJIATHICTD IPOLECY IIOMIYKY
HOPMaJIbHUX MHOTOUJIEHiB. Po3po6sieHo MoaudikoBaHU CNIOCi6 115 Iepexony Mk 6asucamy, sIKUil MoJIsirae y
BMKOPHMCTaHHI PEKyPEHTHOI (POpMyJIH, 10 JO3BOJISIE 3MEHIINTH SIK KiJIbKIiCTb TAM'SITi, 110 BUKOPHUCTOBYETHCS, TaK i
00YNCIIIOBAJIbHY CKJIQAHICTD. Y TPETbOMY PO3/iji pO3PO6IE€HO AITOPUTMIYHO-IIPOTPAMHUI METO]], 3aXUCTY
IIPMBaTHUX HAaOOpiB naHux. [I[poaHasnizoBaHO MaTeMaTUYyHe HiAIPYHTS A1 TO0YI0BY aJTOPUTMIYHO-TIPOrPaMHUX
METO/IiB 3 BUKOPMCTaHHSIM HEPOHHUX MepeX. 3allpOIIOHOBaHO MeTO, PYHKILIOHAJIbHOTO MU(PPYBaHHS NAHUX,
OCOOJIMBICTIO SIKOTO € MOXJIMBICTb BUKOPUCTAHHS IPUBATHUX HAOOPIB JJaHUX B 3arajlbHOJOCTYITHUAX CUCTEMAX
aHasli3y JaHUX Ta WTYYHOTO IHTEJIeKTY IIISIXOM 3MEHIIEHHS iX pO3MipHOCTI 11 QyHKIiOHATIBHOTO MUQPYBaHHS
OTPUMAaHUX JAHUX 3 BUKOPUCTAHHSIM IIPUBATHOTO KJll0Ya. 3allpOIIOHOBAHO MojudiKallilo Moei nudpyBaHHs
IAHUX, SIKA TI0JISITa€ Y BUKOPUCTAHHI IBOBUMIPHUX 3TOPTKOBUX HEIPOHHUX MEPEX i J03BOJISIE 3aCTOCOBYBATU
Mogesb IM(PYBAHHS JAHUX, IO NPeACTaBIeHi HAO0POM MIKCeJIB, 3 IKMX CKJIa[Ia€ThCsl 300PasKEHHS.

[TpoaHasnizoBaHO METPUKYU JJ1s1 OLiIHKY METOJIiB 3aXKUCTy HabOPiB JaHUX.

2. Severin A. Algorithms and software for protecting private datasets in classification tasks. — Qualifying scientific
work, manuscript. PhD thesis in the field of knowledge 12 Information technologies in specialty 121 Software
Engineering. - National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute", Kyiv, 2024. The
implementation of data analysis and artificial intelligence systems is becoming increasingly widespread in various
aspects of human life. In addition to the usual cases of application of such systems in e-commerce (for example,
selecting recommendations for the user) and the social sphere (spam detection, comment moderation), such tools
are also rapidly spreading for personal use (for example, chatbots ChatGPT, Google Bard, Microsoft Copilot,



although they appeared only during the last two years). Systems using machine learning methods are based on
data. They are a necessary element both for training data analysis and artificial intelligence systems, and for their
testing. The more diverse data is analyzed, the more accurate the built software system is. Most often, the data
source for software solutions using machine learning is the real world. Sometimes the data is generated by
software, trying to reproduce certain characteristics of the data. However, even though the amount of data being
created and processed is growing rapidly, the data quite often contains at least some private information, which
limits its use for data analysis and artificial intelligence systems. Private data - information that is confidential,
sensitive or secret. Examples of secret data are military, financial, and government data. Confidential data - data
that allows the identification of a person or company, examples of which are passport series and number, tax
registration number and car number. Examples of sensitive data are data containing medical diagnoses of patients.
The privacy-preserving of data is extremely important because the loss of privacy can lead to very negative
consequences (primarily various crimes and unfair competition). Thus, the presence of these problems determines
the actual scientific and technical problem of improving algorithmic and software protection of private datasets in
systems using artificial intelligence, which is solved in this dissertation for the classification problem. The purpose
of the dissertation is to improve the process of processing private datasets for software systems of intelligent data
analysis. In the first section of the thesis, the main ethical aspects of using artificial intelligence systems and the
problems that ignoring them can lead to were examined. Threats to privacy in such systems are analyzed,
including inversion, poisoning, and logical inference attacks. A comprehensive comparative analysis of privacy
preservation methods in machine learning (methods of synthetic data generation, data anonymization, differential
privacy, homomorphic encryption, and federated learning) was conducted, which revealed the main problems of
existing methods that require research. Software requirements for private datasets protection in classification
tasks were developed. In the second section, the algorithmic methods for change-of-basis conversion of finite field
elements were developed. The peculiarities of using Galois fields in homomorphic privacy-preserving methods
were analyzed, and the dependence of the execution time of operations on the elements of finite fields on the
basis (polynomial or normal) in which the elements are represented was determined. A method for finding
polynomials was proposed, which differs from the existing one by using simple numbers in decimal representation
instead of polynomials and allows to reduce the computational complexity of finding normal polynomials process.
A modified way for conversion between bases was developed, which is based on the use of a recurrent formula,
which allows to reduce both the amount of memory used and the computational complexity. In the third section,
an algorithmic and software method for protecting private datasets were developed. The mathematical basis for
building such methods using neural networks was analyzed. A method of functional data encryption was proposed,
the feature of which is the possibility of using private datasets in publicly available data analysis and artificial
intelligence systems by reducing their size and functionally encrypting the received data using a private key. A
modification of the data encryption model was proposed, which is based on the use of two-dimensional
convolutional neural networks and allows the encryption model to be applied to data represented by a set of pixels
that make up an image. Metrics for evaluating dataset protection methods were analyzed.
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BigmoBiganbHuMii 3a MiZTrOTOBKY Cesepin AH/pii [BaHOBUY

00JIIKOBHX JJOKYMEHTIB



PeecTtpaTop VYKpIHTEI

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA
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