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1. CeBepiH A. I. AniropuTMiuHe Ta nporpamHe 3ab6e3redeHHs 3aXUCTy IPUBAaTHUX HAOOPIB JaHUX y 3ajiayax
knacu@ikanii. - Kparidikaniina HaykoBa npaig Ha [paBax pyKonucy. /lucepraiis Ha 300y TTs HAyKOBOT'O CTYIIEHS
nokropa (pinocodii B ranysi 3Hans 12 IHpopMaliiini TexHosorii 3a cnenianbHicTIo 121 IHXeHepis mporpaMHOro
3abe3nevyeHHs. — HanioHanpHMi TeXHIYHUN yHiBepcuTeT YKpainu «KuiBcbKuil nosliTexHiyHUN iHCTUTYT iMeHi [rops
Cixopcbkoro», Kuis, 2024. BnpoBajiK€HHSI CUCTEM aHaJi3y AaHUX i IITy4YHOTro iHTeJIeKTy HabyBae Bce OiIbIIOro

NNOMKMPEHHA Y piBHI/IX ACIIEKTAaX JIIOOCbKOI'O JKUTTA. OKpiM B)KE€ 3BUYHUX BI/Il'Ia,I[KiB 3dCTOCYBAHHS TaKUX CUCTEM Y



€JIEKTPOHHIN KoMepLii (Hanpukian, Nigdip peKoMeHJaliil KOPUCTYBAad€eBi) Ta coLjianbHii cepi (BUSBIECHHS ClIamy,
MOJepyBaHHSI KOMEHTapiB), TakKi iHCTPYMEHTHU CTPiMKO MOIIMPIOIOTHCS 1 1J1sI IePCOHAIILHOTO BUKOPUCTAHHS
(nanpukinagn, yatéotu ChatGPT, Google Bard, Microsoft Copilot, xo4a BoHU 3'IBUJIMCh JIALIE BIPOJOBX OCTaHHIX
IBOX POKiB). B 0CHOBIi cucTeM, 0 BUKOPUCTOBYIOTh METOIM MALIMHHOT'O HaBYaHH4, JIEXKAaTh AaHi. BoHu €
HEOOXiIHUM €JIEMEHTOM SIK [l HABYaHHS CUCTEM aHaJIi3y JAHUX i LITYYHOrO iHTEJIEKTY, TaK i 7151 iX TeCTyBaHHSI.
Yum Gispiie pi3HONIAHOBUX JAHUX, aHAJI3YEThCSl, TUM TOYHIIIOO € MOOYyJ0BaHa IporpamHa cucrema. Haituacrime
IKepesioM NaHUX AJ1s IPOrpaMHUX pillleHb 3 BUKOPUCTAHHSIM MAlIMHHOTO HaBYaHHS € peasbHuUil CBiT. IHOAi naHi
reHepyIoTh NPOTPaMHUM IIJIIXOM, HAMAaralouuch BiATBOPUTH NE€BHI XapaKTePUCTUKU AaHuX. [IpoTe, He3BaXKa4yu Ha
T€, 0 KiJIbKiCTh CTBOPIOBAHUX Ta 06POOJIIOBAHUX TAHUX CTPIMKO 3POCTAE, aHi JOCUTh YaCTO MIiCTSATh
IIOHaMMEHIle YaCTUHY NPUBATHOI iHpopMallii, 110 06MeXXye iX BUKOPHCTaHHS [IJIsl CUCTEM aHali3y JaHUX i
IITYYHOTO iHTeseKTy. [IpuBaTHi JaHi — iHdopMauis, sika € KOHQiLEeHUINHOI, YyTIUBOI0 200 CEKPETHOIO.
[TpukiamamMu CEKpeTHUX JAHUX € BilicbKOBI, (piHaHCOBI Ta mepskaBHi AaHi. KoHdineHuiini gani - naHi, mo
IO3BOJISIIOTH ieHTU(IKyBaTU JIIOAMHY a0 KOMIIaHilo, ix pUKIIajaMu € cepisi Ta HOMEP 1aclopTy, peecTpaliiitHui
[IOIATKOBUI HOMED Ta HOMEP aBTOMOOis. [IpuKiazaMy 4yTIMBUX JAHUX € JaHi, 1[0 MiCTITh MEIUYHI 1iarHO3U
nauieHTiB. 36epeKeHHs IPUBATHOCTI TaHUX € BKpall BAKJIUBUM, aJl)Ke BTpaTa IPUBATHOCTI MOXKe MPU3BECTH [0
Iy’kKe HeraTBHUX HACJIi[KiB (IepenyciM pi3HOMaHITHUX 3JI0YUHIB Ta HeJJOOPOCOBICHOI KOHKYpeH1ii). Takum YnHOM,
BUIIE ONMCAaHi 3a71a4i BU3HAYAIOTh aKTyaJIbHy HAYKOBO-TEXHIYHY 3a7]a4y BIOCKOHAJIEHHS aJITOPUTMIYHOTO Ta
IIPOrPaMHOr0 3a6€3eYeHHs] 3aXUCTy IPMBATHUX HA0OPIB JAHUX Y CUCTEMAX 3 BUKOPUCTAHHSIM IITYYHOTO
iHTesIeKTy, siKa BUPIIIYeThbCS Y JaHil qucepTauiiiHiil poboTi A 3agadi knacudikauii. MeToto auceprauiiiHoi po6oTu
€ YIOCKOHaJIeHHs Ipoliecy 00po6IeHHS IPYMBaTHUX HAOOPIB AAHUX [1J1 IPOTPAMHHUX CUCTEM iHTEJIeKTYaJlbHOTO
aHasli3y JaHux. Y NepuoMy po3fiji AucepTaliiiHoi poO0TH pPO3IJISIHYTO OCHOBHI €TUYHI aCIIEKTH BUKOPUCTAHHS
CHCTEM IITYYHOTO iHTEJIEKTy Ta PO6JIEMU [0 SIKUX MOXKe TPU3BECTH ix irHopyBaHHs. [IpoaHasni3oBaHO 3arpo3u
IIPUBATHOCTI y TAKUX CUCTEMAaX, 30KpeMa aTaky iHBePCii, OTPy€EHHS Ta JIOTIYHOTO BUCHOBKY. [IpoBeneHo
KOMILJIEKCHU NTOPIBHSIJIbHUI aHasli3 MeTO/IiB 36€peKeHHs IPUBATHOCTI B MALIMHHOMY HaBYaHHI (MeToy reHepariii
CHHTETUYHUX JAHNVX, aHOHIMi3allii JaHuX, JudepeHLifHOI IPUBATHICTi, FOMOMOP(HOro MNUQPyBaHHS Ta
dbenepaTUBHOTO HaBYAHHS), IO JI03BOJINJIO BUSIBUTH OCHOBHI ITPO6JIeMU iCHYIOYMX METOZIB, SIKi IOTPEOYIOTh
nocinxkeHb. Po3po6sieHo BUMOTHY [0 IIPOrPaMHOro 3abe3redeHHs 3aXUCTy IPUBaTHUX HAbOPIB JaHUX Y 3afiayax
iacudikauii. V 1pyromy posfini po3pobseHo alropuTMiyHi METOIM MDKOA3UCHUX [IEPETBOPEHD €JIEMEHTIB
CKiHY€HHUX M0J1iB. [IpoaHanizoBaHO 0COOIMBOCTI BUKOPUCTAHHS NOJIiB ['ajlya B roMOMOP(GHUAX METOIAX
30epeskeHHsI IPUBATHOCTI, & TAKOXK BU3HAYEHO 3aJIEXKHICTb 4acy BUKOHAHHS OIlepaliiii Ha/l eleMeHTaM1 CKiHY€HHUX
110J1iB Bif, 6a3ucy (1101iHOMiaIbHOTO Y HOPMaJIbHOTO), B SIKOMY IIPE/ICTaBIeHi eJleMeHTH. 3allpOIIOHOBAHO METO],
I[IOLIYKY IIOJIIHOMIB, IKW¥1 BiZlpi3HAETHCS Bif, iCHYI0YOTO BUKOPUCTAHHAM IIPOCTUX YUCEN Y IECATKOBOMY
IIpe/ICTaBJIEHHI 3aMiCTb MIOJIIHOMIB I JO3BOJISIE 3MEHIIUTHU 004K CIIIOBAJIbHY CKJIAJHICTb IIPOLECy MOUIYKY
HOPMaJIbHUX MHOTOUYJIEeHiB. Po3po6sieHo MmoaudikoBaHUH CIIOCi6 115 Iepexony Mixk 6asucamu, sIKUii MoJisirae y
BHMKOPHUCTaHHI PEKypPEeHTHOI (pOpPMYJIH, 110 JO3BOJISIE 3MEHIINTH SIK KiJIbKIiCTb TaM'sITi, 1110 BUKOPUCTOBYETHCS, TaK i
004U CIII0BAJIbHY CKIAAHICTb. Y TPETbOMY PO3/iji pO3PO6JIEHO aJITOPUTMIUHO-TIPOTPAMHUI METOZ, 3aXUCTYy
[IPMBaTHUX HAaOOpiB naHux. [IpoaHasnizoBaHO MaTeMaTUyHe MiArPYHTS A1 T00YI0BY aJITOPUTMIYHO-TIPOIPaMHUX
METOJIiB 3 BUKOPMCTaHHSIM HEHPOHHUX MepesX. 3allpOIIOHOBaHO MeTo, PYHKIIOHAIbHOTO MUPPYBaHHS NAHUX,
OCOOJIMBICTIO SIKOTO € MOXJIMBICTb BUKOPUCTAHHS IPUBATHUX HAOOPIB JaHUX B 3arajlbHOJOCTYITHUAX CUCTEMAX
aHasi3y JaHUX Ta IITYYHOTO iHTEJIEKTY MIJIIXOM 3MEHIIEHHS iX pO3MiPHOCTI i1 (PYHKILIOHANIBHOTO MUQPYyBaHHS
OTPUMAaHUX JAHUX 3 BUKOPUCTAHHSIM IIPUBATHOTO KJIl0Ya. 3alIpOIIOHOBAHO MojudiKalilo Moei mudpyBaHHs
IAQHUX, SIKA TI0JISITa€ Y BUKOPUCTAHHI IBOBUMIPHUX 3TOPTKOBUX HENPOHHUX MEPEX i J03BOJIsIE 3aCTOCOBYBATU
Mogesb 1pPYBAHHS JAHUX, IO IpeACcTaBIeHi HA60POM MIKCeJIiB, 3 SIKUX CKJIaJJa€ThCsl 300PasKEHHS.

[TpoaHanizoBaHO METPUKY JJ1s1 OLiHKY METO[IiB 3aX1CTy HabOPiB LaHUX.

2. Severin A. Algorithms and software for protecting private datasets in classification tasks. - Qualifying scientific
work, manuscript. PhD thesis in the field of knowledge 12 Information technologies in specialty 121 Software

Engineering. - National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute", Kyiv, 2024. The
implementation of data analysis and artificial intelligence systems is becoming increasingly widespread in various



aspects of human life. In addition to the usual cases of application of such systems in e-commerce (for example,
selecting recommendations for the user) and the social sphere (spam detection, comment moderation), such tools
are also rapidly spreading for personal use (for example, chatbots ChatGPT, Google Bard, Microsoft Copilot,
although they appeared only during the last two years). Systems using machine learning methods are based on
data. They are a necessary element both for training data analysis and artificial intelligence systems, and for their
testing. The more diverse data is analyzed, the more accurate the built software system is. Most often, the data
source for software solutions using machine learning is the real world. Sometimes the data is generated by
software, trying to reproduce certain characteristics of the data. However, even though the amount of data being
created and processed is growing rapidly, the data quite often contains at least some private information, which
limits its use for data analysis and artificial intelligence systems. Private data - information that is confidential,
sensitive or secret. Examples of secret data are military, financial, and government data. Confidential data - data
that allows the identification of a person or company, examples of which are passport series and number, tax
registration number and car number. Examples of sensitive data are data containing medical diagnoses of patients.
The privacy-preserving of data is extremely important because the loss of privacy can lead to very negative
consequences (primarily various crimes and unfair competition). Thus, the presence of these problems determines
the actual scientific and technical problem of improving algorithmic and software protection of private datasets in
systems using artificial intelligence, which is solved in this dissertation for the classification problem. The purpose
of the dissertation is to improve the process of processing private datasets for software systems of intelligent data
analysis. In the first section of the thesis, the main ethical aspects of using artificial intelligence systems and the
problems that ignoring them can lead to were examined. Threats to privacy in such systems are analyzed,
including inversion, poisoning, and logical inference attacks. A comprehensive comparative analysis of privacy
preservation methods in machine learning (methods of synthetic data generation, data anonymization, differential
privacy, homomorphic encryption, and federated learning) was conducted, which revealed the main problems of
existing methods that require research. Software requirements for private datasets protection in classification
tasks were developed. In the second section, the algorithmic methods for change-of-basis conversion of finite field
elements were developed. The peculiarities of using Galois fields in homomorphic privacy-preserving methods
were analyzed, and the dependence of the execution time of operations on the elements of finite fields on the
basis (polynomial or normal) in which the elements are represented was determined. A method for finding
polynomials was proposed, which differs from the existing one by using simple numbers in decimal representation
instead of polynomials and allows to reduce the computational complexity of finding normal polynomials process.
A modified way for conversion between bases was developed, which is based on the use of a recurrent formula,
which allows to reduce both the amount of memory used and the computational complexity. In the third section,
an algorithmic and software method for protecting private datasets were developed. The mathematical basis for
building such methods using neural networks was analyzed. A method of functional data encryption was proposed,
the feature of which is the possibility of using private datasets in publicly available data analysis and artificial
intelligence systems by reducing their size and functionally encrypting the received data using a private key. A
modification of the data encryption model was proposed, which is based on the use of two-dimensional
convolutional neural networks and allows the encryption model to be applied to data represented by a set of pixels
that make up an image. Metrics for evaluating dataset protection methods were analyzed.
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IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHuii TexHiuHMil yHiBepcuTeT Ykpainu "KuiBchKuit

NOJIiTeXHIYHMI iHCTUTYT iMeHi Irops Cikopcekoro”
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CeKTop HayKH: YHIBEpCUTETCHKUI

VIII. 3ak1104YHi BiZOMOCTI
Biiacue IlpisBume Im's Io-6aThKOBI Kosanb Onekcanap Bacuibosny

TOJIOBH paju

BnacHe IlpizBume Im's I10o-6aTbKOBI Kosasnp Onekcannp Bacuibosud

TOJIOBYIOYOTO Ha 3acCiiaHHi

BinmoBigaibHUH 32 MiZTOTOBKY Cesepin Anppiit [BaHOBIY

00JIiIKOBHX JOKYMEHTIB

PeecTpartop YkpIHTEI

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZINOBiZaJIbHUM 32 peecTpallilo HayKOBOi IOpuenko TeTsHa AHarosiiBHA

OisSIIBHOCTI




