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Pedepar:

1. Incepranifina po60Ta IPUCBIYeHA MiABUILEHHIO Ta YAOCKOHATIEHHIO e()eKTUBHOCTI Ta JXUBY4OCTI
(YHKLIOHYBaHHS CUCTEM KOHTPOJIO iHpopMaliiliHOi 6e3rieku po3pobyieHnX Ha 6a3i TeXHOJIOrii Mofiesiell Ta MeTOIiB
I,7151 OLIiHIOBAHHSI 30BHIIIHIX BIIMBIB iHPOopMaLiiHUX cucTeM. Po3pobiieHa TeXHOJIOTIs OLiHIOBaHHSI 3aXUCTY
Cy4acHOI iH(popMalifHOi CUCTEMHU BiJl 30BHIIIHBOTO BILIMBY, SIKAa HA BiIMiHY BiJ] iCHyI04MX [100yIOBaHA 3
ypaxyBaHHSM Pi3HUX HANPSIMiB BIUIMBY i IO€QHAHHS KOMIUIEKCHUX MEXaHi3MiB 3aXUCTY, OCHOBY SKUX CKJIaZae
METO/, BIIPOBAPKEHHS CUCTEMU PO3IOily HaBaHTaKEHHS. BIOCKOHAIEH] MEXaHI3MU OLIiHIOBAHHS 3aXUCTY
indpopmauiniHoi cucremy, siKi, Ha BiIMiHy Bif] iCHyIOUUX, OPiEHTYIOTbCS Ha MiHiMizallilo iHpopMaLiliHKX BTpaT,
3abe3neyeHHs e(eKTUBHOTO MOHITOPUHTY MepeXKi, PO3I0Ailly HaBaHTaKeHHs i 1o0y#oBi Mmozedni. Lig meTomuka

II03BOJISIE MiABUILUTY e(PeKTUBHICTb QYHKIIOHYBaHHS iHpopMaLifiHOI cucTeMHU Bif, 30BHIIIHIX BIIUBIB. [Iponec



HAyKOBOT'O TIOLIYKY IIJISIXiB BUKOHAHHS 3aBAaHb 1aHOI poOOTHU CIIPSIMOBAHUM Ha BUPIlIEHHS I106abHOI IPO6IeMu
3a0e31e4eHHs PO3BUTKY CyYaCHUX iHPOPMaIiliHUX CUCTEM, Ha SIKi BIVIMBAIOTh 30BHIIIHI Ta BHYTPIIIHI
IecTabinisyrodi pakTopu. 3 TOUKM 30pY MOKJIMBOCTEM OTPUMAaHHS HayKOBO L[iHHUX Pe3yJbTaTiB y NpoLeci
IOCJiIKEeHHS NepefdadaeTbCsl BUSIBUTU Ta OXapPaKTEPU3yBaTH MEXaHi3MU 3a0€3[1€UYEHHS )KUTTE3AATHOCTI
iHpopMaLiiHUX CUCTEM 3 YpaxyBaHHSIM NPOOJIeM 3a0e3Ie4eHHs] KUTTE3AATHOCTI cydacHux IC, 3arpo3 akTusisallis
3JI0YMHHUX LiijIell Ta akTyasis3allisi BHyTPIlIHbOI Ta 30BHIIIHBOI Bpa3nusocTi IC. BiH nependayae MoaesoBaHH
npolecis ifeHTudikallii Ta po3noisy IOBHOBa)KEHb KOPUCTYBAUiB, MPOLeAyPH NOBiOMJIEHHS PO iHIAIEHTU B
IIpoLeci 3a6e3MeYeHHs] JKUTTE3NATHOCTI iHPOPMALiTHUX CUCTEM, BUKOPHUCTAHHS KPUNTOrpapiyHUX METOIB Ta
METO[IiB BUSIBJIEHHS 30BHIIIHIX BIJIUBIB, SIKi 6YIyTh NIpeCTaBIeHi K CKIaoBi MaTeMaTUYHOI MOZEJIb OL[iHKU
SKUTTE3NATHOCTI iHpopMaLiiiHux cucteM. Lig Mozesnb 6yze BIpoBaKeHa Ha IIPaKTUL 3a JOIIOMOr0l0 METOIiB Ta
CKJIaJIOBUX iH(OPMaLIiiHOI TEeXHOJIOTii OLiHKM XUTTE3NATHOCTI iH(OpMaLIIHUX CUCTEM Bif 30BHIIIHBOTO BILJIUBY,
po3pobiieHnx y poboTi, Ha OCHOBI sIKOi ckiazieHa iHpopmaliitHa TeXHOJIOTIS OLiHKY KUTTE3AATHOCTI

iHpopmaLiiHUX CUCTEeM B YMOBaX BIIJIMBY C€peLlOBUIIA.

2. The dissertation is devoted to increase and improvement of efficiency and durability of functioning of
information security control systems developed on the basis of technology of models and methods for estimation
of external influences of information systems. The complex analysis of tendencies of development of information
system, as well as methods of management, administration and ensuring of stable work of constituent elements is
carried out. The analysis showed the level of influence of information security processes on the stability and
functional performance of these systems. The advantage of the information system over the centralized complexes
was noted in terms of ensuring the security of the network infrastructure, the transmitted data and the
procedures used in the software environment of the complex. The technology of estimating the protection of the
modern information system from external influence is developed, which, unlike the existing ones, is constructed
taking into account different directions of influence and a combination of complex protection mechanisms, the
basis of which is the method of implementation of the distribution system of loading. Improved mechanisms for
assessing the protection of the information system, which, in contrast to the existing ones, are oriented towards
minimizing information losses, ensuring effective network monitoring, load distribution and model construction.
This technique allows to increase the effectiveness of the information system from external influences. The
technical simplicity of information systems expansion techniques and their scalability were pointed out. By
duplicating the functions of multiple workstations, the information system can provide constant access to its
resources and services, despite the temporary malfunctioning of individual components, meeting the
requirements of availability, confidentiality of data, processes, technologies and functions. Achieving this goal is
ensured by analyzing existing security methods; development of a set of methods in the information technology of
assessing the survivability of IP; practical implementation of the developed methods of information technology of
IP security assessment with a description of the result and calculation of characteristics that show the impact of
different methods on the overall efficiency of protection of modern IP. The process of scientific search for ways to
accomplish the tasks of this work is aimed at solving the global problem of ensuring the development of modern
information systems, which are influenced by external and internal destabilizing factors. From the point of view of
possibilities of obtaining scientifically valuable result in the process of research, it is envisaged to identify and
characterize the mechanisms of ensuring the survivability of information systems, taking into account the
problems of ensuring the survivability of modern IS, threats of activation of criminal goals and actualization of
internal and external vulnerabilities of IP.
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