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Pedepar:

1. 3anopoxxuenko M.M. MeTony porH0o3yBaHHS COLi0iHXeHEePHUX aTak Ha KOPIopaTyBHi iHpopMaliliHi cuctemMu
Ha OCHOBI TpodiIo 3aXUIIEHOCTi KopucTyBava. — KeasigikauiliHa HaykoBa IIpallsg Ha IIpaBax pyKonucy. Jlucepraiiis
Ha 37106y TTs HAYKOBOTO CTyIeHs noKTopa dinocodii 3a crenianpHicTio 125 — Kibep6esneka. — Jlep>kaBHUN
yHiBepcuTeT iHdpopMaLiliHO-KOMYHiKaLiliHux TexHosoriit, MOH Vkpainu, Kuis, 2025. ConjioinxeHepHi aTaku
3aJIMIIAIOTHCS OJIHI€I0 3 KPUTUYHUX 3arpo3 J1JIsl OpraHisalliil yepes eKCIyaTallilo JI0ACbKOro PaKToPy SIK KII0UOBO]
BPa3/IMBOCTI. AHAJIi3 Cy4aCHUX MigXOLiB 1O BUSBJIEHHA Ta IIPOTHO3YBaHHS COLIOIH)XEHEPHMX aTaK BUABUB IXHIO
(parMeHTapHiCTb, a[l)Ke Oi/IbIIICTb MOJeIel 30CePePKEHI JIMIIe HA OKPEMUX aCIIeKTaxX 3aXUCTy (TEXHIYHOMY,

opranizauifiHoMy) ab0 ITOKa3HUKaX KOPUCTYBayiB (geMorpadiuHux, IICUX0JIOTiYHUX, [I0BEIiHKOBUX), 6€3 ypaxyBaHHSI



B32€MO3B'3KiB Ta BIJIMBY 30BHILIHIX YMOB. Taka 0OMeKeHICTb MO>Ke IPU3BOAUTH 10 HEHANiNHMX IIPOTHO3IB i
HEeJIOCTaTHhOI ePeKTUBHOCTI mpoTuii arakam. Kpim Toro, cydacHi MeToiy 4acTo OTpedyOTh 3HAYHUX PECYPCiB i
BEJIMKUX OOCSITiB JaHUX, 110 YCKIIAHIOE iXHE BIIPOBA/I)KEHHS! B OPTraHi3allisx i3 0OMe>XeHUMU MOXJINBOCTSIMU. 3
OIJISINY Ha Lie BUHMKA€e HarajbHa NOTpeba y BUPILIEHHi aKTyaJbHOTO HAYKOBOT'O 3aBJIAHHS, CYTHICTb SIKOTO NOJISITA€ B
PO3pOO6Li iHTErpaTUBHOIO METO/ly IIPOrHO3YBAHHS COL[IOiH)KEHEPHUX aTaK Ha KOPIOPaTUBHI iHpopMaliiiHi
CHCTEMH, IKUI I'PYHTYETHCSI Ha KOMILJIEKCHIN MoJiesli Npodiio 3axMILeHOCTi KOPUCTyBaya. MeTo JOCiIKeHHS €
NiABUILEHHS PiBHS 3aXUILEHOCTiI KOPIIOPAaTUBHUX iHPOPMAaLiIHUX CUCTEM BiJ], COLIIOiH)KEHEPHHUX aTaK Ha OCHOBI
[IPOTHO3YBAHHS BPA3JIMBOCTI LJISXOM CTBOPEHHSI IPOPII0 3aXUILEHOCTi KOPUCTYBada. B mpoueci JOCSITHeHHs
3a3HaY€HOI METH Ta BUPIIIEHHS HAyKOBOTO 3aBAAHHS Y pOOOTi OflepKaHO OCHOBHI HAYKOBi pe3yJIbTaTH: BIleplie
PO3p006JIEHO KOMIIJIEKCHY MOJIEJIb TIPO(IJIIO 3aXUIEHOCTI KOPUCTYBava IK OCHOBY [1JIl iHTETPAaTUBHOTO METOLY
IIPOTHO3YBAaHHS COLII0iH>KEHEPHHUX aTaK Ha KOPNOPaTMBHI iHGopMalliliHi cucteMy, sika 6a3yeTbCs Ha
MYJIbTUIIIKATUBHIN 3rOpTLi Pe3yJbTaTiB JOCiIKEHHS ICUXO0JIOTIYHOTO, OPraHisaliiiHoro, TeXHiYHOro (PAKTOPiB Ta
daxTopy iHpopMaLifHOTO BIIJIMBY BiIHOCHO KOHKPETHOIO KOPUCTYBaya i 1a€ MOKJIMBICTb BU3HAYEHHS [TOTEHLiHOI
BPa3/IMBOCTI KOPUCTYBaYiB opraHisauii 0 COLi0iH)KEHEPHUX aTaK; YLOCKOHAJIEHO METOJ, OLIIHKM KOMIIOHEHTIB
npo@iio 3aXUIEeHOCTi KOPUCTYBaya, IKUU Bilpi3HSAETHCA Bif, 6a30BOT0 MiAX0AY, 32CHOBAHOTO Ha METOJi aHaJi3y
iepapxiil, BUKOpHUCTaHHSIM AUMHAMIYHO 3MiHIOBAHOT'O HAGOPY MOKA3HUKIB, 110 3a6e3Ieyye KOMIIJIEKCHY Ta aallTUBHY
OLIiHKY BIVIUBY (aKTOPiB pO(isio 3axUIEHOCTi Ha PiBEHb BPA3iMBOCTI KOPUCTYBaya 3 ypaxyBaHHSIM 3MiHU #i0ro
iHOMBiAyaIbHUX XapaKTEPUCTUK Ta crienn @ik OpraHizallilflHOro CepeloBUILA; YAOCKOHATIEHO METO]], BUSIBJIEHHS
HaN6i/bII IMOBIPHUX TPAEKTOPIiN COL[i0iIHKEHEPHUX aTakK, SIKUI BifPi3HSETHCS Bifl BiTOMUX IMiTXOMiB 3aCTOCYBaHHSIM
rpadoBoi Moziesli B3aeMOIii KOPUCTYBaviB KOPIOPATUBHOI iHPOPMaLiiHOI CUCTEMU 3 YpaXyBaHHSIM THUIIB i
IHTEHCHUBHOCTI iX KOMYHIKaL[iTHAX 3B 3KiB, 110 3abe3rnevyye MOXJIMBICTD ineHTudikalii HalbinablI ypasauBux
KOPUCTYBaUiB i BUBHAUYEHHS KPUTUYHUX TPAEKTOPIl 6araToeTanHUX COLII0iHKEHEPHUX aTaK /1J1s1 OLIiHIOBAaHHS
PHU3UKiB KOMIIpOMeTaliii KoprnopatuBHoi iHdopMaliiiHoi cucTeMu. [IpakTH4He 3HAUeHHS OfieP>KaHUX Pe3yJIbTaTiB
I10JISITa€ B TOMY, 1J0 pO3p006JIEHUI METO] TPOTHO3YBAaHHS COLII0iH)KEHEePHHUX aTaK Ha KOPIOpaTyBHI iHopMaliliiHi
CHCTEMU HAJA€ MOKJIMBICTb OLiHIOBATU MMOBIPHICTh KOMIIPOMETALlii KOPMCTYBaYiB, BUSABJIATA Hallypa3/uBilli
KaTeropii Ta BIpOBapKyBaTH LiJIbOBI 3aX0IM 3aXMCTY, 110 MiBUINYE PiBEHb 3aXUILEHOCTI KOPIIOPATUBHUX
indopmaniitnux cucrem. Ha 6a3i MeTony 3aliporioHOBaHO KpUTepii [1J1s1 OLiHKM IICUXOJIOTiYHOTO, OpraHisaliifHoro,
TeXHIYHOTO akTopiB Ta pakTopy iHPOpPMaLifiHOTO BIJIUBY, SIKi MOXKYTb OYTU BUKOPUCTaHI (paxiBLsIMU 3
Kibep6e3neKu AJ11 po3poOKU afallTUBHUX CTPATeriil MpoTuii colioiHKeHepHUM 3arpo3am. 3a pesysbTaTaMu
BIIPOBA/I)KEHHSI PEKOMEHIOBAHUX 3aX0/IiB TTOKPAIIEHO 3HAYE€HHS 3aXUCTY Bifl OHOETATHUX COLiOiHKEHEPHHUX aTaK
y Mmexax Big, 10.3% 1o 42.8% ni14 pisHUX KaTeropil KOPUCTYBaYiB, a 3arajlbHe 3HKEHHS MOBIPHOCTI
KOMIIpOMeTallii BHACJIiIOK 6araToeTallHUX aTak CTAHOBUTD y cepenHboMy 21% (Big 19% nmo 24.3%). Kito4osi cioBa:
COLIi0iH)KeHepHa aTaka, iHpopMaliiiiHa cucTeMa, IPOrHO3yBaHHS aTakK, OL[iHKa BPa3/IMBOCTiI KOPUCTYBava, rpadosa
Mojiesib, iHhpOopMaLifiHN BIUIMB, MATEMAaTAYHA MOJIEJIb, 3JIOBMUCHUK, 6araToeTarHa aTaka, TPaeKTOopis aTakuy,
Kibepbesneka, KibeprpocTip, NPUMHSTTS pillleHb, COoLjialbHI Mepexi.

2. Zaporozhchenko M.M. Methods of predicting social engineering attacks on corporate information systems based
on the user’s security profile. - Qualifying scientific work on manuscript rights. Dissertation for obtaining the
scientific degree of Doctor of Philosophy in specialty 125 “Cybersecurity”. - State University of Information and
Communication Technologies, MES of Ukraine, Kyiv, 2024. Social engineering attacks remain one of the critical
threats to organizations due to the exploitation of the human factor as a key vulnerability. An analysis of current
approaches to detecting and predicting social engineering attacks has revealed their fragmentation, as most
models focus only on certain aspects of protection (technical, organizational) or user indicators (demographic,
psychological, behavioral), without taking into account the interconnections and influence of external conditions.
This limitation can lead to unreliable forecasts and insufficient effectiveness in countering attacks. In addition,
modern methods often require significant resources and large amounts of data, which makes it difficult to
implement them in organizations with limited capabilities. Thus, there is an urgent need to solve an ongoing
scientific task, the purpose of which is to develop an integrative method for predicting social engineering attacks
on corporate information systems based on a comprehensive model of the user’s security profile. The purpose of



the study is to increase the level of security of corporate information systems against social engineering attacks
based on vulnerability prediction by creating a user security profile. In the process of achieving this purpose and
solving the scientific task, the main scientific results were obtained: for the first time, a comprehensive user
security profile model has been developed as a basis for an integrative method for predicting social engineering
attacks on corporate information systems, based on the multiplicative convolution of the results of the study of
psychological, organizational, technical factors and the factor of information influence in the context of a
particular user, which makes it possible to determine the potential vulnerability of users of the organization to
social engineering attacks; the method for assessing the components of the user’s security profile has been
improved, which differs from the basic approach based on the hierarchy analysis method by using a dynamically
changing set of indicators, which provides a comprehensive and adaptive assessment of the impact of security
profile factors on the level of user vulnerability, taking into account changes in their individual characteristics and
the specifics of the organizational environment; the method for identifying the most likely trajectories of social
engineering attacks has been improved, which differs from the known approaches by using a graph model of
interaction between users of a corporate information system, taking into account the types and intensity of their
communication links, which makes it possible to identify the most vulnerable users and determine the critical
trajectories of multi-stage social engineering attacks to assess the risks of compromising a corporate information
system. The practical significance of the results obtained is that the developed method for predicting social
engineering attacks on corporate information systems makes it possible to assess the probability of user
compromise, identify the most vulnerable categories and implement targeted countermeasures, which increases
the level of corporate information systems security. Based on the method, criteria for assessing the psychological,
organizational, technical, and information influence factors are proposed, which can be used by cybersecurity
specialists to develop adaptive strategies to counter social engineering threats. As a result of the implementation
of the recommended countermeasures, the level of protection against one-stage social engineering attacks has
improved in the range from 10.3% to 42.8% for different categories of users, and the overall reduction in the
likelihood of compromise due to multi-stage attacks is an average of 21% (from 19% to 24.3%). Keywords: social
engineering attack, information system, attack prediction, user vulnerability assessment, graph model, information
influence, mathematical model, threat actor, multi-stage attack, attack trajectory, cybersecurity, cyberspace,
decision making, social networks.
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dopma BiracHOCTI: lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi
Biacue Hpianme IMm's I[1o-6aTHKOBI CaBueHKO Birasiii AHaTOJ/1iiOBUY

TOJIOBH pajgu

BiiacHe Hpianme Im'st [To-6aTBKORBI CaBueHKO Bitasiii AHarosniiioBu4

rOJIOBYIOYOTO Ha 3acCiiaHHi



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 peECTpallil0 HAyKOBOIi

OisIIBHOCTI

3anopoxx4eHKo Muxaitno Muxannosud

VKpIHTEI

FOpuenko TetsHa AHaToJiiBHA



