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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeTopn nepesipku LiiCHOCTI [U(POBOro CUTHAILY

2. Method of checking the digital signal integrity

Pedepar:

1. O6'exT - nponec aHasizy Uu(POBUX CUTHAJIB HA MOPYIIEHHS LijlicHOCTI. [IpeMeT — BlIacTUBOCTI ricTorpam
koediuientis JKII nudposoro curnany. MeTonu AOCHIIPKEHHS: METOIM 0OPOOKY CUTHAJIIB Ta TeOopii ynces1 AJis
aHali3y MpOosIB/IEHHS e(EeKTY OJBIHOr0 KBAaHTYBAaHHSI, MATEMAaTUYHOTO aHaJi3y [JIs YIOCKOHAJIEHHS
MaTeMaTUYHOI MOJIeJli IIPOLeCY APYKY Ta CKaHyBaHHS LUQPPOBOro 300paskeHHs, JUCKPETHOI MaTEMAaTHUKU [IJIs1
IocinkeHHs rpadiB aropuTMiB, BEKTOPHOTO aHaIi3y IJ1sl NOCiI>)KeHHs] BEKTOPIB [104aTKOBUX YMOB. TeopeTuyHi
Ta [IPaKTUYHI Pe3yJbTaTHU: Blieplie cOPMYJIbOBAHUI Ta NOBENEHUI KPUTEPil POsIBIeHHS e(EKTY NOABIMHOTrO
KBaHTYBaHHS 171 LXU(POBOro CUTHAJY, 110 CTAJIO TEOPETUYHMUM OOIPYHTYBAaHHSIM 00JIaCTi 3aCTOCYBaHHS METOJiB
IepeBipKY LiJIICHOCTI Ta yTOYHEHHS JIOKasli3alii 061acTi mopyueHHs LilicHOCTI [UdPOBUX CUTHAJIB; BIIepIle Ha
OCHOBI e(eKTy [10IBilIHOr0 KBaHTYBaHHS PO3pO0JI€HNI METO], IIEPEBiPKU 1iiliCHOCTI IM(POBUX CUTHAJIB, L0
e(eKTUBHO Mpaljloe B peaJbHUX YMOBaX (QYHKIIOHYBaHHSI CUCTEMU Ta JO3BOJIsI€ IPOBOJUTH NI€PEBIPKY LiiCHOCTI
1(ppPOBUX CUTHAJIIB HE 3aJIE5KHO Bifl POPMU iX IPeICTaBIEHHS; BIleplie HAa OCHOBI epeKTy NOBiIHOrO

KBaHTYBaHHS pPO3pO0JI€HMII METO], yTOYHEHHSI JIoKaslizallii 06J1acTi HOpyLIeHHs LiiCHOCTI [u(poBOro cCuruainy, o



e(eKTUBHO Ipalloe B pealbHUX YMOBAX (PYHKIIOHYBaHHSI CUCTEMU Ta 03BOJISIE JIOKAJI3yBaTU 00J1aCTh NOPYLIEHHS
Li7TICHOCTI MaJIuX pO3MipiB; BIiepile OTpUMaHi yMOBU [106yIOBY BEKTOPIB IOYATKOBUX YMOB, IO 337J0OBOJIbHSIOTD
33/IaHUM XapaKTepUCTHKaM, sIKi 3a6e31e4yi0Th HallMeHIIINI Yac peasnisdallii alropuTmy npu Moro peasnisauii Ha
6araTonpoLeCcOpHill 00YMCIIIOBaIbHIN cucTeMi. OTpMMaHi IOPOroBi 3HAYEHHS 715 BilJli/IEHHS HETaTUBHOTO BHECKY
¢danbcudikallii Bifi HEraTUBHOTO BHECKY IIPUPOJHUX IIyMiB, BAKOPUCTAHHS SIKUX J0O3BOJIMIIO MiJBUIINUTH CTYIiHb
BUSIBJIEHHS IIOPYILLIEHb LiliCHOCTI 1UPPOBUX CUTHAMIB. PO3p06sieHO MeTo, BipTyaslbHOTO 30iJIbII€HHS] BHECKY
06J1aCTi opyueHHs LisicHOCT y udpoBUil CUTrHaJ, BUKOPHUCTAaHHS KOTPOTO J03BOJIMJIO MiIBUIIUTYH PiBEHb
3axUIIEHOCTi iHpopMaLiliHMX 06'€KTIB Ta 3BMEHIINTY Yac peakLii Ha OPYIIEeHHS.

2. The object - the process of digital signals analysis at the integrity violation. The subject - features of DCT
coefficients histograms of digital signal. Research methods: signal processing and number theory to analyze the
exhibition of the double quantization effect, mathematical analysis to improve the mathematical model of print-
scan process for a digital image, discrete mathematics to the study of graphs algorithms, vector analysis for the
study of vectors of initial conditions. Theoretical and practical results: for the first time a criterion for the
exhibition of the double quantization effect for digital signal is formulated and proved, it became the theoretical
basis of the applicability of the method of checking the digital signal integrity and method of forgery area better
localization for digital signals; for the first time under the double quantization effect the method of checking the
digital signal integrity is developed, it allows to verify the digital signals integrity regardless of the form of their
presentation; for the first time under the double quantization effect the method of forgery area better localization
is developed, it allows to localize the forgery area with low sizes; for the first time the conditions of construction of
the vectors of initial conditions that satisfy the specified characteristics and provide the shortest time
implementation of the algorithm in its implementation on a multiprocessor computer system are obtained. The
thresholds for the separation of the negative contribution of natural noise from the negative contribution of
falsification are obtained, their use will increase the degree of detection the violations of digital signals integrity.
The method of virtual increase of the contribution of forgery area into a digital signal is developed, its use has
increased the security level of information objects and reduce the response time to violations.
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rOJIOBYIOYOTO Ha 3acCifiaHHi
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