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1. loBeieHO MPUHLUIIOBY BiIMiHHICTb yIIpaBliHHS PYHKLIOHYBaHHSM i yIIpaBiliHHS PO3BUTKOM CUCTEMU
KibepcripomoskHocTel. OyHKIIiOHyBaHHS 3ab6e3nedye CTabibHICTh YEPE3 BiTBOPEHHS YCTAJIEHUX MIPOLIECIB, TOA] SIK
PO3BUTOK Iependayae sKiCHe IIepeTBOPEHHS CUCTEMU Ta [IepeXif Ha BUIIMY piBeHb OpraHizaliiHux
CIIPOMO>KHOCTEMH. Y KibepnpocTopi Lisl BiTMiHHICTh € KPUTUYHOIO, OCKIJIbKU CEpeiOBUIle 3aTPO3 €BOJIIOLIIOHYE
HEe3aJIeXXHO Bif yIPaBJliHCbKUX PillleHb; TOMY 6€3 MeXaHi3MiB PO3BUTKY BiZi0yBa€ThCs BiIHOCHA Jerpajallis
Ilep>kaBHUX KiOEPCIIPOMOKHOCTEN HaBiTh 32 HE3MIHHOTI'O peCypCHOro 3a6e3nedeHHs. OGIPYHTOBaHO METOA0JIOTIYHY
OCHOBY JIOCJIIIPKEHHS Ha 3acaZiaX KpUTUYHOTO peasli3My Ta iHTerpalii CMCTEMHOTO, iIHCTUTYLliOHaJIBHOTO,
IIPOLIECHOTO i NOPiBHSIIIBHOTO MiAXOiB. 3aCTOCOBAHO BOPayHIOBY npoueaypy Hendi, Mmeton aHani3y iepapxii,
NOPiBHSIJIBHO-ICTOPUYHUM METOI, KEMiC-CTai Ta aHasi3 JOKyMeHTiB. HafliliHiCTh pe3ysbTaTiB 3a0€3[1e4eHO
METOJI0JIOTIYHOIO TpUaHrysieo. CUCTeMaTU30BaHO TPY MOJEJ Aep>KaBHOTO yIIpaBiliHHA y cdepi KibepbesneKku:
LIeHTpaJi30BaHy, po3IOoiiJieHy Ta iHTerpoBany (riopusnHy) i cdopMoBaHo ix NOpiBHAIBHY MaTpuL0. OGIPYHTOBAHO



3aCTOCYBaHHS Tri6puAHOI Mozesi B YKpaiHi. BUOKpeMIIeHO eBOJIIOLiMHY, pEBOIOLINHY Ta aJalITUBHY MO
PO3BUTKY KiGEpPCIIPOMOXKHOCTEH; afallTUBHY MO/ZIeJIb BU3HAYEHO OCHOBOIO I10€IHAHHS [IOCTYIIOBOI'O HAPOLTYBAHHSI
CIIPOMO>KHOCTEH, pearyBaHHsI Ha TEXHOJIOTIYHi 3MiHM Ta opraHizaliiHOro HaB4aHHs. PO3po6JieHO KOHLENTyalbHY
MOJeJIb YIIPAaBJIiHHS PO3BUTKOM CEKTOPY 6€3IeKU i 000POHU B KiOEPIIPOCTOPI, 0 iHTErpye CTPATETiyHO-
KOHLIEMNTYyaIbH1, HOPMATUBHO-TIPABOBUIA, OPraHi3aliiHO-iIHCTUTYLIHUH, PECYPCHO-TEXHOJIOTIYHUM Ta
KOHTPOJIbHO-OL[iHHUI MEXaHi3MHU B €IMHUI 3aMKHEHUI aOAITUBHUI LIMKJI, ODiIEHTOBAHMUU Ha NIPOAKTUBHUN
PO3BUTOK KiGEpCIIPOMOXKHOCTEN. YIleplie OOIPYHTOBAaHO CUCTEMHY HEBIiJIIOBiIHICTh MDK JMHAMIKOIO Kibep3arpos i
TeMIIaMU aiaNTalii Jep>KaBHOTO YIIPABJIiHHS SIK B3a€EMO3aJIEKHY Ta CAaMOMIITPUMYyBaHy IPOGJIEMY, IO OXOIII0E
(inaHCOBY, KaZIpOBY, MaTepianbHO-TEXHIYHY Ta iHpopMaliiitHo-aHamiTHUHY cdepu. [i mogonanHs NoB'A3aHO 3
0/IHOYaCHOI0 TpaHchOopMalli€lo BCiX CKIaJOBUX PECYPCHOTO MEXaHi3My Ha 3acazaxX alaliTUBHOTO yIIPaBJliHHS.
CdopMoBaHO 3acay pO3BUTKY KiOEPCIIPOMOKHOCTEM Ha OCHOBI CUHTETUYHOI MOJIeJIi, 110 IIOE€IHY€E
CTPYKTYPOBAHICTb i CTaHAAPTU3ALlil0 HIMELIBKOTO MiAX0/y, THy4YKiCTb OpPUTaHChKO-i3paiNbCbKOI B3aEMO/II 3
IIPUBATHUM CEKTOPOM Ta CKOOPIMHOBAHICTb €CTOHCHKOI CUCTEMU pearyBaHHs. Mozesb afanToBaHO [0 YMOB
YKpainu 3 ypaxyBaHHSIM BOEHHUX OOMEXEHb, TOTPEOU Y PO3BUTKY OOOPOHHMUX i HACTYIAJIbHUX CIIPOMOXKHOCTEH Ta
Kypcy Ha inTerpanito 1o HATO. CipoeKTOBaHO TpUPiBHEBY OPraHi3aliliHO-IITaTHY CTPYKTYPY KiOEPBIACHK i
METOM0JIOTiI0 TIEKOMITO3UIIii 3aBIaHb 3a TPiaow «Kibeppo3BigKa-Kibep3axucT-KibepBIruB». PO3p061eHO TPOTOKOII
MIXXBiIOMYOTr0 pearyBaHHs Ha KibepiHLMIEHTU Ha OCHOBI YOTUpHUpPiBHEBOI Kiacudikalii 3arpo3, KOHTPOJIbOBAHOI
eckasauii Ta marpuui RACI. lllectuerannuii [IpoTokos cninbHux Aii popmarisye B3aemogito JCC33I Ykpainu, Cb
Ykpainn, MO Vkpainu Ta oneparopiB KpUTUYHOI iHPPACTPYKTypU. YLOCKOHAJIEHO iHCTUTYLIMHO-OpraHi3aliliHi Ta
IIPaBOBi MeXaHi3MU LIJISIXOM OOI'PYHTYBaHHS peKOHQIryparii iHCTUTYLiMHOI apxiTeKTypu: 3alIpOBaIyKeHHs €JHOTO
KOOpAMHaLitHOTro LeHTpy, GopMyBaHHs Kibepcui K caMOCTIIHOTO KOMIIOHEHTa CHJl OOOPOHHU Ta PO3MEXKYBaHHS
BignosiganpHOCTi MK [JCC33I Ykpainy, Cb Ykpainu i MO Ykpainu. O6rpyHTOBaHO rapMOHi3allilo BilIOBiZHUX
MexaHni3miB i3 NIS2 Ta cranpapramu HATO. YnockoHaneHO peCypCHUM MexXaHi3M SIK iHTerpoBaHy CUCTEMY
(piHaHCOBO-EKOHOMIYHOTO, KaIPOBOTO, MaTepiaabHO-TEXHIYHOro Ta iHhopMaliliHO-aHANTITUYHOTO MigMeXaHi3MiB.
[Norpeby y ¢pinancysanHi Ha 2026-2028 pp. o6rpyHTOBaHO B 06cs13i 1 894 400 Tuc. rpH. JoBeLeHO, 110
pe3yJIbTaTUBHICTb BU3HAYAETHCS 30a/1aHCOBAHICTIO PO3BUTKY IiIMeXaHi3MiB, a He 06CSTOM pecypcCiB OKPEMOTo
Hanpsmy. Jlictasa nonanboro po3BUTKY METOZ0JI0TiS OLiHIOBaHHS KibepCIIPOMOXKHOCTEN yepes iepapxiuny
CHACTEMY iHTerpajbHUX IIOKa3HUKIB, Bary sSIKUX BU3Ha4yeHo MAI Ta gBopayHA0BOI0 polenyporo Jendi i3
3anydyeHHsaM 18 excriepriB (W = 0,703). BepudikoBaHO OTOUYHMI piBeHb KibepcrpoMmoskHocTel Ic = 0,77 Ta

Mpor{o3oBanuii piseHs Ic = 0,84 Ha ropusoHTi 2026-2030 pp.

2. It has been established that governance of the functioning and governance of the development of a cyber-
capability system represent fundamentally different managerial logics. Functioning maintains stability through the
reproduction of established processes, whereas development entails qualitative transformation and transition to a
higher level of organizational capabilities. This distinction is critical in cyberspace because the threat environment
evolves independently of management decisions; therefore, without development mechanisms, a state’s relative
cyber capabilities deteriorate even when its absolute level of resources remains unchanged. The methodological
basis of the study is grounded in critical realism and integrates systemic, institutional, process, and comparative
approaches. The research employs a two-round Delphi procedure, the Analytic Hierarchy Process (AHP),
comparative-historical analysis, case studies, and document analysis. Methodological triangulation was used to
ensure the reliability of the findings. Three models of public governance in cybersecurity were systematized:
centralized, distributed, and integrated (hybrid). A comparative matrix was developed, and the hybrid model was
substantiated for application in Ukraine. Evolutionary, revolutionary, and adaptive models of cyber-capability
development were distinguished. The adaptive model was substantiated as a basis for combining incremental
capability growth, response to technological change, and organizational learning. A conceptual model of
governance of the development of the security and defense sector in cyberspace was developed. Unlike
approaches that consider individual governance mechanisms separately, the proposed model integrates strategic-
conceptual, regulatory-legal, organizational-institutional, resource-technological, and control-evaluation
mechanisms into a single closed adaptive cycle aimed at proactive cyber-capability development. For the first



time, a systemic mismatch between the dynamics of cyber threats and the pace of adaptation of public governance
mechanisms was theoretically substantiated as an interdependent and self-reinforcing problem. It encompasses
financial, human-resource, material-technical, and information-analytical dimensions. Its resolution requires the
simultaneous transformation of all components of the resource mechanism on the basis of adaptive governance.
The conceptual foundations for developing the cyber capabilities of Ukraine’s security and defense sector were
formulated through a synthetic model combining the structure and standardization of the German approach, the
flexibility of British-Israeli cooperation with the private sector, and the coordination of the Estonian response
system. The model was adapted to Ukraine’s conditions, taking into account wartime constraints, the need to
develop defensive and offensive capabilities, and the course toward NATO integration. A three-level organizational
and staffing structure for cyber forces was designed, together with a task-decomposition methodology based on
the triad “cyber intelligence - cyber defense - cyber influence.” An interagency cyber-incident response protocol
was developed using a four-level threat classification, controlled escalation procedures, and a RACI matrix. A six-
stage Joint Action Protocol formalizes interaction among the State Service of Special Communications and
Information Protection of Ukraine, the Security Service of Ukraine, the Ministry of Defense of Ukraine, and critical
infrastructure operators. Institutional-organizational and legal mechanisms were improved by substantiating a
comprehensive reconfiguration of the institutional architecture: establishment of a single coordination center,
formation of Cyber Forces as an independent component of the defense forces, and delineation of responsibilities
among the State Service of Special Communications and Information Protection, the Security Service, and the
Ministry of Defense. Harmonization with NIS2 and NATO standards was substantiated. The resource mechanism
was improved as an integrated system of financial-economic, human-resource, material-technical, and
information-analytical submechanisms. The required funding for 2026-2028 was substantiated at UAH 1,894,400
thousand. It was established that effectiveness depends on balanced development of the submechanisms rather
than on the volume of resources allocated to any individual component. The methodology for assessing cyber
capabilities was further developed through a hierarchical system of integral indicators, with weights determined
using AHP and a two-round Delphi procedure involving 18 experts (W = 0.703). The verified current level of cyber
capabilities was Ic = 0.77, while the projected level for the 2026-2030 horizon was Ic = 0.84.
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