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1. MaTeMaTH4Hi METOY KPUIITOAHAI3Y i MiABUILEHHS IPOLYKTUBHOCTI aCUMETPUYHUX MNQPIB 3i cllelialbHUMU
BJIACTMBOCTSIMU
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properties

Pedepar:

1. Inceprartist npUcBsA4Y€Ha PO3POOIEHHIO MAaTEMAaTUYHUX METOiB KPUIITOAHAJIi3y HOBUX aCUMETPUYHUX MUPPIB 3i
CIIeLliaJIbBHUMMU BJIACTUBOCTSIMU, & TAKOK CTBOPEHHIO MaTEMATUYHNX METOiB MiJIBULIEHHS TPOLYKTUBHOCTI
CKJIaJIOBUX 3a3HavyeHux mwudpis. B naHiit po6oTi Takum mudpamu Ha3MBaOTHCSI ACUMETPUYHI cXeMu N PyBaHHS,
1110 MAIOTh KOPYCHI BJIQCTUBOCTI, SIKi B L1iJIOMY He IIPUTaMaHHi IboMy Kiiacy mudpis, i, BinnosigHo, mupii chepu

3daCTOCYBAHHA Y HOpiBHHHHi 3 TUMU, 110 BUIIJIMBAIOTh 3 BUBHAYEHHS aCI/IMeTpI/I‘-IHOi CXEMHU I_HI/ICIDPYBHHHH.



[Ipuknagamu IUX BIaCTUBOCTEN € TOMOMOP(]HICTh, IOCTKBAHTOBICTb i 3aBaJOCTINKiCTh. METOIO JOCTiI>)KEHHS €
BM3HAYEHHS BJIACTUBOCTEN i KpUNTOCTINKOCTI paHLeBoro mudpy Ha OCHOBI MaTPHLp, & TAKOX IiIBUILIEHHS
IIPOIYKTUBHOCTI CK/IaoBUX YacTuH ¢poHTaHHOro QC-MDPC mudpy Mak-Esica. [lJocsirHeHHs 1jiei meTu 6ys10
3[1i/ICHEHO LJISIXOM BUPILIEHHS TaKMX 33[1a4: BU3HAUNUTH KiJIbKiCHi BJIaCTUBOCTI PaHLI€BOr0 MK1(PPy Ha OCHOBI
MaTpUllb, SIKi BKJIIOYAIOTh YACOBI CKJIAHOCTI 3amn@pyBaHHs, po3mn@pyBaHHs i reHepalii napu Kiouis, po3mipu
BiIKPUTOTO Ta CEKPETHOI'O KJIIOUiB, & TAaKOXX KoeillieHT po3mupeHHs WHU@POTEKCTY i piBeHb 6€31eKU IPOTU aTak
IIOBHOTO I1epebopy; BU3HAUUTU HASIBHICTb BJIACTUBOCTI aAUTUBHOI TOMOMOP(HOCTI [171 paHLeBoro mwudpy Ha
OCHOBi MaTpullb; PO3POOUTU METO[, KPUIITOAHAi3y PAaHLEBOr0 MKU(Py Ha OCHOBI MaTpulb, €(EKTUBHIIINNI 32 aTaKy
IIOBHOTO I1epebopy, Ta BUBHAYUTHU HOro 00YMCIIIOBAIbHY CKIIAAHICTh; PO3POOUTH METO I reHepaliii pobacTHOro
PO3I107iNy COJTOHA, NPOSYKTUBHIINIK 32 CTAaHAAPTHUI; BIPOBAAUTU PE3YJIbTaTU JoCiinxKeHs. Lli 3anayi 6yu
BUpillleHi 3 BUKOPUCTAaHHIM METO/iB a0CTPAKTHOI aredpu (Teopii KiHLeBUX 0B, TEOpii rpyI), JiHifHOI anredpwu,
Teopii IMOBipHOCTE!N, MATEMATUYHOI CTATUCTUKY i Teopii ckafHOCTI o6unciens. JucepTaliiiHe JOCIiIpKeHHS Mae
TaKi HayKOBi pe3yJsibTaTu. Briepiue 1151 paHieBoro mudpy Ha OCHOBI MaTpuLib OyJiM BU3HAUEH] KiJIbKiCHI
BJIACTMBOCTI, SIKi BKJII0YalOTh YaCOBi CKJIAJHOCTI 3alIM(pyBaHHs, po3mndpyBaHHs Ta reHepallii 1apy KJI0UiB,
PO3MipH BiIKPUTOTO i CEKPETHOTO KJIIOUiB, a TAKOX KOe(PillieHT pO3MUPEHHS IN(POTEKCTY i PiBEHb 6€3MEKU TPOTU
aTak [IOBHOTO iepebopy. Llel pe3ysibTaT HEOOXinHUI 11711 OOIPYHTOBYBaHHS! pillleHb PO IOLiIbHICTh BUKOPHUCTAHHS
naHoro mudpy. Bnepie A5 paHuieBoro mudpy Ha OCHOBI MaTpUllb OyJsia NOBeJEHa BJIACTUBICTb aAUTUBHO]
roMoMOp¢HOCTI. [JaHni pe3ysbTaT BKadye Ha MOKJIMBICTb BUKOPUCTAHHS LIbOT0 MUQPY AJ1s1 TOOYA0BUA MPOTOKOITY
TAEMHOTO €JIEKTPOHHOTrO rOJIOCYBaHHS. Briepiie 6yyy 3ar1pornoHoBaHi OJIiHOMiasIbHO-CKJIAAHI METOIU
KpUIITOAHAaJIi3y paHLeBoro mu@py Ha OCHOBI MaTpullb. JlaHi aTaky pPOOJISITh MOXKJIMBUM BiIHOBJIEHHS! BiIKPUTOTO
TEKCTY 3 M(PPOTEKCTY JAHOI KPUIITOCUCTEMH 32 BiICYTHOCTI CEKPETHOTO Kiltovya. BkazaHuil pe3ysbTar
OOI'PYHTOBY€ BUCHOBOK IIPO HEIOLIbHICTh BUKOPUCTAHHS LIbOTO MNQPY B SIKOCTi IHCTPYMEHTY 3a6€3Me4eHHS
KOHQiAeHIiHOCT] i TaKMM YMHOM ,03BOJISIE BUKJIIOUUTY PUBUKY iHPOpMaLifiHOI 6e3reku, 00yMOBJIeHi
3aCTOCYBaHHSM JAHOI KPUIITOCXEMU. [leperlik HUX pU3nKiB MOJKHA CKJIACTU 32 AOIIOMOTOI0 IIEPIINX ABOX
pesysbTaTiB. Biepiie 6yB 3apONOHOBAaHMI MaXOPAHTHO-CYNIEPIO3ULiITHUI METO, reHepallii po6acTHOro
pO3M0isy CoyiToHa. BkazaHuii MeTO Billpi3HSETHCS Bill CTAHIAPTHOIO CEPENHBOI0 YaCOBOK CKIIQIHICTIO, SIKa
ctaHoBUTh O(1) 32 yMOBU HEBUKOPUCTAHHS 1OBroi apudpmMeTUKu. 3aCTOCYyBaHHS IIPOIIOHOBAHOTO METOY JO3BOJISIE
NiABUILMTY B [I€KiJbKa pa3iB MPOAYKTUBHICTb reHepallii po6acTHOro po3MofiNy COTOHA KOLEPOM 3aBaJOCTIMKUX
koziB LT, sxi BukopuctoBytoTbCsl poHTaHHUM QC-MDPC mudppom Mak-Ernica. Hacamnepeq 3a3HayeHuil pe3yabTar
Mae MpaKkTUYHy LiHHICTb 17151 cdepu iMiTaliliHOro MoentoBanHs. PaHieBuii mudp Ha OCHOBI MAaTPUL i
3aIpPOIIOHOBAHA aTaka Ha HbOTO OyJId TPOTPAaMHO peasli3oBaHi y BUTJIALI AMHAMIYHO IPUENHYBAHOI 616/1i0TeKU
MBKCLib Ta gopartkiB, $Ki HaJal0Th MOKJIMBICTb BUKOPUCTOBYBATH Ta XpPOHOMETPYBATH ii 3ac001. 3alTpOIIOHOBaHUM
Ta CTAaHJAPTHUI METO[Y TeHepallii po6aCTHOr0 po3MOoiay COiTOHA 6y IIPOrPAMHO peasi3oBaHi y BUTJIS I
IVHaMiyHO NpuenHyBaHoi 6i6mioTexu RSDLib ta gomatky RSDTest, nprusHaueHoro 1jisi NepeBipki KOPEKTHOCTI
BKa3aHMX METO[IIB 3a IOIIOMOI0I0 KPUTEPIIO y3rogykeHocTi [TipcoHa ta mociigyKeHHs IXHbOI IPOyKTUBHOCTI.
OTtpumaHi pesyspTaTil 6yJI0 BIIPOBAIKEHO B MibkHapogHoMy npoekTi « TEMPUS SEREIN: Modernization of
Postgraduate Studies on Security and Resilience for Human and Industry Related Domains», nBox nepxasHux HJIP,
a TaKOX Y HaB4YaJIbHOMY Ipolieci kKadeapu KOMIT'IOTEPHUX CUCTEM, Mepex i Kibepoeaneky HanioHanbHOTO
AepOKOCMIYHOTO yHiBepcUTETY iM. M. €. )KyKoBCbKOro «XapKiBCbKUI aBialiiHUi iHCTUTYT». MaTepianu gucepratii
VBIMIIJIN B SIKOCTi CKJIAZOBUX YaCTHH y Tpu 3BiTu 3 HIIP Ta po3nin ninpy4yHuka, po3po6ieHoro B paMmKax
3a3HaY€HOro NpoekTy. MaTtepianu nucepratii 6y ony6sikoBaHi B IepiofYHNX HAYKOBUX BUAHHSIX Y BUTTISLI 6
CTaTel, TPU 3 SIKUX iHJIEKCYIOTbCS B Scopus, Ta 36ipHMKax IIpalb HayKOBUX KOHpepeHLill y popmi 2 iHAEKCOBaHUX B

Scopus craren.

2. The thesis is devoted to developing the mathematical methods of cryptanalysis of new asymmetric ciphers with
special properties and creating the mathematical methods of increasing the performance of the components of the
given ciphers. In accordance with the terminology used in this study, such ciphers are the asymmetric encryption
schemes that possess useful properties generally not inherent in this class of ciphers and thus have wider

application area in comparison with the one arising from the definition of an asymmetric encryption scheme.



Homomorphity, post-quantumness and noise immunity are the examples of these properties. The aim of the thesis
is to determine the properties and cryptographic strength of the matrix-based knapsack cipher, as well as to
increase the performance of the components of the fountain QC-MDPC McEliece cipher. This aim has been
achieved by means of solving the following tasks: determine the quantitative properties of the matrix-based
knapsack cipher, which include the time complexities of encryption, decryption and key pair generation, the sizes
of the public and private keys, the ciphertext expansion factor and the level of security against a brute-force
attack; determine for the matrix-based knapsack cipher the presence of the property of additive homomorphity;
develop such a method of cryptanalysis of the matrix-based knapsack cipher that is more efficient than a brute-
force attack and determine the computational complexity of the method developed; develop such a method for
generating a robust soliton distribution that has better performance than the standard method; implement
research results. These tasks have been solved using the methods of abstract algebra (the theory of finite fields,
the group theory), linear algebra, probability theory, mathematical statistics and the theory of computational
complexity. The research has yielded the following scientific results. For the first time, the quantitive properties of
the matrix-based knapsack cipher have been determined. The properties, which have been considered, include the
time complexities of encryption, decryption and key pair generation, the sizes of the public and private keys, the
ciphertext expansion factor and the level of security against a brute-force attack. This result is required to
substantiate decisions about expediency of using the given cipher. For the first time, the property of additive
homomorphity for the matrix-based knapsack cipher has been proved. The given result indicates the possibility of
using this cipher to build a protocol of secret e-voting. For the first time, polynomial-time methods of
cryptanalysis of the matrix-based knapsack cipher have been proposed. These attacks permit recovering the
plaintext from the ciphertext of the given cryptosystem in the absence of the secret key. The aforesaid result
substantiates the conclusion about inexpediency of using this cipher as a privacy tool and thus permits eliminating
the information security risks, which arise from the use of the given cryptoscheme. A list of these risks can be
made using the first two results. For the first time, the majorant-superposition method for generating a robust
soliton distribution has been proposed. This method differs from the standard one in time complexity, which is
O(1) provided that long arithmetics is not used. Applying the proposed method permits increasing several times the
performance of generating a robust soliton distribution by the encoder of the LT error-correction codes, which
are used in the fountain QC-MDPC McEliece cipher. First of all, the given result is of practical significance for
simulation modeling. The matrix-based knapsack cipher and the proposed attack on it have been software
implemented as the dynamic link library MBKCLib and applications, which permit using and timing its facilities.
The proposed and standard methods for generating a robust soliton distribution have been software implemented
as the dynamic link library RSDLib and application RSDTest, which has been designed for verification of
correctness of the given methods by means of the Pearson's goodness-of-fit test and for investigation of their
performance. The obtained results have been implemented in the international project «TEMPUS SEREIN:
Modernization of Postgraduate Studies on Security and Resilience for Human and Industry Related Domains», two
state scientific-research works, as well as in the education process of the Department of Computer Systems,
Networks and Cybersecurity of National Aerospace University «Kharkiv Aviation Institute». The thesis materials
have been included as components in three scientific-research reports and the textbook developed within the
framework of the aforementioned project. The thesis materials have been published in scientific periodicals as 6
articles, three of which are Scopus publications, as well as in proceedings of scientific conferences as 2 papers
indexed in Scopus.
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