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Tema gucepranii:
1. Mogeni i MeToiM 3aXUCTy KibepIIPOCTOPY HA OCHOBI aHAJIi3y BEJIMKUX JAHUX 3 BUKOPUCTAaHHSIM MAIIMHHOTO

HaB4YaHHS

2. Cyberspace protection models and methods based on big data analysis using machine learning

Pedepar:

1. MeTa mociIpKeHHs — iCTOTHE CKOPOYE€HHS 4acy BUSIBJIEHHS i 6JIOKyYBaHHs KibepaTak, CIIPSIMOBAaHMX Ha
KibepIpocTip cy6'eKTa, IJISIXOM BUKOPUCTAHHS PO3POOJIEHNX MAaTPUYHUX MOJEJIEN i JIOTIYHUX METO/IiB TECTYBAHHS,
IepeBipKU Ta iarHOCTYBaHHS 32 PaXyHOK BBe[l€HHS 00UMCIIIOBAJILHOI HAIMIPHOCTI B iHPpacTpyKTypy
Kibepnpocropy. HaykoBa HOBM3HA pe3yJbTaTiB AOCHiIKeHb: 1) YIOCKOHAZIEHO CTPYKTYPHO-JIOTiYHI MOoZesi i MeToau
nepeBipKU KiGepIIpOCTOPY AJIsl TECTYBaHHS i IiarHOCTYBaHHS WIKiIJIMBUX KOMIIOHEHTIB, SIKi BiIpi3HIIOTHCS
BUKOPUCTAHHSAM METOAY IeAyKTUBHOTO apajieJIbHOrO aHali3y 064MCIII0BaIbHOI CUCTEMU 1181 [IePEBIPKU Ta
IiarHocTyBaHHs malware. 2) 3alipoIIOHOBaHO HOBi METOIY CUHTE3Yy €TaJIOHHUX JIOTIYHMX cxeM malware-

(PYHKLIOHATIBHOCTEMN, 5IKi XapaKTePU3YyIOTbCS BUKOPUCTAHHSIM CUTHATYPHO-KYOiTHUX CTPYKTYP, IO Ja€ MOXJIUBICTD



napasejabHO MofesnoBaty malware-driven BeJIMKi AaHi 1151 BUSHAYEHHS HAJIeXKHOCTI IOTOYHOIO KOy 11O iCHYIOUMX
IeCTPYKTUBHUX KOMITOHEHTIB y malware 6i6sioteni. 3) Po3po6sieHo HOBY Moziesib akTUBHOTO online cyber security
KOMIT'IOTHHTY, 5IKa XapaKTepPU3y€eTbCsl CUTHATYPHO-KyOiTHUM NOJAHHSIM iHpopMmaliii, 1o Jae MOKJIMBICTb
NiABUILYBAaTU MBUJKOLiIO IPOLECIB MOHITOPYHTIY BXiIHUX [IOTOKIB malware-faHux i ynpasJliHHS BUJAJIEHHSIM
IeCTPYKTUBHUX KOMITIOHEHTIB. 4) 3alIpONIOHOBAHO HOBUI METOJ], aTPMOYTHO-OPi€HTOBAaHOrO po3nisHaBaHHsS URL-
aJipec 3 BUKOPUCTAHHSIM 9YaCTOTHUX MMATTEPHIB i MeTO ] epeBipku noaiMophHUX MKIIJIUBUX ITPOTPAM Ha OCHOBI
BpaxyBaHH: KOHTPoJIbHUX cyM Portable Executable cexuill y BUKoHyBaHuX ¢aiiyax i 3acTocyBaHHs anapary
iHTeJIeKTyasIbHOTO aHaJli3y AaHuX. 5) YIOCKOHAJIEHO 3aC00U 3aXUCTY KibepIpoCTOpy, SKi BiAPi3HAIOThCS
BUKOPHMCTaHHSIM MOJI€JIEN | METOZiB CUTHATYPHO-JIOTIYHOTO TECTYBAHHS aTaK, [IOUIYKY KPUIITOIIPUMITHUBIB y
TPOSIHCBKUX NpOorpamax-mudpyBajlbHUKaX Ha OCHOBI BUKOPUCTAHHS aJrOPUTMIB MAIlIMHHOIO HaBYaHHS, 10 A€

MOXJIMBICTb iCTOTHO 3MEHIIUTU Yac Bi,ﬂHOBJIeHHH I'[pa].leB,lIaTHOCTi 00YUCITIOBAILHOI CTPYKTYpHU.

2. The purpose of the study is to significantly reduce the time of detection and blocking of cyber attacks aimed at
the cyberspace of the subject, using the developed matrix models and logical methods of testing, testing and
diagnosing by introducing computational redundancy into the cyberspace infrastructure. The scientific novelty of
research results: 1) Structural and logical models and methods for testing cyberspace for testing and diagnosing
malicious components have been improved, which differ in using the method of deductive parallel analysis of a
computing system to check and diagnose malware. 2) New methods for synthesizing reference logic circuits of
malware-functionalities are proposed, which are characterized by the use of signature-qubit structures, which
makes it possible to simulate malware-driven big data in parallel to determine whether the current code belongs
to existing destructive components in the malware library. 3) A new model of active online cybersecurity
computing has been developed, which is characterized by a signature-qubit representation of information, which
makes it possible to increase the speed of monitoring the input malware-data streams and controlling the removal
of destructive components. 4) Developing a method of attribute-based URL recognition using frequency patterns
and a method for testing polymorphic malware based on the accounting of the Portable Executable checksums of
sections in the executable file and using the data mining apparatus. 5) Cyberspace protection tools have been
improved, which differ in the use of models and methods of signature-logic testing of attacks, the search for
crypto-primitives in ransomware based on the use of machine learning algorithms, which makes it possible to
significantly reduce the recovery time of the computing structure.
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