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V. BizomocTi npo gucepraniio
MoBga guceprariii:
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Tema gucepranii:
1. Mopesni i MeTou 3aXUCTy KiGEPIIPOCTOPY HA OCHOBI aHAJIi3y BEJIMKUX JAHUX 3 BUKOPUCTaHHSIM MalIMHHOTO

HaB4YaHHS

2. Cyberspace protection models and methods based on big data analysis using machine learning

Pedepar:

1. MeTa mocifpkeHHs — iCTOTHE CKOPOYEHHS Yacy BUsIBJIEHHS i 6JI0KyBaHHS KibepaTak, CIIPSIMOBaHUX Ha
KiGEpIPOCTip Cy6'eKTa, IJISIXOM BUKOPUCTAHHS PO3POOJIEHUX MAaTPUYHUX MOJeJiel i JIONYHUX METO/IiB TECTYBaHHS,
IepeBipKU Ta [iaTHOCTYBAaHHS 3a PaXyHOK BBEJI€HHS 004K CJII0BAIbHOI HAIMIPHOCTI B iHQpacTpyKTypy
Kibeprnpocropy. HaykoBa HOBU3HA pe3ysbTaTiB AOCIiIKeHb: 1) YIoCcKoHaIeHO CTPYKTYPHO-JIOTiYHI Mogesi i MmeTonu
IIepeBipKU KibepIIPOCTOPY AAJ1S1 TECTYBAHHS i iarHOCTYBaHHS WIKiIJINBUX KOMIIOHEHTIB, SIKi Bilpi3HSIOTbCS
BHMKOPHCTaHHSIM METOAY [IeIyKTUBHOTO N1apajiesIbHOrO aHajli3y OO0UMCII0BAIBHOI CUCTEMU [IJ151 IEPEBiPKU Ta
IiarHocTyBaHHsS malware. 2) 3ariporIOHOBAaHO HOBi METOIM CUHTE3y €TaJIOHHUX JIOTIYHMX cxeM malware-
(YHKLIOHATIBHOCTEH, 5IKi XapaKTepU3yIOThCSI BUKOPUCTAHHSIM CUTHATYPHO-KYOITHUX CTPYKTYP, 10 J1a€ MOXJIUBICTb
napa’sesibHO MOJesoBaTti malware-driven BesMKi aHi 1711 BU3HAYEHHSI HAJIEXKHOCT] MOTOYHOTO KOy [0 iCHYI0YMX
IeCTPYKTUBHMX KOMITIOHEHTIB y malware 6i6siorewi. 3) Po3apo6sieHo HOBY Mozesnb akTuBHOTO online cyber security

KOMIT'IOTHHTY, 5IKa XapaKTepHU3y€eThCsl CUTHATYPHO-KyOITHUM IOJAHHSIM iHpopMmaliii, 1o Jae MOKJIUBICTb



NiABUIYBAaTH IBUIKOLiIO IPOLECIB MOHITOPYHTIY BXiIHUX IIOTOKIB malware-faHux i ynpasJliHHS BUJAJIEHHIM
IeCTPYKTUBHUX KOMITOHEHTIB. 4) 3aITpOIIOHOBaHO HOBUI METO/ aTpuOyTHO-0OpieHTOBaHOro po3nizHaBanHs URL-
azipec 3 BUKOPUCTAHHSIM YaCTOTHUX MATTEPHIB i MeTo ], epeBipku noaiMophHUX MKINJIUBUX TPOTPaM Ha OCHOBI
BpaxyBaHHS KOHTPOJIbHUX cyM Portable Executable cexuill y BUKOHyBaHUX (aiiyax i 3aCTOCyBaHHS anapary
iHTeJIeKTyaJIbHOTO aHaJli3y AaHuX. 5) YIOCKOHAJIEHO 3aC00U 3aXUCTY KibepIpoCTOpy, SKi BiIpi3HAIOThCS
BUKOPHUCTAHHSIM MOJI€JIEN | METOZiB CUTHATYPHO-JIOTIYHOTO TECTYBAHHS aTaK, [IOUIYKY KPUIITOIIPUMITHUBIB y
TPOSIHCBKUX NpOorpamax-mupyBajbHUKaX Ha OCHOBI BUKOPUCTAaHHS aJITOPUTMIB MAIIMHHOTO HABYaHHS, 110 A€

MOJKJIMBICTB iCTOTHO 3MEHIINTY YaC BiTHOBJIEHHS MIPale3qaTHOCTI 069N CIIOBAIBHOI CTPYKTYPH.

2. The purpose of the study is to significantly reduce the time of detection and blocking of cyber attacks aimed at
the cyberspace of the subject, using the developed matrix models and logical methods of testing, testing and
diagnosing by introducing computational redundancy into the cyberspace infrastructure. The scientific novelty of
research results: 1) Structural and logical models and methods for testing cyberspace for testing and diagnosing
malicious components have been improved, which differ in using the method of deductive parallel analysis of a
computing system to check and diagnose malware. 2) New methods for synthesizing reference logic circuits of
malware-functionalities are proposed, which are characterized by the use of signature-qubit structures, which
makes it possible to simulate malware-driven big data in parallel to determine whether the current code belongs
to existing destructive components in the malware library. 3) A new model of active online cybersecurity
computing has been developed, which is characterized by a signature-qubit representation of information, which
makes it possible to increase the speed of monitoring the input malware-data streams and controlling the removal
of destructive components. 4) Developing a method of attribute-based URL recognition using frequency patterns
and a method for testing polymorphic malware based on the accounting of the Portable Executable checksums of
sections in the executable file and using the data mining apparatus. 5) Cyberspace protection tools have been
improved, which differ in the use of models and methods of signature-logic testing of attacks, the search for
crypto-primitives in ransomware based on the use of machine learning algorithms, which makes it possible to
significantly reduce the recovery time of the computing structure.
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