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1. MeTomoI0TiYHi OCHOBM aBTOMATHM30BAaHOTO MOLIYKY LIX(PPOBUX 3aCO6IB HETJIACHOTO OTPUMaHHS iH(popMaliii

2. Methodological bases of automated search for digital means of illegal obtaining information retrival

Pedepar:

1. B pesysibTaTi AuCepTaliiHUX JOCHiIKEHb BUPIIEHO BaXKJIMBY HAyKOBO-TIPUKJIAJIHY NPOBGJIEMY, CYTHICTb SIKOI
[0JIAra€e B pOo3p0o0O1li METOOIOTIYHUX OCHOB aBTOMATHU30BAaHOIO MOMYKY IU(PPOBUX 3aCO0iIB HETJIACHOTO OTPUMAaHHS
indopmallii B yMoBax BIJIMBY 30BHilIHIX Ta BHYTPIlIHIX JeCTabini3yodnx (Hakropis. Briepie po3pobiaeHo
KOHIIEIIIi}0 KOMIIJIEKCHOTO BUSIBJIEHHSI, PO3IIi3HaBaHHS Ta JIOKasi3alii 1MdpoBux 3aC06iB HETJITACHOTO OTPUMAaHHS
indopmauii, o npauooTs Ha (OHi JleraabHUX PalioCUTHAIB, KA [I0€IHYE TEOPETUYHI METOIY, METOAUKY, MOZ el
Ta TEXHOJIOTIYHI nigxoau: ginbTpalii curHazis 3aco6iB HETJIACHOTO OTPUMaHHS iH(popMallii Ha QOHi CUTHATIB
JlerajabHUX 3ac00iB, 3aBa, Ta MIyMiB, 3 BAKOPUCTAHHSM MIBUAKUX aJITOPUTMIB OOYMCIIEHHSI; PO3IIi3HaBaHHSI CUTHAJIIB
3aCc06iB HETJIACHOTO OTPMMAaHHS iHpOpMallii Ha OCHOBi METOZY CIIEKTPAJIbHOTO aHasli3y 3 3aCTOCYBaHHSIM CILIalHiB

Ta AU epeHLialbHUX IEPETBOPEHD; BU3HAYEHHSI IIapaMeTpPiB CUTHAJIIB 3aC0O0iB HEIVIACHOTO OTPUMAaHHS iH(popMalii



Ha OCHOBIi KOPeJISLiHO-PerpeciiiHoro aHasisy; JoKasnisauii 3aco6iB HersacHoOro OTpuMaHHs iHdopmauii Ha OCHOBI
JaJleKOMipHOTro MeTony. Peasnisalis KOHLENIii y aBTOMaTU30BaHOMY IPOrpaMHO-alapaTHOMY KOMILJIEKCi TO3BOJISIE
rapaHTOBAHO BUSIBJISITH, PO3Ii3HABATH Ta JIOKasi3yBaTy LM(POBi 3aCO0M HETJIaCHOT0 OTPMMaHHs iHpopmalii Ha
(oHi BUITPOMiHIOBAaHHS JIeraJbHUX MIPUCTPOIB Ta CUCTEM B YMOBAX BIIJIMBY LIYMiB Ta 3aBajl. Briepiue 3arrporoHOBaHO
METO/], PO3Ii3HaBaHHS CUTHaly LU(POBUX 3aC06iB HETJIACHOTO OTPUMaHHS iHpopmallii Ha (OHi JerajpHUX
curHasis pagioedipy Ha OCHOBI 3aCTOCYBaHHS METO/LY MYJIbTUAre€HTHOI KyacTepisaliii 3 MpsSIMUM 3B’13KOM MiXK
areHTamu. Briepiue 3arrporoHOBaHO METOIMKY BU3HAYEHHS TOYHOCT] JloKastizallii iudpoBux 3ac0o6iB HEIJ1aCHOTO
OTpUMaHHs iH(popMallii, IKa 6a3yeTbCs Ha JAJIEKOMiPHOMY METOZi 00YUCIEHHS KOOPAUHAT BUIIPOMIHIOBava 3
BU3HAYEHHSIM MiCLIETI0JIOKEHHS 32 METO/IOM HalIMEHIIMX KBAIPaTiB.

2. As aresult of the dissertation, an important scientific and applied problem has been solved, the essence of which
is to develop methodological bases for automated search of digital means of illegal obtaning of information under
the conditions of influence of external and internal destabilizing factors. At first, the concept of integrated
detection, recognition and localization of digital non-tacit information retrieval based on legal radio signals has
been developed, which combines theoretical methods, techniques, models and technological approaches: using
fast calculation algorithms; recognition of signals of the means of illegal obtaing information acquisition on the
basis of the method of spectral analysis with the use of splines and differential transformations; determination of
parameters of signals of the means of illegal obtaing of information on the basis of correlation-regression analysis;
localization of the means of illegal obtaing based on the far-field method. The implementation of the concept in
the automated software-hardware complex allows to detect, recognize and localize digital means of s illegal
obtaing acquisition against the background of radiation of legal devices and systems in the conditions of noise and
interference. At first, a method of recognizing the signal of digital means of illegal obtaing of information against
the background of legal airwaves is proposed, based on the use of multi-agent clustering with direct
communication between agents. At first, a technique for determining the accuracy of localization of digital means
of illegal obtaing is proposed, based on a far-reaching method of calculating the coordinates of an emitter with a
location determination using the least squares method.
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