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2. Methodological bases of automated search for digital means of illegal obtaining information retrival

Pedepar:

1. B pesynbTaTi gucepTauifHNUX NOCIiIKEeHb BUPIIEHO BaXKJINBY HAYKOBO-TIPUKJIANIHY ITPO6JIEMY, CYyTHICTD SIKOi
II0JISITa€ B PO3POOIi METOJ0JIOTYHMX OCHOB aBTOMaTHU30BaHOTO MOIIYKY LUPPOBUX 32CO0iB HEIJIACHOTO OTPUMAaHHS
indopmaii B yMOBax BIIJIMBY 30BHIIIHIX Ta BHYTPILIHIX fecTabinisyrounx (pakropis. Bnepue po3pobieHo
KOHILEMII{}0 KOMIJIEKCHOTO BUSIBJIEHHS], PO3IIi3HABaHHS Ta JIOKaslizalii [udpoBux 3ac06iB HETJIACHOTO OTPUMAHHS
indopmauii, mo npauoTh Ha QOHi JleraJbHUX PalioCUTHAIB, SIKA [IO€IHYE TEOPETUYHI METOAU, METOAUKY, MO el
Ta TEXHOJIOTiYHi Nnigxoau: QinbpTpalii curualis 3aco6iB HEIJIaCHOTO OTPUMaHHs iHpopmallii Ha GoHi curHasnis
JIeraJbHUX 3aC00iB, 3aBaj] Ta MIyMiB, 3 BAKOPMCTAHHSIM MIBUAKUX aJITOPUTMIB OOYMCIIEHHS; PO3IIi3HABAHHS CUTHAJIIB
3aco06iB HErJIaCHOro OTprMaHHs iHdopMallii Ha OCHOBI METOJy CIIEKTPaJIbHOTO aHai3y 3 3aCTOCYBaHHSIM CIIJIaKHIB
Ta gudepeHIiiabHUX epeTBOPEHb; BU3BHAUYEHHS TapaMeTPiB CUTHAJIIB 3aC00iB HETJIACHOTO OTpUMaHHS iHdopMmariii
Ha OCHOBI KOPEJISILIIHO-PErpeCciMHOro aHasisy; JoKaisalii 3aco6iB HEerJIaCHOrO OTPUMaHHs iH(opMallii Ha OCHOBI
JajiekoMmipHOro merony. Peasisalist KOHUEINLii y aBTOMAaTU30BaHOMY IIPOrPaMHO-aIllapaTHOMY KOMILJIEKCI 103BOJIsIE

rapaHTOBAHO BUSIBJISITH, PO3IIi3HABATH Ta JIOKasi3yBaTy Lu(PpoBi 3aCO0M HETJIaCHOro OTpMMaHHs iHpopmaliii Ha



(POHI BUITPOMIHIOBAHHS JIETAILHUX [IPACTPOIB Ta CUCTEM B YMOBAX BILIMBY LIYMiB Ta 3aBajl. Briepiie 3ariponoHoBaHo
METOJ, pO3Ili3HaBaHHs CUTHay IudPOBUX 3aCO0iB HErJIaCHOro OTpUMaHHs iHdopMallii Ha QOHi JierajJpHuUX
curHajiB pazgioedipy Ha OCHOBI 3aCTOCYBaHHSI METO/ly MyJIbTUAr€HTHO]I KylacTepisallii 3 IPsSIMUM 3B'SI3KOM MiXK
areHTaMu. Briepiie 3ariponoHOBaHO METOAUKY BU3HAUEHHSI TOYHOCTI JIOKai3auii HuppoBUX 3aCO6iB HETJIACHOTO
OTpMMaHHs iHpopmallii, sika 6a3yeTbCs Ha JAaJIEKOMIPHOMY METOi 064K CIE€HHS KOOPAMHAT BUITPOMiHIOBAYa 3

BU3HAYEHHSIM MiCIETI0JIOKEeHHSI 32 METOJOM HallMEHIINX KBaJIpaTiB.

2. As a result of the dissertation, an important scientific and applied problem has been solved, the essence of which
is to develop methodological bases for automated search of digital means of illegal obtaning of information under
the conditions of influence of external and internal destabilizing factors. At first, the concept of integrated
detection, recognition and localization of digital non-tacit information retrieval based on legal radio signals has
been developed, which combines theoretical methods, techniques, models and technological approaches: using
fast calculation algorithms; recognition of signals of the means of illegal obtaing information acquisition on the
basis of the method of spectral analysis with the use of splines and differential transformations; determination of
parameters of signals of the means of illegal obtaing of information on the basis of correlation-regression analysis;
localization of the means of illegal obtaing based on the far-field method. The implementation of the concept in
the automated software-hardware complex allows to detect, recognize and localize digital means of s illegal
obtaing acquisition against the background of radiation of legal devices and systems in the conditions of noise and
interference. At first, a method of recognizing the signal of digital means of illegal obtaing of information against
the background of legal airwaves is proposed, based on the use of multi-agent clustering with direct
communication between agents. At first, a technique for determining the accuracy of localization of digital means
of illegal obtaing is proposed, based on a far-reaching method of calculating the coordinates of an emitter with a
location determination using the least squares method.
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