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MepesKax

2. The methodology of ensuring the stability of recommendation systems to destabilizing factors in computer

networks

Pedepar:

1. Inceprauiiina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaIbHOI HAYKOBO-IIPAaKTUYHOI IIPOGJIEMU TiIBULIIEHHSI
TOYHOCTI IPOMNO3ULliil pEKOMEHAALITHMX CUCTEM B YMOBaxX JeCTabiizylounx (pakTopiB y KOMIT'IOTEPHUX MepeXax
Ha OCHOBIi PO3pO0OKY MOJeJIel Ta METOLIB CUHTE3Y MifCUCTEMU 3a6€3MeYEHHS CTIMKOCTi. Y pobOTi IpOBeNEeHO
aHaJli3 CyyaCHUX MOZeJiel Ta METOMIB CUHTE3y PEKOMEHIALINHNX CUCTEM [1J151 COL[iaIbHUX MEPEX Ta KOHTEHT-
OpPi€eHTOBaHUX BeO-CEPBiCiB, KU II0Ka3aB, 10 TepeBakHA OibIIICTD ICHYIOUMX MOJesiell i MeTOIiB BpasuBi A0 Aii
BHYTPIIIHIX Ta 30BHIIHUX JI€CTabili3yl04nx PaKTOPiB y KOMITIOTEPHUX Mepeskax. [TokazaHo, mo 3a6e3ned4eHHs
CTIKOCTi peKOMEHIALIHNX CUCTEM [0 Aii fecTabini3yodnx ¢pakTopiB € BasKIMBOI YMOBOIO AJIS i BUIIEHHS

TOYHOCTI ix po6oTu. Po3pobsieHo MeTo[] BU3BHAUEHHS! ANHAMIKu IMOBIpHOCTe! repefyBaHHsI peKOMEeHIallifiHOI



CHACTEMHU B CBOiX MOXUJIMBUX CTaHAaX 3 BUKOPMCTAaHHSIM MAaTEMaTUYHOTO anapaTy MapKiBChbKUX Ta HaMiBMapKiBCbKUX
npoueciB. Po3pobsieHo MaTeMaTUYHY MOJIeJIb CTIKOI peKOMeHALiiHOI CUCTeMH, 110 JO3BOJIUIIO 3iHCHUTU
ONTUMI3allilo 3arajJlbHUX BUTPAT Ha OOCJIyTOBYBAaHHS CUCTEMHU B YMOBaX BHYTPILIHIX lecTabinisylounx QpakTopis.
YI0CKOHaIeHO MeTo, KOJ1abopaTUBHOI (inbTpalii, SKUH Bilpi3HI€TbCS Bifl iCHYI0UYMX BUKOPUCTAaHHSIM
NPOOYKLIMHUX IIPABUJI Ta [TIOKA3HUKIB aKTUBHOCTI KOPUCTYBAUIB, 110 JO3BOJIWJIO MiIBUIIUTY CTIMKICTh CUCTEMU B
YMOBax X0JIOGHOTO CTapTy, po3p06JieHO BiANOBinHI asropuTtMu. Po3pobyieHo MaTteMaTU4Hy MOJeJib ilCUCTEMU
iHopmariiiHoi 6e3neKu CTiNIKOi peKOMEeHALiIHOI CUCTEMH, 10 AO3BOJIUJIO BUBHAUNUTHU ONTUMAJbHY YaCTOTY
nepeBipKy Ha HasiBHICTb iHpopmMauiiiHoi aTaku Ta npodiniB 60TIB y cuCTeMi, po3pO6JIEHO BiMOBiIHI aITOPUTMU.
Po3pobseHo meTop, iMiTaliltHOro MporpaMHOro MOEJII0BaHHSI KOPUCTYBaviB Ta 00’€KTiB peKOMeHIALitHO]
CHCTEMH, 1110 JO3BOJIUJIO TeHEPYBAaTH BXi[Hi aHi JJ1s1 TECTYBAHHS SKOCTi po60TU aJropuTMiB GOpMyBaHHS
PeKOMeHalil, po3po6JIEHO BilIIOBiAHY IPOrPaMHy iMiTal[iliHy MOAE/b. PO3PO0IEHO METO, BUSIBJIEHHS
indopmaliitHoI aTaky Ha pEKOMEHAlliIHy CUCTEeMY Ha OCHOBIi aHasi3y TPEHAiB PENTUHTIB 00'€KTIB, 110 103BOJIUIIO
3HUBUTU KiJIbKICTh BUTPAT Ha MOHITOPUHT 6€31eKU CUCTEMU 32 PaxyHOK 3HSTTSI HEOOXiIHOCTI MOYyKY 60TiB IpU
BiZICYTHOCTi O3HaK aTaku, po3po06JIEHO BifIOBiHI alropuTMu. PO3po61€HO METO/ BUSBIIEHHS O0T-MEPEXK Y
peKOMeHaliiiHii cucTeMi Ha OCHOBI rpadoBoi KyacTepu3aallii Ta aHasi3y [ill KOPUCTYBAYiB /17151 320€3MeYeHHS

CTIMKOCTi cucTeMu 10 30BHILIHIX JecTabinizyiounx pakTopis, po3pobeHo BiAIOBiIHI aITOPUTMU.

2. The thesis is devoted to solution of an actual scientific and practical problem of accuracy increasing for
propositions of recommendation systems in the conditions of destabilizing factors in computer networks on the
basis of development of models and methods of synthesis of a subsystem of stability ensuring. It is shown that
today recommendation systems in computer networks are increasingly used for promotion of content, goods and
services. Such systems are tools for automatic generation of recommendations based on study of personal needs
of website users. The analysis showed that the vast majority of existing models and methods are vulnerable to
internal and external destabilizing factors in computer networks. Ensuring the stability of recommendation
systems to the action of destabilizing factors is an important condition for improving their accuracy. Examples of
internal destabilizing factors in recommendation systems would be cold start problem, constant cold start
problem, filter bubble problem of and problem of insufficient quantity and quality of input data, as well as problem
of permanent change of user preferences over time. A method for determining the dynamics of probabilities of
recommendation system in its possible states using the mathematical apparatus of Markov and semi-Markov
processes is developed. This allows to determine the probabilities of staying specific recommendation system in its
possible states at any moment of time. A mathematical model of a stable recommendation system is developed on
the basis of the proposed method of determining the dynamics of probabilities of staying the system in its possible
states, allowing to optimize the total cost of system maintenance in the conditions of internal destabilizing factors.
The method of collaborative filtering is improved. This method differs from the existing ones in using production
rules to determine user similarity and using user activity indicators to form recommendations. This allowed to
increase system stability in conditions of insufficient input and cold start. A mathematical model of information
security subsystem of a stable recommendation system is developed on the basis of the proposed method of
determining the dynamics of probabilities of staying the system in its possible states, this allowed to determine the
optimal frequency of checking for information attack and bot profiles in the system. A method of software
simulation modeling of users and objects of the recommendation system of a social network or web resource
based on existing and developed methods of modeling the structure of complex networks and methods of
modeling user behavior is developed. This allowed to generate input data for testing the quality of algorithms for
forming recomendations. A method of detecting an information attack on the recommendation system based on
the analysis of trends of the ratings of objects is developed. This allowed to reduce the cost on monitoring system
security by eliminating the need of search for bots in the absence of signs of attack. A method of detecting botnets
in the recommendation system based on graph clustering and analysis of user actions for ensuring stability of the
system to external destabilizing factors is developed. This allowed to detect botnets and differ them using sets of
attack objects. Algorithms for software simulation modeling of users and objects of the recommendation system
are developed. These algorithms allowed generating input data for testing algorithms that form recommendation



lists. Improved collaborative data filtering algorithms are developed to generate more accurate lists of
recommendations for web-resource users based on production rules and the use of user activity metrics.
Algorithms for detecting the presence of an information attack on the recommendation system based on the
analysis of trends in the ratings of system objects are developed. Algorithms for detecting separate bot profiles
based on neural networks and algorithms for detecting bot networks in the recommendation system based on
graph clustering and analysis of user activities are developed. A technique for obtaining analytical relations for
calculating the probabilities of a stable recommendation system in its possible states at any time to optimize the
frequency of recalculation of input data for the formation of recommendations are developed. The assessment of
credibility and efficiency of the proposed methods and models for increasing the stability of recommendation
systems was carried out. Thus, the results obtained in the dissertation allow to increase stability of
recommendation systems to internal and external destabilizing factors and this allows to increase accuracy and
other quality indicators of recommendation lists creating.
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