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1. B po6oTi BupilIeHO aKTyabHy HayKOBO-TIPMKJIJHY TPOGJIEMY MIOL0 PO3POOKM METOL0IOTIYHUX OCHOB 3aXUCTy
iHopmallii B colliaJIbHUX Mepeskax 3 ypaxyBaHHSIM BILJIMBY Ha 3aXUCT clieudiyHuX napaMeTpiB mepexi. Bnepiue
PO3p06JIEHO KOHLEMLiI0 KOMIUJIEKCHOTO 3a0€e3I1e4eHHSsI 3aXUCTy iHpopmallii B COLiaIbHAX MEPEXaX, SIKa IOETHYE
TEOPETUYHI METOAM, METOAMKU, MOZEJIi Ta TEXHOJIOTIYHI MiIXOAU O 3axXUCTy iHpopMallii y coljiaTbHUX MEPEsKax.
Konueniis 6a3yeTbcs Ha OLiHI 6anaHCcy MK 3arpo3aMu BTpaTu iHpopmaliii Bif crienudiyHux napameTpis
coljianbHOI MepeXi; Ha MaTEMaTUYHIN MOJI€Jli 3BOPOTHOTO 3B'SI3KY 3 YPAXYBaHHAM PO3Mipy CUCTEMU, KiJIbKOCTI
IAHUX Ta JOCTOBIPHOCTI; HA METONLI MiIBUILIEHHS PiBHS 3axXUILEHOCTI iHPopMalii 3 ypaxyBaHHSIM KoeillieHTiB
IoBipuy, penyTaii, kopessnii, knacrepusauii, po3noBclomKeHHs iHpopMallii Ta po3mrpeHHs mepex. Peasizaris
3aIpPOIIOHOBAHOI KOHLEMIIii J03B0JIsiE 3a0€31eUnTH IIepexif, Bifl opraHisalilfiHO-TeXHi4HOi 10 CTPYKTYPHO-
opraxizaliiHOi TeXHOJIOrii 3aXUCTy iH(popMallii B colLliaJIbHUX Mepeskax; Brepie po3po6aeHo MaTeEMaTUYHY MOJIEJIb
OLIiHKHM CTIIKOCTi CUCTeMHU 3axXUCTy iHpopmalii y coljabHUX MepexKax, sika 6a3yeThCsl Ha aHAJi3i mapameTpiB

MOBEMIiHKM CUCTEMMU 3aXUCTY Iif] Yac Ta IiCJIs 30BHIIHIX BIUIMBIB HA CUCTEMY 3aXUCTY JAHUX 3 yPaXyBaHHSIM



IVHaMiK1 3MiHYM apaMeTpiB BIUIUBY. MoieJib 103BOJIsIE€ IPOBOUTY JOCIIKEHHS TapaMeTpiB 3aXUCTy CUCTEMU Ta
BXXUBATH HEOOXiIHI 3ax0U 17151 yIOCKOHAJIEHHS] CUCTEMU 3aXUCTy iHpopmallii 3 ypaxyBaHHSIM HeJliHiliHOI B3aeMopii
€JIEMEHTIB CUCTEMH 3aXUCTY Ta 30BHILIHIX BIIJIMBIB; Briepiie po3po6eHO METONUKY IiJBUIIEHHS PiBHS
3axUIIEHOCTi iHPOpMaLIIITHOrO IPOCTOPY COLIATIbBHUX MEPEXK, IKa 6a3yeThCs HA Pe3yJIbTaTax aHaslidy o6yq0BaHOTroO
(a30BOTO ITOPTPETY Ta aHaJi3y NepexifHNX MPOLeCiB CUCTEMU 3axXUCTy iHPpopmarii. MeTonuka 103BoJsie
eeKTUBHO JOCIIiJKyBaTH IIepeXifHi poiecy 3 MOXJIMBICTIO Bidyanizauii mozeseil (6J10K-cxeMm) i pe3yJsbTaTiB
IOCJIiI)KEHHS;yIOCKOHaJIEHO MaTeMaTUYHy MOZEJIb 3aXUCTy iH(popMallii B colliasibHill MEpeXi Ha OCHOBI
IVHAMIYHUX XapaKTePUCTUK O€3IeKN CUCTEMHU, SIKa, HA BiIMIiHY BiJ] iCHYI0UMX MOJieJIel, Ma€e 3BOPOTHUIA 3B'SI30K 32
TaKMMU [IApaMEeTPaMH, SIK, PO3Mip CUCTEMH, KiJIbKiCTb JAHUX Ta iX JOCTOBIpHIiCTh. Peasizalis y40CKOHaNIeHO1
MOJIeJIi 03BOJIsIE AMHAMIYHO 3MIiHIOBATH [TAPaMETPU 3aXUCTY KOPUCTYBA4iB MEPEXKi B 3aJIEXKHOCTI Bif,
iHTEHCUBHOCTI aTak Ta 33aHOro PiBHS 3axXMILEHOCTI iHpopMallii; HabyJa IoAaJbIIOro PO3BUTKY MaTeMaTUYHA
MOJeJIb CUCTEMHU 3aXUCTy iH(OpMallii B COLiaIbHUX MEPE’Xax, sIKa Ha BiIMiHY Bifl iCHyIOYMX, BDaXxOBY€ PO3LMIMPEHHS
Mepexi, TapaMeTp PO3IMOBCIOIKeHHs iHpopMallii i1 KoedillieHT KopesdLii Ta J03B0JIsI€ IPOBECTU 00'€EKTUBHY
OLIiHKY 6ajsiaHCcy MK 3arpo3amu 6e3rnexu iHpopmaii i cneundiyHUMY IapaMeTpaMu CoLlia/IbHOI Mepexi, 1110, B
CBOIO 4€epry, Ja€ MOKJIMBICTb 3MiHIOBAaTH PiBEHb IOCTYIy A0 iH(pOopMaLii KOPUCTyBa4a B 3aJIEKHOCTI Bif| penyTauii
OTOYEHHSI; YIOCKOHAJIEHO MaTeMaTU4Hy MOJeJib Ta METOIMKY IifBUILEeHHS PiBHS 3axulleHoCTi iHdopmauii, sKi, Ha
BiMiHY BiJ] iCHy!04MX, BPaXOBYIOTb BIIUB HAa CUCTEMY 3aXUCTy iHpopmalii cnenndivyHux napameTpis: 1OBIpH,
penyrauii, Kopessuii Ta koedilieHTa kacTepusallii Mepexi. 3aCTOCYBaHHSI MOZEJI Ta METOAUKY L03BOJISIE
IIPOBOJIATY aHAaJIi3 BIIJIMBY HA CUCTEMY 3aXUCTy iHdopMaLii iHIMNX CUTYyaTUBHUX NTapaMeTpiB (HasBHOI KiIbKOCTi
Iian, Tpiaf, CIiJIbHOT).

2. The topical scientific and applied problem concerning the development of methodological bases of information
protection in social networks taking into account the influence on the protection of specific parameters of a
network is solved in work. For the first time, the concept of comprehensive information protection in social
networks was developed, which combines theoretical methods, techniques, models, and technological approaches
to information protection in social networks. The concept is based on the assessment of the balance between the
threats of information loss from specific parameters of the social network; on the mathematical model of feedback
taking into account the size of the system, the amount of data and reliability; on the method of increasing the level
of information security, taking into account the coefficients of trust, reputation, correlation, clustering,
dissemination of information and network expansion. Implementation of the proposed concept allows to ensure
the transition from organizational and technical to structural and organizational technology of information
protection in social networks; For the first time, a mathematical model for assessing the stability of the
information protection system in social networks was developed, which is based on the analysis of the parameters
of the protection system behavior during and after external influences on the data protection system taking into
account the dynamics of influence parameters. The model allows to carry out research of parameters of protection
of system and to take necessary measures for improvement of the system of protection of the information taking
into account nonlinear interaction of elements of system of protection and external influences; For the first time, a
method of increasing the level of security of the information space of social networks was developed, which is
based on the results of the analysis of the constructed phase portrait and the analysis of the transient processes of
the information protection system. The technique allows to effectively investigate transients with the possibility of
visualization of models (flowcharts) and research results, the improved mathematical model of information
protection in the social network based on dynamic security characteristics of the system, which, unlike existing
models, has feedback on such parameters, as, the size of the system, the amount of data and their reliability.
Implementation of the advanced model allows to dynamically change the parameters of protection of network
users depending on the intensity of attacks and a given level of information security; The mathematical model of
the information protection system in social networks has been further developed, which, in contrast to the
existing ones, takes into account network expansion, information dissemination parameter and correlation
coefficient and allows an objective assessment of the balance between information security threats and specific
social network parameters. turn, allows you to change the level of access to user information depending on the



reputation of the environment; The mathematical model and methods of increasing the level of information
security have been improved, which, in contrast to the existing ones, take into account the impact of specific
parameters on the information protection system: trust, reputation, correlation and clustering coefficient of the
network. The application of the model and methodology allows analyzing the impact on the information protection
system of other situational parameters (the number of dyads, triads, communities).
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